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T-Codes

User Administration
SUo01 User Maintenance (Single User Creation / Lock & Un-Lock Users)
SU01D User Display
su10 Mass User Creation (Multiple Users)
EWZ5 Overview of Lock & Un-Lock Users
SUIM Overview of Users Data
SMLG Create Log On Load Balance
Client Administration
SCC1 Transport Role / Import Role
SCC3 Copy Logs / Transport Log Analysis
SCC4 Client Creation
SCC5 Client Deletion
SCC7 Client Import
SCC8 Client Export
SCC9 Remote Client Copy
SE37 Lock & Un-Lock Clients
SCCL Local Client Copy

Database Administration

DB01 Analyse Exclusive Lock Waits
DB02 Analyse Tables and Indexes
DB03 Database Parameters

DB12 DB Backup Monitor

DB13 DBA Planning Calendar

DB14 DB BR Tools Logs

DB15 Data Archiving: Database Tables
DBACOCKPIT | Monitor DB Logs

Background Jobs Administration

SM36 Background Job’s Design / Standard Background Job'’s Design

SM37 Background Job’s Monitoring / Background Job’s Deletion
Spool Administration

SP00 Spool and related areas

SP01 Print Request Overview

SP02 Display Spool Requests

SPAD Create Spool Administration Request
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Transport Management System

SEO01 Transport Organizer (Extended View)

SE03 Transport Organizer Tools

SEO06 Set Up Transport Organizer

SE09 Transport Organizer

SE10 Releasing Request

STMS Create TMS Configuration (Transport Management System)

STMS_IMPORT

TMS Import Queue Task

Alert Monitoring T - Codes

RZ20 CCMS Monitoring

ALO1 SAP Alert Monitor

ALO2 Database Alert Monitor

ALO5 Monitor Current Workload

AL18 Local File System Monitor

AL16 Local Alert Monitor for Operating System

Other Administration T - Codes

AL11 Display SAP Directories

SICK Installation Check

SM35 Batch Input Monitoring

SM58 Asynchronous RFC Error Log

SM59 Remote Function Call Destination (Display/Maintain)
SMO01_CUS Lock & Un-Lock T-codes

SMO02 System Message Send

BD54 Logical System Creation & Deletion

SE38 Background Job’s Pause / Client Size

SU24 Relation b/w T-codes & Authorization Objects

SU53 Missing Authorizations

DICO Delete TMS Configuration

SCUM Create CUA & Distribution Model

SNRO Increases no. of TEMSE Requests

PFCG Profile Creation & Generation (Single, Derived & Composite Roles)
SAINT SAP Add On Installation Tool

SPAM Support Package Manager

SM14 Update Program Administration

SM56 Number Range Buffer

SM04 User Activities / User Overview

ALO8 Global User List (all instance)

SM63 Display/Maintain Operation Modes

RZ03 Check Status of Server

RZ04 Operational Mode Creation & Deletion

STO03 Perform Workload Analysis

RZ10 Profile Maintenance & Change SAP Static Parameter Value / SAP* Enable
RZ711 Dynamic Parameter Creation
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STO1

SAP System Trace

RZ712 RFC Server Group Maintenance
SMGW Gateway Monitor
STO7 Application Monitor
STO02 Tune Summary (view sap buffer & memory configuration)
ST04 Performance Overview
SQL Trace Performance Trace (works performed by users on system written in this
STO5 trace)
SM18 Reorganize Security Audit Log
SM19 Enable Security Audit Log
SM20 Analysis of Security Audit Log
ST11 Monitor the Trace and Log

Daily Monitoring T - Codes

SM50 Work Process Overview for Individual Instances
SM51 Monitoring Work Process for Instance wise
SM12 Monitoring Lock Entries

SM13 Monitoring Update Process

DB02 DB Space Overview

DB12 Monitor DB Backup Logs

SM37 Overview of Background Job

SMQ1 Outbound Queue Monitor

SMQ2 Inbound Queue Monitor

ST22 ABAP Runtime Error Analysis

STO6 Monitoring CPU Utilization

SM21 Monitoring System Logs

SM66 Work Process Overview for System wide (Globally(Multiple Instances))

Other BASIS T - Codes

SLICENSE SAP License Administration

SNOTE Adding SAP Notes

118N Adding Language

SMLT Importing Language

Su25 Initial Profile Generator

SGEN SAP Load Generator

SE12 ABAP Dictionary

SE13 Dictionary: Technical Settings

SBWP Business Workplace of User

S000 Create Document and Send Mail

SOST Status of Mail

SCOT Node Creation for Mail Configuration

SALE Create Logical System

SCUA Create Model View (Central User Administration)
WEO05 Check Intermediate Doc (IDocs)

WE20 Partner Profiles

WE21 Ports in IDocs Processing

BD64 Display Distribution Model

SP12 TEMSE Management (Temporary Sequential)
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Introduction to SAP BASIS

Basis is a set of programs and tools that act as an interface with Database, Operating system, Communication
protocols and business applications (such as FI, CO, MM, etc.). Full form of BASIS is "Business Application
Software Integrated solution”.

SAP applications such as FI, CO, PP etc. can run and communicate with each other across different Operating
systems and Databases with the help of BASIS.

Nowadays Basis is known as NetWeaver.

Alias of BASIS is SAP Application Server Technology and alias of NetWeaver is SAP Web Application Server.

After adding java stack (the applications which are developed in J2EE, BSP, JSP, etc.) enhanced security
standard for business process. Both ABAP and Java stack can be monitored from one platform. NetWeaver
supports standard protocols such as HTTP, SMTP, XML, SOAP, SSO, WEBDAV, WSDL, WMLSSO, SSL, X.509 and
Unicode format (representation of handling text).

We can say Basis is the operating system for SAP applications and ABAP. Basis provides services like
communication with the operating system, database communication, memory management, runtime collection
of application data, web requests, exchanging business data etc...

Basis supports a number of known operating systems (Unix flavours, Microsoft windows server edition, AS400,
z/0S, etc.) and databases (Oracle, DB2, Informix, Maxdb, Microsoft SQL Server, etc.).

As we know BASIS is a set of tools. This tool has the following different
functionalities:

System monitoring and administration tools

Common monitoring tool CCMS (Computing Centre Management System) to monitor alerts of R/3
system from one place.

Server side scripting in ABAP and JavaScript.

Use of Business server pages to build online stores and portals.

Database monitoring and administration utilities

Resource management like memory, buffer, etc.

Authorization and profile management tools for user management.

Internet access control to the system and business objects.

Transfer modifications in a screen, program, layout from the development to a production system for
accuracy purpose by Transport Management System.

Client-server architecture and configuration.

Graphical User Interface designing for the presentation layer.

SAP Basis consultant’s responsibilities:

SAP Basis is a middleware tool for applications, operating system, and database. SAP Basis consultant
should able to do the following tasks: -
SAP application server monitoring, ABAP dump, and system log analysis.
Performance tuning
Database maintenance, Database backup schedule and restore
R/3, NetWeaver, solution manager installation, etc.
SAP license maintenance.
SAP landscape, transport management system installations, etc.
Client creating, client copying, client deletion, etc.
Creating user, assigning roles, locking and unlocking users, etc.
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e Background jobs scheduling, job monitoring, job deletion, etc.
e Profile and operation mode maintenance

e Applying support patches, upgrading and installing add-ons

e SNOTE applying and removing errors.

e System copy, System refresh, etc.

This a generic list. There are many other responsibilities that a Basis consultant shoulders. Every day you learn
something new!

ECC stands for SAP ERP Central Component, which is an on-premises enterprise resource planning (ERP)
system. It's a key technology in business that integrates data from different areas of a company in real time.

Introduction to ERP

SAP is a market leader in providing ERP (Enterprise Resource and Planning) solutions and services.

Enterprise Resource Planning (ERP) is a software that is built to organizations belonging to different
industrial sectors, regardless of their size and strength. Its purpose is to manage any
organization/company functions. It is a way to integrate the data and processes of an organization into
one single system.

Example - SAP, Oracle, NetSuite, Epicor, Microsoft, Dynamics 365 etc.

The ERP package is designed to support and integrate almost every functional area of a business process
such as procurement of goods and services, sale and distribution, finance, accountings, human resource,
manufacturing, production planning, logistics & warehouse management.

How to Download & Install SAP GUI for
Windows

Before you can configure and use the SAP GUI, you need to download the software from the SAP Marketplace as
per steps below

Time to configure your GUI

1.Connection Type: - Custom Application Server (Particular one host)
2. Description: - Name of instance

3. Application Server: - I[P address of remote application server

4. Instance number which you can find from os level (Unix) GoTo /usr/sap/Sid/DVEBGMSO00 Here instance
number = 00

5. System ID: - As per you setting which you have specified during installation time.
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SAP Instance & SAP SID

What is an Instance
Sap Instance is a group of resources such as

e Memory

e Work Processes
e Dispatcher

e Gateway

usually for a single application or database server within a SAP R/3 client-server environment.
There are three types of instances:

1. Dialog instance

2. Central Instance

3. Database Instance

SAP System= Dialog Instance + Central Instance + Database
Instance.

For one SAP system, all three instances share the same directory.

o Dialog Instance: Dialog instance exists in the application layer. Its purpose is to maintain the load on
the server. Dialog instance exists on the different host. If a number of dialog instance increases
hardware resources, dispatcher, work processes also increases so that more number of users can login
at a time.

o Central Instance: Central instance can also work as dialog instance. But the main thing is that it
contains Enqueue and message servers. All dialog instances communicate with central instance before
requesting database with message server. When an instance is started, the dispatcher process attempts
to establish a connection to the message server so that it can announce the services it provides (DIA,
BTC, SPO, UPD, etc.). Lock table is managed in central instance by Enqueue service.

e Database Instance: As normal database instance accepts requests from central instance to fulfil the
user's requests. As lock management system provided by Enqueue server, it will provide service to
users.

What is SID

SID is a unique identification code for every R/3 installation (SAP system) consisting of a database server &
several application servers. SID stands for SAP System Identification. SAPSID — a three-character code such as
C11, PRD, E56, etc.)

Logical System Names:

When data is distributed between different systems, each system within a network has to be clearly
identifiable. The "logical system" deals with this issue.

Alogical system is an application system in which the applications work together on a common database. In
SAP terms, the logical system is a client.

Since the logical system name is used to identify a system uniquely within the network, two systems cannot
have the same name if they are connected to each other as BW systems or as source systems, or if there are
plans to connect them in any way.
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Example for production system logical system name might be:

SID - PBG

SID Description - P=Production(type), B=BW(component), G=Germany. (plant name)
Logical System name

PBGCLNT100.This form is easy to understand.

R/1,R/2, R/3 Architecture

R/1 System
R- Real Time

1 Tire

PC-1

Presentation Layer

Application Layer

DB Layer

Note: Here in Application Layer Work Process Are going on.

Drawback: If we Lost Power in Presentation Layer we can’t able to Login Remaining Systems.

R/2 System
R- Real Time

2- 2 Tire

PC-2

Application Layer

PC-1
Presentation Layer

DB Layer

Drawback: If we Lost Power in Presentation Layer we can’t able to Login Remaining 2 Layers.

There is No Q-Mechanism

R/3 System

SAP R/3 is a 3 tier architecture consisting of 3 layers

1. Presentation
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2. Application
3. Database
In simple words, it’s a client server architecture.

e Rsignifies Real-time system.
o 3 represents - 3-tier architecture.

Database Server

Eé

Application Servers

User's PC:

Users can access SAP system in two ways:

1. Through SAP GUI

2. Through Web Browser

It's called front-end. Only the front-end is installed in the user's PC not the application/database servers.
Front-end takes the user's requests to database server and application servers.

Application Servers: Application server is built to process business-logic. This workload is distributed among
multiple application servers. With multiple application servers, the user can get the output more quickly.

Application server exists at a remote a location as compared to the location of the user PC.

Database Server: Database server stores and retrieves data as per SQL queries generated by ABAP and Java
applications.

Database and Application may exist on the same or different physical location.

Understanding different SAP layers
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Presentation Layer

The Presentation Layer contains the software components that make up the SAP GUI (graphical user
interface). This layer is the interface between the R/3 System and its users. The R/3 System uses the SAP GUI to
provide an intuitive graphical user interface for entering and displaying data.

The presentation layer sends the user's input to the application server, and receives data for display from it.
While a SAP GUI component is running, it remains linked to a user's terminal session in the R/3 System.

Application Layer

The Application Layer consists of one or more application servers and a message server. Each application
server contains a set of services used to run the R/3 System. Theoretically, you only need one application
server to run an R/3 System. In practice, the services are distributed across more than one application server.
The message server is responsible for communication between the application servers. It passes requests from
one application server to another within the system. It also contains information about application server
groups and the current load balancing within them. It uses this information to assign an appropriate server
when a user logs onto the system.

Database Layer

The Database Layer consists of a central database system containing all of the data in the R/3 System. The
database system has two components - the database management system (DBMS), and the database itself. SAP
has manufactured its own database named Hana but is compatible with all major databases such as Oracle. All
R/3 data is stored in the database. For example, the database contains the control and customizing data that
determine how your R/3 System runs. It also contains the program code for your applications. Applications
consist of program code, screen definitions, menus, function modules, and various other components. These are
stored in a special section of the database called the R/3 Repository, and are accordingly called repository
objects. R/3 repository, objects are used in ABAP workbench.
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Understanding the components of SAP R/3 3-tier Architecture:

Internet Access
through Web-browser

@

ICM

—
12
erver Processes

ABAP+]ava System Architecture

1.Message Server: It handles communication between distributed Dispatchers in ABAP system.

2. Dispatcher Queue: Various work process types are stored in this queue.

3. Dispatcher: It distributes requests to the work processes.

4. Gateway: It enables communication between SAP system and between SAP system and external systems.
5. ABAP-Work processes: It separately executes dialog steps in R/3 applications.

Types of work processes are given as below: -
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Dia |0g * Responsible for dialog process
U pd ate * Responsible for update
* Responsible for less time critical
Update2 ot

BaCkground * Responsible for background job

* Responsible for outpur requests

En queue * Responsible for locks

6. Memory-pipes: It enables communication between ICM and ABAP work processes.

7. Message Server: It handles java dispatchers and server processes. It enables communication within java
runtime environment.

8. Enqueue Server: It handles logical locks that are set by the executed Java application program in a server
process.

9. Central Services: Java cluster requires a special instance of the central services for managing locks and
transmitting messages and data. Java cluster is a set of processes that work together to build the reliable
system. Instance is group of resources such as memory, work processes and so on.

10. Java Dispatcher: It receives the client requests and forwards to the server process.

11. SDM: Software Deployment Manager is used to install J2EE components.

12. Java Server Processes: [t can process a large number of requests simultaneously.

13. Threading: Multiple Processes executes separately in the background; this concept is called threading.

14. ICM: It enables communication between SAP system and HTTP, HTTPS, SMTP protocol. It means by
entering system URL in the browser you can access SAP from browser also.

One more component is JCO. JCO is used to handle communication between java dispatcher and ABAP
dispatcher when system is configured as ABAP+]ava.
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SAP Logon Process Work

SAP GUI
I LAN / WAN network
2) W S

ql?eeult;e“ : ABAP dispatcher

Work process 1 l @ [ Work process n@

Screen

e processor
g ABAP Task
E interpreter  handler o
g Database
£ interface 7
Accesses t@ ROl out Roll in @
6 Application buffer Roll area
Factory calendar Shared
T — Screens memory
W 3 ABAP programs User context
Tables
Dictionary objects...

Step 1) Once a user clicks on the SAP system from GUI, the user request is forwarded to Dispatcher.

Step 2) Request is stored in Request queues first. Dispatcher follows First in First out rule. It will find free
work process and if available will be assigned.

Step 3) As per user request, particular work process is assigned to user. For example, when user login to the
system then Dialog work process is assigned to the user. If user runs a report in background, then background
work process is assigned to the user. When some modifications are done at database level then update work
process is assigned. So as per user's action work process is assigned.

Step 4) Once user is assigned the dialog work process then user authorizations, user's current setting are
rolled in to work-process in shared memory to access user's data. Once dialog step is executed then user's data
is rolled out from work process. Thus shared memory will be cleaned and other user's data can be saved in
shared memory area. Dialog step means the screen movements. In a transaction, when a user’s jumps from one
screen to other the process is called a dialog step.

Step 5) First work process will find the data in the buffer. If it finds data in buffer, then there is no need to
retrieve data from database. Thus response time is improved and this process is called hit. If it does not find the
data in buffer, then it will find the data in database and this process is called miss. Hit ratio should be always
higher than miss ratio. It improves the performance of system.

Step 6) Other requested data is queried from the database and once the process is complete, the result is sent
back to GUI via dispatcher.

Step 7) At the end user's data is removed from shared memory so the memory will be available to other users.
This process is called rollout.
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Client Creation

What is a SAP Client

Clientis a 'Customer’. in SAP. We can say that each customer maps to one client. Within one SAP instance, a
number of Clients can be created. No need to install separate software’s for each and every customer. It
provides isolation, one client cannot see the data of another client.

SAP Instance

—
200 100

As depicted above 100 and 200 clients exist under one roof. We can create a number of clients in SAP
Application (from 000 to 999).

Advantages of Client Concept

Client concept comes in with the following advantages

. You can share the same resources between multiple users.

. You can manage SAP system landscape as you can create multiple clients for DEV, QA and PROD team.
. You can share your SAP system with a large number of users.

. You can create clients in SAP system from 000-999.

What does client contain
1. Application Data - Application data is the data that are stored in the database tables.
2. Customizing Data - Customizing data is data created by customers when they customize their systems

3. User Master Record - A user master record defines the authorizations assigned to a user. Basis consultants
are responsible for maintaining the user master record and assigning authorizations.

Advantages of Client concept

1. Clients enable SAP SAS providers to install a small number of SAP Systems, but still cater to a large number of
customers.

2. Costs are not only saved by sharing hardware and software but multiple customers also use the same
application solution, including administration and support.

3. Clients help establish your SAP landscape. For instance, you can have a client for the development team, a
client for a test team and a production client.
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SAP comes with three "standard clients":
1.000
2.001
3.066

000 Client: - We can find this client in the system as soon as we install SAP r/3 software. This is called master
client. Client 000 contains a simple organizational structure of a test company and includes parameters for all
applications, standard settings, and configurations for the control of standard transactions and examples to be

used in many different profiles of the business applications. It contains client independent data.

001 Client: - This client is a copy of the 000 client including the test company. This client's settings are client-
independent if it is configured or customized. People normally use 001 clients to create a new client.

066 Client: - This client is called early watch client. The SAP early watch alert is a diagnosis service, for
solution monitoring of SAP and non-SAP systems in the SAP Solution Manager. Alert may contain Performance

issue, average response time, current system load, Database administration, etc.

How to create a new Client

Theoretically, we can create clients from 000 to 999.But maintenance of such a large number of clients becomes

a challenge.

Step 1) Execute T-Code SCC4

& Cscet HdHB cae I
SAP Easy Access - User Menu For DE
BE S 8827 v o

» &3 Favorites
. URL - »»> Wir suchen tolie neue Kollegen -)

Step 2) It will bring you to the initial screen of SAP clients.

Display View "Clients": Overview

m [S?r JCrcy knangedonj
1900 1) SAP AG Korgem Walldod Bk 22.83.2011
J Test EatyWaich Profiles Walldod EUR  69.85.2003

Click New Entry to make a new SAP Client

Display View "Clients": Overview

e New Entry

~[Client  [Name o ~Jcry [changedon |
000 SAP AG Konzem Walldorf EUR 22.03.2011
066 Test Ear¥atch Profiles Walldorf EUR 89.85.2003
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Step 3)

1. Enter basic details as given below.
e (lient number & description
e (City to which client Belongs (etc, NY-New York)
e Logical system may be <Std>CLNT<Client Number>
e Std Currency may be (etc EUR)

e C(lient roles may be Customizing, Demo, Training/Education, Production, etc..

2. Enter your client specific data and set permission for the clients as per your requirement
3. Save

4, Press F3 to come back to SCC4

‘\!QAW ang CATT Aliowed

[ Lotknd dus 10 cliwet copy
[ Protection against SAP upgrade

Step 4) New client will be there in the list. Here we have created client 100.

Display View "C Dverview

‘; l
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Client Copy

Client Copy
We can generate a blank client with SCC4.But how to fill the data in the client? "Answer is the client copy."”

Client copy means "transferring client specific data” within the same instance(SID) or between different
instances(SID).

Client copy can be performed with three different methods
1. Local client copy.

2. Remote client copy.

3. Client Import/Export.

Below brief details are given about client copy methods.

Local Client Copy: This method is used to copy client within the same instance (SID). It is done by T-code
SCCL.

Application Application
Data Data
Same

SID

Customizing User Master Customizing User Master
Data Record Data Record

Remote Client Copy: This method is used to copy client between different instances(SID). It is
performed by T-code SCC9.

Application Application
Data Data

Different
SID

Customizing User Master Customizing User Master
Data Record Data Record

Client Import/Export: This method is used to copy client between different instances(SID). It is
performed by T-code SCC7/SCC8.
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Client Copy Pre-steps
To avoid data inconsistencies there are few pre-steps to be performed before starting client copy:

1) Disconnect and lock business users(SU10). You can end the session of active users in the system
through SM04. Once all users are logged out, check that no cancelled or pending update requests exist
in the system.

User List
Qsessions & XY A9 BLR Beaig TRAZAOE

[Ep Clie_ User Terminal Transaction  Time Sess. Type Megabyte
500 DEVELOPER APURVSULTANIA RSA1 030424 1 GUI 37
500 DEVELOPER dragos-PC SMARTFORMS 090428 3  GUI 50
500 DEVELOPER 10005 073820 1  RFC 7
500 DEVELOPER sridhar-PC 080851 1 GUI 2
500 DEVELOPER TED-PC SE8 085416 1 OGUI 3
500 DEVELOPER JaMataDiVAIO  SE38 085802 3  OUI 3
500 DEVELOPER 19216815211 084201 1  RFC 1"
500 DEVELOPER FAMMOS-PC SE38 083301 1 GUI 4
2) Suspend all background jobs
e Execute SE38 as given below.
oGeess D) cee DHB BDOD BE

SAP Easy Access - User Menu For DEVELOPER DEVELOPER
B S B2 v a

v & Favorites
+ [@) URL- »»> Wir suchen tolle neue Kollegen -
+ [@ URL- consolut Homepage
+ [@ URL- consolut IDES Support Forum
+ [@ URL- Arzte ohne Grenzen
+ ) URL - Doctors Without Borders
+ [@ URL- YouWantto Improve Your Career 2
. URL - Interesse an einer Karriere bei consolut ?

. [@ 11D1  Cinfachan CAD Darashiticemmanbantant mit Cusal Connart 9

e Fill program name with "BTCTRNS1" as above figure.
e Press Execute.

2 ’ - Initial Screen
P H O QD Doebugging Dwanvanam [Dvarants
Proolam,1j BICTIRNS , (=] Create
Suboby

= Source Code
Variants
Attributes
Documentation
Text elements

& Display & Change |

3) For alocal copy, the system must have enough space in the database or table space.
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For remote copy, target system must have enough space in the database or table space. Check space

using Tx DBO2.
Tablespaces
Total nunber 9 Current sizes |
Total 3ize/KB 4565.453.056
Total free/KB 67.422.912 14 % = Space statistics |
Hininux Cree/FB 210.624

4) To avoid inconsistencies during client copy users should not be allowed to work in source client.

5) rdisp/max_wprun_time parameter should be changed to 2000 second as a SAP recommendation. Although
you use parallel processes and schedule job in the background, dialog processes will be used.

Local Client Copy

Local client copy is performed using Tcode SCCL.

Note: Here we have to Login Target Client.
Eg: Source Client (Default Client): 800

Target Client (Where we need to Transfer): 103
Pre-Requirements

e Check out whether Source Client & Target Client Existing or not.

e Ifnot Create Client using T-code as SCC4

e We have to Locked all Active Users in Source Client

¢ Check out Size of Source Client & Target Client by using the T-code as
SE38, Program as SPACECHECK

e We have to Pause all Background Job’s by using T-code as SE38

Scenario:

e Source Instance & client: = DKM-000
e Target Instance & client: = DKM-202

Step 1) Create an entry for your new target client using SCC4. In our scenario, we will create client 202 in DKM
system. Log on to this newly created target client (DKM-202) with user SAP* and default password pass.

Step 2) Execute T-code SCCL.

O, »HDJdEH C@@ BHR vDoO

SAP Easy Access - User Menu For DEVELOPER DEVEI
B S 882 v a

0

.g'

99,

Step 3)
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e Select your desired profile
e Enter Source client.
e Enter Description

Client Copy - Copy a Client
[%& Scnedule as Background Job |[{@ Stant immediatety | [=f3]

Target Client 1080 Dev Llient -

Selected Profile 91

Description Customizing

Source Client 000 SAP A6 Konzern )
[JTestRun — — —

Step 4) By default Client Copy is executed as a single process. A Single process will take a lot of time. We will
distribute the workload of single the process to parallel(multiple) processes which will reduce time in copying

a client.
1. Select GoTo from the menu bar.

2. Select Parallel Process. Parallel processes are used to exploit the capacity of database better

G
L8 e S e
% Regquest Copy F1
Oesete Chert Fe
Client Copy - >

Back F3

Step 5) Always execute long running processes in background mode rather than foreground/dialog mode. In
fact, some processes run more quickly in the background.

ient
1 _Itimmediately | {88 RFC Syster Comparison | )

Target Clhont 108 Dev Chrent
Setected Profile sae_al [3)
Description Al Client-Specific Data wio Change Documents
Source destinat BO1CLNTIO
System Name B01
Source Client _101
[JTestRun

Step 6) The client copy logs are available in SCC3. Status - "Successfully Completed"” means client copy is
completed.
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Client Copy/Transport Log Analysis

Q) & Bhosictetog  ARCknts Al Trarsport Requests  Exports  Transport Requests

Client Copies in Client 202 : S

Dase rT’z:—' Source Status Text nmm\nu
Mg, 09, 2006| 18:03:29 200 Successtully Completed SAP_ALL |Local 2
» 100+ o

;::ov.zoos .a;oa:,oo:zv 200 Successtully Coupleted ur-u.;v poset
17.07.2006] 07: 45: 04| 200 Successtully Coupleted SA? _USER| Local

Remote Client Copy

This technique uses Remote function call. You can view RFC from SM59. This technique depends on the
network, so network connectivity must be strong enough.

Note: Logon with Target Client
Eg: Source Client 800 Target Client 101
Pre-requisites:

e For this we require Logical System & RFC

e 1stwe need to check whether client having Logical System or not (In Source
Client). If not, we have to create Logical System with the T-code as BD54

e 2nd we need to check whether client having RFC or not. If not, we have to

create the RFC with T-code as SM59 (In Source Client)
Scenario:

e Source Instance & client: = BD1-101
e Target Instance & client: = DKM-202

Step 1) Log on to the target system. Here we will log on to DKM system. Create a new target client entry (202)
using SCC4. Log on to this new target client with user SAP* and default password "pass”. Here we will log on to
DKM-200 system.

Step 2) Execute Transaction Code SCC9.

o(scos - Y1) ecee CHR BDOD

SAP Easy Access - User Menu For DEVELOPER DEVE
BE & 8§87 v a

v &Y Favorites
« [@) URL - »>> Wir suchen folle neue Kollegen -)
+ [@ URL - consolut Homepage

Step 3) Fill the basic details as per your requirement.
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Client Copy - Copy a Client
[ schesul as Backgrouns o @ Stimmessate (58 RFC ysiem Comparon [0 |

Target Client
Selected Profile
Destripion
Source destinat
System Name
Source Client
[OTestRun

Step 4) Select Parallel Process. Parallel processes are used to exploit the capacity of database better.

&
Spam _Hep
| Request Cogy 7
Delete Chent F9

Client Copy - =

Tarpet Clest '
prch__ Back Fi

Step 5) Schedule the client copy in background

Client Copy - Copy a Client

immegiaely (88 mcmm]._

TagetChent 100 Dev Client
Selected Prafie BN e
S~ Al Client Specifc Data wio Change Documeets
Source destnat orcumion

System Name CI

Souree Clet o

[OTestRun

Step 6) The client copy logs are available in SCC3 as given below.

A Gt /"'-k\- TR =t L |
Q @ Ghosietelog  AIGents Al TranpotRequests Exports  Transport Requests
Client Copies in Client 202 : s

Status Text

Successtully Coapleted

Successtully Completed
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Client Import/Export

For large database, it is recommended to use client import/export instead of remote client copy.
Scenario:

Source Instance & client: = PKT-300

Target Instance & client: = DKM-202

This technique always starts with client export step.

Note: You must have enough space in the /usr/sap/trans_SID file system to perform the client export.
In SAP command line enter T-code as SCC8/ SCC7 (Client

Export/Import)

How to export client

Step 1) Log on to the target system(DKM). Create an entry for your new target client using SCC4. Log on to the
source system/source client(PKT).

Step 2) Before you import a Client you need to export. Export is nothing but transferring data files and co-
files from source system's database to target system's import buffer. Execute T-code SCC8.

s XH cee SH® 800D

SAP Easy Access - User Menu For DEVELOPER DEVE
BE & @B 7 v o

v &Y Favorites
« [@) URL- === Wir suchen tolle neue Kollegen =)
. URL - consolut Homepage

L= N o e - .-

Step 3)

e Select profile
e Choose target system.

Client Export

1% Schedule as Background Job || (@ Startimmediately |[&& RFC System Check |

Selected Profile sAP_USER[9)
Description User Master Recoris and Authorization Profiles
Target System OKNCLNT20(3)

Step 4) Schedule the export in background
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Client Export

Immediately || 88 RFC System Check |

Selected Profile 5AP_usERr[a)
Description User Master Records and Authorization Profiles
Target System pkneLNT2024(3)

Step 5) Once the job is executed data files and co-files of profiles from PKT system's database are
transferred to DKM system's import buffer. Once we will import request in DKM only then it will be reflected
in a database of DKM system.

Depending on the chosen export profile there can be up to 3 transport requests created:

e Request PKTKO00151 will hold the cross-client data,
e Request PKTKT00151 will hold the client dependent data,
e Request PKTKX00151 will also hold some client dependent data.

How to import the Client

Step 1) Log on to the newly created target client(DKM-202) using SAP* and password pass.
Step 2) Start the STMS_IMPORT transaction

OG> H €@e SHB 8000 EE

SAP Easy Access - User Menu For DEVELOPER DEVELOPER
BE S @B 72 v o

v &Y Favorites
« [@ URL- =>> Wir suchen tolle neue Kollegen :-)
+ [@ URL - consolut Homepage
. URL - consolut IDES Support Forum
« [@) URL - Arzte ohne Grenzen

As shown below, import queue will open

(4 ~dH ©@Ge LHR vDoD B 28

Import Queue: System N4S
DAPRAT TN «JUR0 660 B2 28

G Requests Tor NS !

P Request *

Nusber | Request €it | RC | Owner Project Short Text st
t | E34k575398 | 508 | o | RaPH £34_PO0S11 | TP_UPLOAD: Cosplete Delivery (Version 1.89 of 18 | ¢
2| E34K975784 | 560 | A | VOLKER E34_P0O0022 | 162 Rollen fir N4S - 88 .11 2812 "4
3 | E34K975586 | 880 | A | VOLKER €34_P00025 | I0DES Entwicklungen - 2 32 - complete "4
4 | E34KS75558 | 888 | @ | VOLKER E34_P00020 Systea-Check V8 V82 35 - 13 69 2812 - Complete 4
5 | E34k975768 | 588 | & | VOLKER E34_PD0922 | Z162_EXT_PORTAL o
6| E34x973239 | 500 | @ | RALPH £34_P00036 | EXPLORER: Standardlayout o
7 | E34k973259 | 569 | & | BALPH E34_P00O36 | EXPLORER. Auslieferungscustoailing (Stand 01 . 84.2 | o
8| E34K973883 | 588 | A | RALPH E34_PO0O36 | EXPLORER: Auslieferung Rolle (83 82 .2811) ¥4
9 | E34K975348 | 568 | @ | RALPH E34_PO0O36 | EXPLORER: Complete Delivery (Versien 1.88 of 28.0 | o
10 | E34KS74191 | S68 | @ | RALPH E34_P00O36 | EXPLORER: Sicherheitsprifumng aktivieren (Version 4
11 | E34KS74193 | S68 | @ | RALPH E34_PBOO36 | EXPLORER: Sicherheitsprifumg deaktivieren (Versio | ¢
12 | E34K975764 | 898 | 4 | VOLKER E34_P00022 | 162 Rollen Tir N4S - €8 .11 2812 v
13 | E34k975768 | 860 | & | VOLKER E34_P09022 | 2162_EXT_PORTAL v
14 | E34K974129 | 600 | @ | VOLKER E34_P00025 | IDES Enteicklungen - 2 .88 ¥4
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Step 2) Select the transport requests generated by client export. Import theses transport requests on the target
client.

The transport requests should be imported in the following sequence:
1. Request PKTK000151
2. Request PKTKT00151

3. Request PKTKX00151 The system automatically detects these are client export transport requests and
automatically performs the import of the 3 requests.

The import logs can be seen in STMS_IMPORT.

ort Monitor
Q “wHE AFXEE™T a@@ €00
Transport Log™

Step 3) Post import phase: - Once the import is done, execute SCC7 to perform the post client import actions,

The current systemn and the current client are the nane and number of the
source system and source clients.

You can also call the post-processing transaction SCC7 for technical
reasons in the source client, but this can lead to loss of data.

Check that you have logged on in the correct asysten (the system into
which the client Transport reqQuests, in parcicular "DRBKTOSS07", were
inported).

You can protect the source client with the transaction 35CC4 with the
levels | ox 2 for the parameter “Protection for client copy and
comparison tools™.

@j

Schedule the post import job in background.

SAP

% Schedule as Background Job M 1 Jtartimmediately |

Post-Client Import Methods

Request 'SD1KT00002]

Profile name |SAP_USER|

Exporttime 01.06.2011]  [09:43:15]
Export systemn o1

Step 4) Import log will be available in SCC3. The Client is successfully imported.
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Client Deletion

Following are the detailed steps to Delete a client in SAP

Step 1) T-code which is used for client deletion is SCC5.

1 X | sccs

4 |

4 cae

SAP Easy Access - User Menu For
BE S B2 v o

+ & Favorites
+ [@ URL- === Wir suchen tolle neue Kollegen -)
+ [@ URL- consolut Homepage

s @it canea Lt INCC Cumnn v Coariimm

Step 2) Click on "delete in the background" to run client deletion as background job. You can also check the
option "Delete an entry from T000" table.

Delete client
Clientto be deleted 1100| [ Delete entry from T00O

[JTestrun

Table "T000" contains clients' entry which we have created in SCC4.

" Data Browser: Table T000 Select Entries 5
S & & ¢ &) B checkTable..

Tahle: TOOM
Displayed Fields: 17 of 17 Fixed Columns: 1

MANDT | MTEXT ORTE1 MWAER | ADRN

SAP AG Konzern Walldorf
Test EarlyWatch Profiles |Walldorf EUR
MiniSAP external Mannheim EUR
MiniSAP internal Mannheim EUR

Step 3) Check the status of client deletion process using SM50.

(1K:s'mso HIH @@ DHE HDOHO R
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Work process overview will open. "BGD" denotes background work process.

TV LI LuvD v rauuny 1co
2071 Waibng . YBS .. ... .

Yes

Yes

Yes

Running

12 AGN 4AN2 Wiaitinn Yoe

Once complete. Client will be deleted

Create a New User

Following are the detailed steps to Create a user in SAP

Step 1) Execute T-code SUO1

& Cuoi DiH e@

SAP Easy Access - User Menu

Step 2)
1. Enter Username which you want to create.

2. Click the create button

’2 Maintenance: Initial Screen
S B3OS A

User Demo

Alias

Step 3) In the next screen
1. Click the Address tab.

2. Enter Details
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Maintain User

User DEMO
Last Changed On 00:00:00 Status Not saved

@wwa [ SNC_ [ Defauts 1 Paramaters | Systems 1 Roles o
' 2}

Title Mr -

Last name sumame

First name XYZ

Acadermic Title

Format

Function

Department bussnass

Room Number PCV-234 Floor Buidng Py

Communication &

Language Engish v Other communication... J

Telephone Extension 4

Mobde Phore 123456789 B

Fax Extension 2

E-Mal XYZ@domain.com 2
\Comm. Meth Remote Mad v )

] Assign other company address... 1 | Assign new company address...

Step 4) Choose the user type in Logon Data tab.

There are 5 different user types available in SAP system.

1 Communication
2 Dialog

3 Reference

4 Service

5 System

Communication Users

Users are not allowed /possible to logon using SAP GUI and can't able to access the data through SAP GUI
screens. Users are allowed to change the password if expired using external link.

SAP system always checks for the password expiry, initial password and prompts when it requires to change
depends on the logon method (interactive or non-interactive).

These users main purpose is to use for external RFC calls. These users can access the SAP system data through
frontend or external applications.

This user is used for external RFC calls.

Dialog Users

Users are allowed to logon using SAP GUI and can able to access the data through SAP GUI screens. System
validates the password expiration, initial password and multi-logons.

The user can change the password by their own using SAP GUI. These users are individual users and individual
personalized system access allowed.

This user is used for interactive system access from GUI.
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Reference Users

Users are not allowed/possible to logon using SAP GUI and can't able to access the data through SAP GUI
screens. System doesn't check for initial password and password expiration.

Users for general, non-person related which allows the assignment of additional authorizations to the users like
internet users. These users used to give authorization to other users.

It is not possible to log on to the system with this user type. User type for general, non-person
related users that allows the assignment of additional authorizations.

Service Users

Users are allowed to logon using SAP GUI and can able to access the data through SAP GUI screens. System
doesn't check for initial password and password expiration.

Multiple logins are allowed for this kind of users. Users are not allowed to change the password and only
administrator can change the password. These users have very restricted/minimum authorizations.

There type users are created for anonymous users. After an individual authentication, an anonymous session
begin with service user can be continued as person-related session with a dialog user.

This user is created for a larger and anonymous group of users.

System Users

Users are not allowed/possible to logon using SAP GUI and can't able to access the data through SAP
GUI screens. System doesn't check for initial password and expiration of password.
Users are related System-related and internal system processes. The password change requirement
does not apply to these wuser’'s passwords and it cannot be initial or expired.
Only user administrator can change the password and multiple logons are permissible. These users are
for background processing, external and internal RFC calls.

This user is used for background processing, communication within a system.

mai I.m&bi 1 i | Defadts ( Paameters ¢ Systams | Roles VS

iz
ser Type E
Password 3800
Sycter
+ New Password \n};'nn ators Data i ]
indtid password Reference (Logon not possbie prfereresrerees
Repeat password Servce A——

Step 5) Type the initial password for 2 times.

On first logon of the new user, system will ask to re-set the password.
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Step 6)
1. Select the roles tab

2. Assign roles as per requirements

R Ty, VadFom Vadto  Name
@ SAP_ALX_ADHINISTRATOR 05.02.2013 31.12.9999 Alert Management Adminis
@ SAP_ALX_CUSTOMIZER 05.02.2013 31..12.9399 Alert Management: Role fc
@ SAP_BC_AI_LAKDSCAPE_DB_RFC 0.02. 2013 31.12.9999 Appcation Integration: RF
@ 5AP_SLD_ADHINISTRATOR 05.02.2013 31.12.9999 Role fir de Adminktration
@ SAP_SLD_CONFIGURATOR 05.02.2013 31.12.9999 Roll fir die Konfiguration -
@ SAP_SLD DEVELOPER 05.02.2013 31.12.9999 Role fir die Nutaung des ¢
@ 5AP_SLD GUEST 05.02.2013 31.12.9399 Roll fir das Anzeigen von
@ 5AP_SLD_ORGAWIZER 05.02.2013 31.12.9999 Role fir die Organisation 3
@ SAP_XI_ADNINISTRATOR 05.02.2013 31.12.9999 Exchange Infrastructure: 2
‘ 05.02.2013 31.12.9999 Exchange Infrastructure: £

evLoeocooeoe®

@ SAP_XI_ADNINISTRATOR_ABAP
@ SAP XI ADNINISTRATOR J22E @  05.02.2013 31.12.9999 Ex
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Step 7)

1. Select the profiles tab

2. Assign profiles as per requirements

 Profie T. Text

SAP_ALL B Al 4P System authorizations

s ey 3 sapoEw

T ALY CONF & Profl ar Rolle S4P_ALM_ADMINISTRATOR

T AN CUST & Profi 2ur Rolle SAP_ALM_CUSTOMIZER
780360155 @ Profi zur Rolle S&P_SLD_GUEST

T B0360156 @& Profi ar Rolle S4P_SLD_DEVELOPER

T B0360158 & Profl ax Role S4P_SLD_ORGANIZER

T 80960153 & Profi ar Rolle SAP_SLD_ADMINISTRATOR

T BE111057 @ Profl aur Rolle SAP_BC_AI_LANDSCAPE_DB_RFC
T 51560001 @ Profi zur Rolle SAP_XI_CONFIGURATOR _ABAP

N-E1s60002 ) Profie for the Role 54D XI_ADMINISTRATOR ABAP. J

You can assign SAP_ALL and SAP_New profile to user for full authorization.

Step 8)

1.
2.

SAP_ALL: You assign this profile to users who are to have all R/3 authorizations, including super-user
authorization.

SAP_NEW: You assign this profile to users who have access to all currently unprotected components.
The SAP_NEW profile grants unrestricted access to all existing functions for which additional
authorization checks have been introduced. Users can therefore continue to work uninterrupted with
functions which are subject to new authorization checks which were not previously executed.

Press save
Then the back button (F3) button

User will be created!
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Users Lock & Unlock

Locking a user

The Purpose of locking user is to temporarily deactivate the users so that they cannot longer access the system.
Users can be locked in 2 ways:

e Automatically
e Explicitly/Forcefully

Automatically: There are two possibilities when users get lock automatically

e Maximum number of failed attempts: - controlled via the parameter login/fails_to_user_lock. If a value is
set to 3 it means after 3 failed attempts user will be locked.

e Auto unlock time: - "login/failed_user_auto_unlock" defines whether user locked due to unsuccessful
logon attempts should be automatically removed at midnight.

Explicitly /Forcefully: We can lock and unlock users in 2 ways
1. Lock single user (SU01)
2. Lock multiple user (SU10)

Procedure to lock a single user

Step 1) Execute T-code SUO1

e DiH e@

SAP Easy Access - User Menu

Step 2) Enter a username in User field.

User Maintenance: Initial Screen
D72« 308 &4

User ABC

Alias

Step 3) Press Lock/Unlock button
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Step 4) In the next screen, Press Lock button again to lock the user.

Not locked.

Procedure to lock multiple users

Step 1) Execute T-code SU10

¢

SAP Easy Access - User Mei
BE S 2 v a

Step 2) Enter users a username in User field.
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User Maintenance: Mass Changes Initial Screen
D706 4BEE

User selection
[ Address data | Authorization data

Full Name

Step 3) Press Lock/Unlock button

Ueerasiacion LockiUnlock (Cirl+F5)

| Address data

User
User Full Name
i |ABC
XYZ
ITest
~ emol 0

All the users listed will be locked

Procedure to unlock a user

Step 1) Execute T-code su01

QGum 94 HCa@a
SAP Easy Access - User Menu

Step 2) Enter username in User field.
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User Maintenance: Initial Screen
Oz« 808 &

Step 4) Press Unlock button

Locked due to incorrect logons !

Procedure to unlock multiple users

Step 1) Execute T-code SU10

SAP Easy Access - User Mei
BE & HE 2 v o

Step 2) Enter users' username in User field.
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User Maintenance: Mass Changes Initial Screen
D708, <EBEEREE

User selection
] Address data | Authorization data

Full Name

Step 3) Press Unlock button

User selection
Address data |

User Full Name

Users will be unlocked

Logon Limit Attempts

Before we learn to limit logon attempts we need to know parameter

What is a parameter
Parameter is the set of keys and values to manage the SAP system. There are two types of parameters

1. Static: - It needs a restart. It doesn't effect to the system immediately once you set the value for it.

2. Dynamic: - It does not need restart. It effects to the system immediately once you set the value for it.
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How to view a Parameter?

Step 1) Execute T-code RZ11.

SAP Easy Access - User Mer
BE S B2 v a

v & Favorites

Step 2)
1. Put parameter name "login/fails_to_session_end" in text field. You can put any Parameter name.

2. Click Display

Maintain Profile Parameters
1 |

Param. Name

iloginffails_to_session_end|

[}
Sy Display 2

Step 3) The screen below shows the current value set for the parameter by the admin

Display Profile Parameter Attributes

[ Documentation

Parameter Name
Joginffails_to_session_end

Short Description (Engl.) 'Number of invalid login atterpts until session end
Application Area ‘Logon (D
Parameter Type 'Integer value )
Changes allowed 'Change permitted 3!

Valid for Operating Sys. A11 operating systems ]
Minimum 1 |

Maximum '99

Dynam, switchahle |

Same on all server

Default Value

Current Value [3 23 ’

In order to change a parameter, click the pencil icon and make desired changes.

w| B w)
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Important Parameters to limit login attempts

login/fails_to_session_end: This parameter specifies the number of times that a user can enter an
incorrect password before the system ends the logon attempt. The parameter is to be set to a value
lower than the value of parameter

login/fails_to_user_lock: This parameter specifies the number of times that a user can enter an
incorrect password before the system locks the user against further logon attempts. Default value is 12.
You can set it to any value between 1 and 99 inclusive.

Incorrect Login Parameters

login/fails_to_session_end: Specifies the number of unsuccessful logon attempts. The system
does not allow any more logon attempts.

The parameter set to be a value lower than the login/fails_to_user_lock value. The default value is 3. The
allowed values are 1 to 99.

login/fails_to_user_lock: Specifies the number of unsuccessful logons attempts before the
system locks the user. The default value 5. The allowed values are 1 to 99.
login/failed_user_auto_unlock: Specifies whether user locks due to unsuccessful logon
attempts should be automatically removed at midnight. The default value is 0 (locks due to incorrect
logon attempts remain in force for an unlimited period). The allowed values are 0 or 1.

Password Restrictions

Every user requires a configured userid and password to access the SAP system. Initially, the password
configured by the SAP system administrator.

On the first logon, user needs to change the password according to the rules/restrictions configured in the
system by administrator. The rules/restrictions are configured in the system with some set of the parameters.
The parameters with password rules are called as password rules parameters.

Password rules parameters

Parameter Description

ogin/min_password_Ing Specifies the minimum length of the password. The default value is 6. The

allowed values are from 3 - 40.

ogin/min_password_digits Specifies the minimum number of digits (0-2) in passwords. The default value is

0. The allowed values are from 0 - 40,

ogin/min_password_letters Specifies the minimum number of letters (4-Z) in passwords. The default value

iz 0. The allowed values are from 0 - 40.

cgin/min_password_lowercase Specifies the number of characters in lower-case letters a password must

contain. The allowed values are from 0 - 40, The default value is 0.

ogin/min_password_uppercase Specifies the number of characters in upper-case letters a password must

contain. The allowed values are from 0 - 40. The default value is 0.

ogin/min_password_specials  Specifies the minimum number of special characters in the password. The

special characters allowed are I"@ SWE/)=7"F+~#-_:{[IF=>| and space and

the grave accent. The default value is 0. The allowed values are from 0 - 40,
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ogin/password_charset This parameter specifies the password characters set. Allowed values are:
* O (restrictive): The password can consist only following (ASCI) special

characters: I"@ SWEN)=7*+~2-_ {[II=>| and space and the grave accent.

s 1 (backward compatible, default value): The password can consist of any
characters including national special characters (ISO Latin-1, 8855-1)

s 2 (not backward compatible): The password can consist of any characters.

There are some other set of parameters with rules which are in effect when
changing the password in the SAP system. Those parameters are called as
password changes parameters.

Password changes parameters

Parameter Description

ogin/min_password_diff Specifies the minimum number of characters that must be different in the
new password compared to the old password. The default walue is 1. The
allowed values are from 1 — 40.

ogin/password_expiration_time  Specifies the wvalidity period of passwords in days. The default value is 0. The
allowed wvalues are from 0 - 1000.

ogin/password_history_size Specifies the number of passwords that the system stores and that the user
cannot use again. The allowed values are from 1 - 100. The default wvalue is 5.
In this unit is number of entries.

ogin/password_change_waittime Specifies the number of days that 2 user must wait before changing the
password again. The allowed values are from 1 — 1.000. The default value is 1
In this unit is days.

Table USR40: Specifying Impermissible Passwords

Users can be prevented from choosing passwords that administrator/company do not want to allow. Table
USR40 contains the prohibited rules for the users.

To add new restriction, the restriction should be entered in table USR40. To maintain the table USR40, SM30
transaction can be used. There are two wildcard characters:

« 7 - Specifies a single character

« * - Specifies a sequence of characters in any combination of any length.

Example

* 567* - Rejects any password that begins with the sequence “567”.

* *567*- Rejects any password that contains the sequence “567.”

* KL? - Rejects all passwords that begin with “KL” and have one additional character like “KLA”, “KLB”, “KLC”
and so on.

Table USR40: Adding new restriction
Step-1: Go to SM30.

[E Menu Edt Favorkes Extras  System  Help C=—""4
D E—| @c Shit DNDO TA 0T
SAP Easy Access

G | %> &aothermeny | 7 v & | [aCreate role

* [0 Favorites
~ E= SAP Menu
» [ office
» [ Qrass-Application Companents
+ [ Logistics
» [0 Accounting
* D Human Resources
+ [ Inforrmation Systems
» B8 Took
» E2webClient LI Framework
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Step-2: It navigates to the “Maintain Table Views: Initial Screen”.

Maintain Table Views: Initial Screen

ﬂﬁ Find Maintenance Delog

Table/View

Restrict Data Range
=) No Restrictions
Enter conditions
O Vamant

[#  wantan  |Bs  Tenspor | customeng

s Display

Step-3: Enter USR40 in the “Table/View” field. Click on the maintain icon.

Maintain Table Views: Initial Screen

(i Find Maintenance Dislog

-

Table/View UsR4d| _,l‘_’l

Restrict Data Range
*! Ho Restrictions
Enter conditions

I Variant

Bz TEnsot  |f  customizng

e Disply #  manmn

Step-4: It displays an informational dialog box showing a caution like below. Click on tick mark.

Maintain Table Views: Initial Screen

() Find Maintenance Dialog

Table/View

Restrict Data Range

far Diply | Maintain @&  Trenspot |@s Customizing

| ] {caution: The table s cross-cient |

Step-5: Click on the new entries in the below screen to add a restriction.
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Chamnge View "Table for illegal passwords"™: Overview
Table for #egal passwords
Password Patt./Indiv. Valse

Case-Sens?

0

o

Step-6: Now the table is editable.

New Entries: Overview of Added Entries
PEEER

Table for dlegal passwords

Password Fatt./Indw. Value casesens? [T
3
Tr
Entry 0 of 0

Enter the restrictions to the table below and click on save to restrictions become active.

New Entries: Overview of Added Entries

PEEREE

Table for legal passwords

Password Patt./Indiv. Vale

Case-Sens? m
567 -
[F567
L?

Step-7: It prompts for a workbench request. Click on the right mark to proceed. Once the work bench request
completed, all the restrictions added in effect.

New Entries: Overview of Added Entries

PEEEE

Table for llegal passwords
Password Patt./Indiv. Value

CaseSens? | [

T -

Ise7

567" -

KL? -

L
Bl Postion... Entry 1 of 30

[# Dtz vias saved r___:'.-' g4
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Background Job Create, Schedule,
Reschedule
What is a Background Job

Background job is a non-interactive process that runs behind the normal interactive operations. They run in
parallel and do not disturb interactive (foreground jobs) processes and operations.

It is scheduled from SM36. You can analyse it from SM37 by viewing its job log.

Advantages of Background Jobs

e Itreduces manual effort & automates the task.

e [t can be scheduled as per user's choice.

e [treduces user interaction and can run seamlessly in the background without user input

e Once you define the variant for background job, the user doesn't have to worry about value input in the
field. Thus, user confusion is also reduced.

o Ideal for time- consuming/resource intensive programs which can be scheduled to run in the night
(when system load is low).

Background jobs are classified into three categories

1. Class A (High/critical Priority): - Some tasks are urgent or critical and must be scheduled with
class A priority job. Class A priority reserves one or more background work processes. Users have to decide
how many background work processes should be assigned to Class A priority job. Suppose a user chooses 2
background work processes for this category then available background work processes for class Band C =
(Total number of work processes set in operation modes RZ03)- (Background work processes allowed to class
A category).

2. Class B (Medium Priority): - Once Class A jobs are completed, Class B job will start executing in the
background before class C jobs.

3. Class C (Low Priority): - It runs after both class A and class B jobs are completed.

Possible status of background jobs

1. Scheduled: - You have defined the program name and variant but not defined start condition like Start
Date, End Date, Frequency etc. That means you have not defined when a job should be scheduled in system.

2. Released: - All required criteria are fulfilled for job definition. Start condition is must for the job to be in
release status.

3. Ready: - All the required conditions are met to run the job in a background work process. But job
scheduler has put the job in the queue because it is waiting for background work process to be free.

4. Active: - Job has started running in the background. We cannot change the status of the job once it is in
Active status.

5. Finished: - Job is executed successfully. It means the desired task is competed without any error.
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6. Cancelled: - There are two possibilities for this. The Administrator has forcefully cancelled the job or
there might be some issue with job. You can investigate this from Job logs.

How to schedule the background job

You can schedule the background job using SM36. Planned or immediate jobs can be scheduled.

Step 1) Execute T-code SM36.

@( SM36 __; 4 8

SAP Easy Access - User!
B &> BB 72 v a

R o SN

Step 2) Fill the job name, priority (A/B/C) and the target server. Background jobs once scheduled on a target
server run on that server. Main purpose of defining target server is the workload balancing.

Define Background Job

R?Startcondition é.Step A%Job selection BOwn job:

| General data ( 3

Jobname | [USER_LIST

Job class | o

Status | e

Exec. Target i | 5 [—t
| Job start Job fi

Step 3) Click on "spool list recipient”. You will get output in your mailbox. You can check email from SBWP.

seneral data

Job name |
Joh class (]
Status ‘Scheduled

Exec. Target < Spool list recipient >

Step 4) Insert your SAP username and click the copy button.
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0 Recipient Determination

'DEVELOPER [JIAP user name

I g
[1Copy [1Blind copy
[ |Express [ INo forwarding

@ Faxentry | X400 entry |51 Address |[%]

Step 5) Click Step button to define ABAP program, variant's details, etc.

~ Define Background Job

{ General data

Job name NN l

Joh class C
Status ‘Scheduled
Exec. Target ) ]

N

Step 6) Define program name, variant details.

1. Enter your program name, Variant name in the field. If you have not created variant as per your requirement,
then leave it blank.

2. Press save button.

| Program values

| ABAP program [ External command | [ External program |

| ABAP program -
Name RSUSR200
Varlant
Language

| External command (command pre-defined by system administrator)
Name b
Parameters
Operating sys.
Target server

| External program (direct command input by system administrator)
Name ' |
Parameter |
Target host

_.<2 @ = =
o2 cn Print specifications ||X|
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Step 7) Once you schedule the job you will get the following screen.

Step List Overview
Z % & G @ Bspoor H K« » M

.|Program name/command| Prog. type|Spool 1ist|Parameters|lUser

RSUSR200 ABAP M_TEST DEYELOPER

Step 8) Click Start conditions to fill start date, end date, frequency, etc. for job. If you do not specify start
condition, then job will always remain in scheduled status. A job in scheduled status will never run.

1. Click on Date/Time (For periodic jobs). If you click "Immediate" then job will start running right away. But it
will not be set as periodic job. It's like "press and run."

2. Define job's start date/time, end date/time. The job will be released only once it meets its Scheduled start
date/time.

3. Press periodic values.

Immediat ‘ 1 r[)attzfr ime After job After event At operation mode >
J |

Date/Time
Scheduled start

10.03.2013] Time 11.00.00

No Start After ate 11.03.2013] Time {1100 00
Aner job At operation mode
After event

Periodic job

o Check g Period valu% 3\ Encbonsj@

Step 9) Click on Hourly/Daily/Weekly period to define the frequency of the job as per your requirement. We
will select Other Period
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[ N4S(3AR00P...

( Hourly |
| Daily |
| Weekly |

Step 10) Here you specify the recurring criteria of the job. For example, you can have the Job run after every 5
days from the Start Date. Here we select job to run every 10 minutes.

Step 11) Click on save button.

Step 12) Click on save again.

=

1

Start job(every)

| Month(s) -
| Week(s)
"] payte)

Start job{every) E

"1 Monthis) D

| Week(s)
|| Dayts)
[] Houris) - -3 il

..........

"Save (Ctrl+S) .
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Step 13) Click save again

Hourly

Daily

Monthiy

|
Weekly ]
Other period %

(immediate| [ Datermime | [ Amerjob | [ Aferevent | [ Atoperationmode | [>»]

 DatefTime
Scheduled start
No Start Ater

| Aftar lob

| After event

[v!Periodic job

Date
Date

11003 2013 [@lli 11:00:00°
11.03.2013| Time 11.00:00
| Atoperation mode

v cnea’@mmd values |[ Restrictions |[%]

Step 14) Once Job step and start conditions are defined the following window will appear.
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~ Define Background Job

Pistatcondtion Psiep  Quobselection [Hownjobs  FJobwizard

 General data _ o
Job name e ALy N ——
Job class 'c!
Status ‘Scheduled 1
Exec. Target ' = | Spool list recipient

Date [18.03.2013 Time |11:00:00

[~

1110000/

[1 Step(s) successfully defined
A Job steps

Step 15) Press save.

@ | = @@ OH
Define Background Job
2 start condition  ®step | QJob selection [ Own ji
General data
Job name ;
Job class
Status ‘Schedul ed |
Exec. Target ! | L

Step 16) GoTo SM37 to know the status of the job.

Page 49 of 214




TDH a8

Define Background Job

R start condition $®step  LJobseiection [Bownjobs Flobwizard  Standar

General data

Joh name USER_LIST

Job class 'C!

Status ‘Schedul ed

Exec. Target Spool lI.S.t reclb'i'enl
Job stant Job frequency

Planned Start 10 Minute(s)

Date 10.03.2013  Time 11.00:00

No Start after
Date 11.03.2013] Time 11.00.00!

Job steps
"1 Step(s) successfully defined

Step 17) Select your criteria for the job which you want to monitor.
1. Put your job name and username who scheduled the job.
2. Select the status of the job.

3. Specify the date range. In our scenario, we just specify the end date while keeping from Date Open.
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Simple Job Selection

& Execute MExtendedjob selection [ information

o

USER_LIST

Job name
Ser hame

' Job status

_IFinished | |Canceled

" IPlanned:

@

or after event:

Step 18) You will get the following screen. Look at the status, it's a released means start conditions are met,
and the job is in the queue is waiting for background work process to be free.

Selected job names: USER_LIST

Selected user names: DEVELOPER
’ngbheduled [V/|Released (V| Ready [ Jactive [ JFinished | |Canceled
:gEvent controlled Event ID:
| ABAP program Program name :
Joh Spool |Job Doc|Job CreatedB|Status 5&

¢ USER_LIST DEYELOPER Released

e
How to Reschedule a background job

Rescheduled jobs will not run in the future. Remember, you cannot deschedule the job once it's in active status.

0

Step 1) Execute SM37.

) ~euiea

SAP Easy Access - User Menu
BE S MB 7 v a

Step 2) Fill the criteria.

1. Job name and username by which job is scheduled.
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2. Select the status. To deschedule the job you can only select Released/Ready status.
3. Specify the date range.

4. Press Execute(F8) button.

0o E15.03.2013]

Step 3) Select specified job and press Job -> (Released -> Scheduled).

'-‘—-71 Job | Edit Goto Exras Settings  System
| I

Check status Ctrl+Shift+F12
Cancel active job Ctrl+F1

Relgasqd-» 8

Compare johs CtrI+F10
Jo Copy CtrI+F6
5 Change Ctri+F11
83 Repeat scheduling Ctri+Shift+F1
M Move to different server Ctrl+Shift+F6 ) act
ﬂ Capture: active joh Ctri+Shift+F7
0 Job details F2
Print Shift+F1
l: Cancel 2 I

Step 4) You will find the message in the status bar once you press "Released -> Scheduled".

@ Jobs UEEILLIST release cancellea’
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Background Job Monitoring

Monitoring background job is important because once you schedule the job it might be cancelled due to some
error. To investigate the root cause use SM37.

Step 1) Execute T-code SM37.

L) ~eace

SAP Easy Access - User Menu

BE S B 2 v a

Step 2) Fill the required criteria.

1. Job name and username (who scheduled the job). You can put * to get details of all jobs scheduled by all the
users.

2. Select job status which you want to monitor. If you find that a background job is not completed, select
Cancelled status.

3. Put the date range as per your requirement.

Simple Job Selection

Oexecute  PlExtended job selection  Elinformation

Job name
User name

__Ready __Finished

active YICanceled

To 13.03.2013] (3
To @ |

Step 3) You will get a screen as shown below.

) BPALrAULCOD UMALIY voyocLurcn

 BI_PROCESS_CHAIN DEVELOPER
BI1_PROCESS_CHAIN DEVELOPER

DEVELOP

BB i D
| BI_PROCESS_CHAIN | N |PEVELOPER Canceled

T AT AnAsEss SitaTer nraen anrn

Step 4) Click on Job Log button to trace the error due to which job was cancelled.
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Job Overview
Porelease @ T Bspool

Job overview from: 00.00.0000 at:
to: 13.03.2013 at:

Step | ™ appication servers B |

Selected job names: *
Selected user names: b
| 'Scheduled |Released | 'Ready | lActive Finished V/Canceled

[ 'Event controlled Event ID:

Sl AW AN e e = | | T

Step 5) You will get the following details. In the below example, job was cancelled since there was an issue with
RFC connection to the remote system. As a resolution use SM59 to check if there is an authorization issue to the
remote system.

7.03.2013[19:00:24|RFC connection check failed. Check comnection

Sometimes jobs in Active status may also cause an issue.

You may face issues like table spaces are full; the duplicate job is running with the same name and timing, job is
selecting or updating large data, etc.

You can also check such jobs from SM37. Follow the procedure as below.
Step 1) Execute SM37.

Step 2) Fill the required criteria.

1. Job name and username (by which job is scheduled).

2. Select job status which you want to monitor. If you find a system performance issue or if a task is not
completed for a very long time, then select active status.

3. Put the date range as per your requirement.

Simple Job Selection
OeExecute  PdExtended job selection  llinformation

Job name *
User name

®
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Step 3) Look into Duration column (which signifies the job is running since n seconds). If you find a large
number in duration, then investigate the job details from job log. Some jobs use a large number of data. Using
SE16 check table entries for the tables used by the job.

status Start date|Start ti%t:ration(sec.- i

Active 13.03.2013]16:02:06 4,796

4,796 |

Sometimes jobs show to be in Active Status even though they are completed.
How to correct them? Follow the below set of procedure

Step 1) As shown above, Execute T-code SM37 and select the job with an active status.

Step 2) Select the active job which is causing the problem.

Job QeatedB

DDIC

System
2) &
Cancel active job
. Delete Shift+F2
i Released -> Scheduled Shift+F6 =
Compare jobs Ctrl+F10 e

Step 4) In the status bar of the window you will find as below message. This will repair Job Status if there
was a problem.

El jobs were checked and O jobs were thrEEtEQ

Step 5) If still job is in running status then GoTo SM50. Below screen will open. Have a look at "Reason”
column which shows any errors or exceptional issue. Investigate it further.
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Process Overview

S OE@ K <« » @? eaY BEER &

No Ty. PID Status] Reasn ittart Exxr Sem CPU
0 DIA 13092 runnin es I
I 1 DIA 28798 waitin es
(]2 p1a 1824 runnin es
(11 3 DIA 19616 waitin es
4 DIA 19672 waitin es o o
S DIA 28014 waitin es . i
6 UPD 16721 waitin es
7 ENQ 18915 waitin es
8 BGD 6535 waitin es
8 BGD 24024 runnin es
10 SPD 23530 waitin es
(111 wpz 21179 waitin es

Background Job Deletion
Why Delete Background Job

0ld jobs occupy space on the system. To avoid any inconsistencies within the system normally we delete the
logs. Because if the file system gets full, your SAP system will crash!

You can delete jobs in two ways:
1. Multiple jobs at once.
2. Single job deletion.

Delete Multiple Jobs at once The best way to do this is use report RSBTCDEL2(New version of RSBTCDEL).
0ld job logs will be deleted and will not show in the job overview.

Step 1) Execute T-code SE38.

&' Caess D) ~ldE eae

SAP Easy Access - User Menu Fo
B S B 2 v a

v & Favorites

. URL - === Wir suchen tolle heue Kollegen )

Step 2) Put the program name in the field as RSBRCDELZ2.
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ABAP Editor: Initial Screen
go 1 @S- RH T 06 ®pebuggng Dwithvarant [y

Program @NCDELZ 3 al D Create |

o

| Subobjects |
(¢)Source Code

L L S Y

Step 3) Fill the proper details.

1. Which job do you want to delete? If you put * means all jobs. If you want to delete jobs from a specific user,
give Username.

2. Specify Status of Job to be deleted. Specify time period of Deletion. For instance, delete jobs older than 14
days. NOTE: Once the job is inactive status, it is impossible to delete them.

3. Specify Commit. Commit value is proportional to program performance. If the commit value is high, then job
deletion will run faster. Recommended value is >= 1000.

4. Check Test run to simulate the deletion. Jobs will not be deleted. Once you are sure only then uncheck the
Test run.

5. Press Execute.

- n of Jobs
[Bstatistics & Running Instances [

Differentiation Specifications of Jobs
Job Name
Usar Name
Event
Event Parameter

Statuses, Classes, and Time Specifications

= __ JobClass:
A B (o
| Released Older Than (Days) 14 14 14
Scheduled Older Than (Days) 14 14 14 2
Finished v Older Than (Days) 14 14 14
Canceled v Older Than (Days) 14 14 14
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Single job deletion

You can also delete a single job from SM37.

Step 1) Execute SM37.

AP Easy Access - User Me
5 > EB 7 v a

Step 2) Fill your criteria.
1. Job name and username
2. Status of the job.

3. Select the date range.

Simple Job Selection

Q‘}Execute ["Extendedjobselection ¥ information

Joh hame
,US‘?' name

Job status
[IPlanned { VIReleasd 2 } | |Ready [ JActive [ IFinished | |Cance

o [%14.03.2013]
®. - :

'USER_LIST
SR

Sueusssssasssssssessssssnsnssssssesse AN

or after event: ( v

Job step

ABAP program name: | |

Step 3) Select the job you want to delete.

Gpool | Job Doc| Job Createdd|Status SOt dote Start Liae|ucation(sec. ) (Oelay (sec.)
DEVELOFER  |Released (1 [}

Step 4) GoTo Job-> Delete.
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-

1 Goto Extras Sefings  Syster

< eck Status Ctri+Shift+F12

shift+F2{ 2

cneauied

Compare johs Ctri+F10
Jo Copy Ctri+F6
- Chanage Cirl+F11

You can also delete the jobs from OS level under directory
/usr/sap//SYS/global /JOBLG. Folder.

But deletion from OS level may cause Temse inconsistency issue. To remove inconsistencies GoTo SP12->
Consistency check. Once you get the list, delete the objects.

Normally, Job- SAP_REORG_]JOBS (Program to Delete old background jobs) must be scheduled within the
system with program RSBTCDEL?2 at the daily frequency.

TMS (Transport Management System)
What is TMS

TMS is used to move, manage, control, copy development objects and customizing settings in an orderly fashion
across SAP systems in a landscape through pre-defined transport routes (RFC Connections). The transport
process basically consists of exporting of objects out of the source SAP system and importing them into the
target SAP system/s. TMS Stands for Transport Management System

Why do we need a Transport System

e D wd
fad d

Development System Quality-Assurance System Production System

The CTS components play an important role in the overall development and customization environment. CTS
stand for Change and Transport System
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CTS is an instrument for:

e Administering & controlling new development requests.
e Managing transports

e Recording of where and by whom changes are made

e Configuring systems landscape

Overview of CTS Components

Change and Transport Organizers “ Transport Management System

Transport Workbench § Customizing
Organizer organizer Organizer

(SE01) (SE09) (SE10)

Transport Tools tp and R3trans

® (CTO (Change and Transport Organizer) - It's the main tool for managing, browsing, and registering
the changes done on the repository and customizing objects. It's the central point for organizing the
development projects. SE01 is the transaction with the new extended view.

® Transport Tools - The actual transports happen in the backend at the OS level using transport tools,
which are part of SAP Kernel and includes the program R3trans and the transport control program tp.

® (TMS) Transport Management System

System Landscape

Development System Quality-Assurance System Production System
Type of users: Type of users: Type of users:
Developers, Developers, End users
Consultants, Consultants,

Key Users Key Users Type of work:
Productive

Type of work: Type of work: execution of

Customizing, Integration and transactions

Development, Quality testing with real

Unit Testing business data

Developments, corrections & customizing settings
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The system landscape (also known as SAP System Group) is the arrangement of SAP servers. Ideally, in a SAP
environment, a three system landscape is recommended. It consists of the

1. Development Server - DEV
2. Quality Assurance Server - QAS

3. Production Server - PRD

Transport cycle in a very basic sense is the release of new Developments/ Customizing Changes from DEV
which are imported in both Quality and Production systems. However, import in PRD can happen only once
integration Testing and quality check have been performed in QAS (and marked as checked).

What is Customizing, How does

TMS help in Customizing

e (Customizing is a process to adapt the SAP system according to the customer's need. To perform the
customizing, users and consultants take help of SAP Reference Implementation Guide (IMG), which is
accessible through transaction SPRO.

e (Customizing is ideally done in DEV. The Transport Organizer (SE01) is used in conjunction with IMG to
record and transport customized changes further.

< i cCo0 m®
Display IMG
Bed Cuateg BC Low:

e

3 $
Transport Organizer: Regquests

A DR8] o o e AR W
L s Transport
Lammmace:  OIQanizer
L e e LT
 rhatey o | itery —" Cantod1 10y AV TORI TG Cegeest
RN ot Ol wCAP sam Core 0 N it Npetes
Covmrvar Fenitor ip Ratayeed
"=
o 8
— R W OwA (ORI )
8 - o
ot "

Most of the Customizing changes (though, not all) are client specific, i.e., the changes are supposed to be
reflected in a particular client only and not intended for all the system clients. When the Transport Request is
exported, it extracts the relevant table entries from the database of the SAP system and copies them to the
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transport directory. Relevant table entries are locked when the customizing transaction is being used.
However, they are unlocked as soon as the changes are saved to a Transport Request.

Repository and Development Changes

Apart from customizing already existing objects, new developments are also required in most of the cases.
Development object is any object that is created (developed) by you in SAP system.

A Collection of all such objects (client-specific or cross-client) is called Repository.

Development is mostly done with the help of ABAP Workbench (SE80). Therefore, such changes are also known
as Workbench Changes.

Examples:

o ABAP Dictionary Objects: Tables, Domains, Data elements, etc.
o ABAP Programs, function modules, menus, screens
o Documents, Application defined transport-objects, etc.

Workbench is also fully integrated with TMS, to record and transport the changes.

Most of the Workbench changes (though, not all), are cross-client, i.e. changes will be reflected in all the
system clients of the target system. Objects transported from the source system overwrite objects in the target
system that has the same names.

Clients and the type of Data in SAP System

o Conceptually, client is a technical and organizational independent unit, that contains its own set of data
(Master Data, Application/ Operational data, Customizing Data)

e C(lients create separate environments for users from different user groups or with a different purpose,
within same SAP system, without actually using the different database.

e From the Technical point of view, a client is specified using 3-digit numeric ID, which also acts as the
value for the table field 'MANDT, in the case of client-specific jobs.

Client ——— Technical and organizational independent entity
or unit within SAP systems

Contains the user login information,
including the username, the password

Is of two types master dataand
transactional data

c
O
=
©
A
a
Q.

LA
User data

Client dependent

Customizing Contains the configuration settings

andisclientdependent

Among client specific data, there are 3 types of data:

e User Master Data contains the user login information, including the username, the password and the
user defaults, the authorization profiles or roles, and the other useful information such as user groups,
communication and so on. This data is physically present in a specific set of tables (the USR* tables).

Page 62 of 214




Customizing Data contains the configuration settings to customize organizational structure and the
business processes for the companies implementing SAP. This data is client dependent and is stored in
tables known as customizing tables.

Application Data are also client dependent and normally users distinguish two types' master data and
transactional data.

1. Master Data such as vendor master, material master (tables such as MARA)

2. Transactional data such as sales order, financial documents, Production Orders (POs) and so on.

Client Customization Options

CM@S“TMSM“!CMSM‘KM Clientcan be customized
OCham;esv-momamnc ey » buttransportrequest will
_ notbe generated
© Automatic recording of change automatically .However you
Omtmg“mu | can generate manually
O Changes wio automativescding, no ranspods alowed Clientcustomizingis |

allowed and allchanges |
areincludedina

| transportrequest
automatically

Clientcan be customizedbutno No modifications/changes
transportrequestcan be generated can be performedinthe
either automaticallyor manually client.

Transport Directory and Its configuration

SAP Transport Directory:

It is the global transport directory (/usr/sap/trans), which is actually a shared location (residing in the
Domain Controller System) among all the member systems of a landscape (system group). It also
contains certain subdirectories, that are created automatically during the installation of the SAP system.
This is mandatory for setting up the Transport Management System.

Basically, Transport Directory is the location where all the changes are saved (in the form of files) after
they are released from DEV. Therefore, it acts as a source for the changes to be eventually imported in
QAS and PRD. Hence, we have to make sure that the transport directory is shared properly among all
the systems in a landscape.

As an example, in Windows NT, the shared directory location can be accessed using the following address: \\

< SAPTRANSHOST >\sapmnt\trans where SAPTRANSHOST (Domain Controller System's address) is defined
in the host's file in Windows Directory of all SAP systems in the landscape. Domain Controller - is one of the
systems in a landscape that acts as an overall controller for change management and transport process in the
landscape. Domain Controller is chosen (out of D / Q / P) by the team of system administrators, on the basis of
system availability and the time of installation.
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Change Request Types

4 Types

Customizing Request

It Contains Client Specific Objects (Data Dependent).
Workbench Request

It Contains Cross Client Object (Data Independent).
Transport of Copies

It is used to Move the Tables for User Data.
Relocation

It is used to Changing the Location of the Objects from One System to Another System.

Written Codes

OBImport with Successfully.
4PImport with Warnings.

8@Some Objects are not Transformed.
120@Critical Transport Errors.

Main Subdirectories:

. Cofiles: contains Change Request Information files with complete details and commands.
It Starts with “K”.

« Data Files: contains the actual values and data to be used in implementing the change.
It Start with “R”.

. Log: Contains Transport logs, traces or statistics, used for troubleshooting, in case any error occurs
in the transport process.

o EPS: bownload directory for advanced corrections and support packages

Development

QAS

Quality

Production
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Other Subdirectories are:

bin: Configuration files for tp (Transport Program) and TMS

old data: o Exported Data for archival or deletion

aCtlog: Action logs for all requests and tasks

buffel‘: Transport buffer for each system declaring the transports to be imported

SAPNAIMES: Information regarding transport requests made by respective users

tmp: Temporary and data log files

Setting up of Transport Directory and TPPARAM

While configuring TMS, one of the main pre-requisite is to setting up the Transport Directory and the
Transport Parameter file.

It ensures that the Directory is shared properly among all the systems in a Landscape, for that all the
systems taking part in the group/landscape are to be included in the global configuration file TPPARAM
(transport parameter file), located under the bin subdirectory of /use/sap/trans. We have to make sure
that the entries for all the participating systems are made in this file.

In case, any entry is missing, copy another system's entry and change the values (for instance, System
ID, Host name)

At the time of installation, transport directory & the subdirectories are created automatically, including
an initially configured template of TPPARAM file.

Operating System Tools - TP and R3trans

tp - The Transport Control Program:

tp is the SAP program that administrators use for performing and planning transports between systems
and also in upgrades of the SAP systems. This is used by the CTO and TMS.

Actually, tp uses other special tools/programs and utilities to perform its functions. Mainly, it calls
R3trans utility program. However, it also offers a more extensive control of the transport process,
ensuring the correct sequence of the exported/imported objects, to avoid severe inconsistencies in the
system, which may arise due to the wrong sequence.

tp is located in the standard runtime directory of the SAP system: /usr/sap/SYS//exe/run. It is
automatically copied in the installation process.

As a pre-requisite, the tp global parameter file (TPPARAM), must be maintained, specifying at least,
hostnames of the systems taking part in the transport process.

tp is mainly used for performing imports in target systems. It uses utilities called Import Dispatchers -
RDDIMPDP & RDDIMPD_CLIENT_<nnn>, these are ought to be scheduled as background jobs in every
system where imports will be performed. If for any reason they are deleted, we can schedule these jobs
by running report RDDNEWPP.

These jobs are actually "event triggered"”, meaning that tp sends a signal (an event) to the R/3 system
and the job starts. These events are named as SAP_TRIGGER_RDDIMPDP and
SAP_TRIGGER_RRDIMPDP_CLIENT.
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R3trans - The Transport Control Program

e R3trans is the SAP system transport program that can be used for transporting data between different
SAP systems. It is normally not used directly but called from the tp control program or by the SAP
upgrade utilities.

e tp controls the transports and generates the r3trans control files, but does not connect to the database
itself. All the "real work" is done from R3trans.

e [t supports the transporting of data between systems running on different OS and even different DB.

Configure STMS (SAP Transport
Management System)

STMS is the transport tool that assists the CTO for central management of all transport functions. TMS is used
for performing:

e Defining Transport Domain Controller.

e Configuring the SAP system Landscape

e Defining the Transport Routes among systems within the system Landscape

e Distributing the configuration

e Transport Domain Controller - one of the systems from the landscape that contains complete
configuration information and controls the system landscape whose transports are being maintained
jointly. For availability and security reasons, this system is normally the Productive system.

Within transport domain, all systems must have a unique System Ids and only one of these systems is identified
as the domain controller, the transport domain controller is the system where all TMS configuration settings
are maintained. Any changes to the configuration settings are distributed to all systems in the landscape. A
transport group is one or more systems that share a common transport directory. Transport Domain -
comprises all the systems and the transport routes in the landscape. Landscape, Group, and Domain are the
terms that are used synonymously by system administrators.

TMS Configuration

Step 1: Setting up the Domain Controller

Log on to the SAP system, which is decided to be the Domain Controller, in client 000 and enter the transaction
code STMS.

If there is no Domain Controller already, a system will prompt you to create one. When the Transport Domain is
created for the first time, following activities happen in the background:

e Initiation of the Transport Domain / Landscape / Group

e Creating the user TMSADM

e Generating the RFC Destinations required for R/3 Configurations, TMSADM is used as the target login
user.

e Creating DOMAIN.CFG file in usr/sap/trans/bin directory

This file contains the TMS configuration and is used by systems and domains for checking existing
configurations.

Step 2: Transaction STMS
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Step 3: Adding SAP systems to the Transport Domain

e Logon to SAP systems (to be added in the domain) in client 000 and start transaction STMS.

e TMS will check the configuration file DOMAIN.CFG and will automatically propose to join the domain (if
the domain controller already created). 'Select’ the proposal and save your entries.

e For security purpose, system status will still be in 'waiting' status, to be included in the transport

domain.
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e For complete acceptance, login to Domain Controller System (Client 000) -> STMS -> Overview ->
Systems. New system will be visible there. From the menu choose 'SAP System' -> Approve.
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Step 4: Configuring Transport Routes

o Transport Routes - are the different routes created by system administrators and are used to transmit
changes between the systems in a system group/landscape. There are two types of transport routes:
Consolidation (From DEV to QAS) - Transport Layers are used

Delivery (From QAS to PRD) - Transport Layers not required

Transport Layer - is used to group the changes of similar kinds, for example, changes are done in
development objects of same class/category/package, logically should be sent through same transport
route. Therefore, transport layers are assigned to all objects coming from DEV system. Layers are used
in Consolidation routes, however after Testing happens in QAS, layers are not used and the changes are
moved using single routes towards PRD system.

Package - (formerly known as Development Class) is a way to classify the objects logically belonging to the
same category or project. A package can also be seen as an object itself and is assigned to a specific transport
layer (in consolidation route), therefore, changes made in any of the development object belonging to a
particular Package, will be transmitted towards target system through a designated Transport Layer only, or
else the change will be saved as a Local (non-transportable) modification.

STMS Routes & Layers

Consolidation routes - We need to establish a consolidation route for each transport layer. Development/
Integration system is taken as the source of these consolidation routes. Quality assurance/ Consolidation
system as the transport target. Any modified objects that have a consolidation route for their transport layer
can be included in change/transport requests. After the request has been released the objects can be imported
into the consolidation system. If the changes are made to the objects with no consolidation route set-up (or in
Customizing requests without a transport target) for their transport layer, such changes will be automatically
taken as local change requests, i.e., not-transportable. Only one consolidation route per transport layer per
system can be set-up.
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Setting up Transport Routes

Once the Domain and other systems of a landscape are defined, we need to connect them with the help of
proper transport routes (and layers). As for many customers' systems landscape falls into the same categories,
the TMS provides some standard system groups that can be used for easily defining routes. When standard
options are used, routes are generated automatically; we can select one of the following options:

e Single System
e Two-System landscape: DEV and PRD
e Three System landscape: DEV, QAS, and PRD

If we need to define a more complex transport system, we can also use standard options initially and there after
defining additional consolidation and delivery routes.

Transport Routes - Standard Configuration
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Transport Routes - Manual Configuration
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Hierarchical List Editor
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Delivery Routes

Distributing and Verifying the Configuration

After the transport route settings are made or modified in the domain controller, all other member systems of
the domain ought to know the new configuration. For that we need to execute STMS -> Transport Routes
Screen -> Systems Overview -> Configuration -> Distribution and Activate Configuration

Additionally, we should also verify various check-points, to ensure that the whole arrangement is behaving in

the desired manner:

For RFC Connections: Overview -> Systems -> SAP System ->Check -> Connection Test

For Network: Transport Routes Overview -> Config. -> Check -> Request Consistency

For tp & TPPARAM: System Overview Screen -> SAP System -> Check -> Transport Tool
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SAP Transport Request, How to
Import/Export TR

What is a Transport Request

o Transport Requests (TRs) - is a kind of 'Container / Collection' of changes that are made in the
development system. It also records the information regarding the type of change, the purpose of
transport, request category and the target system. It is also known as Change Requests.

e Each TR contains one or more change jobs, also known as change Tasks (minimum unit of
transportable change). Tasks are stored inside a TR, just like multiple files are stored in some folder. TR
can be released only once all the tasks inside a TR are completed, released or deleted.

e Change Task is actually a list of objects that are modified by a particular user. Each task can be assigned
to (and released by) only one user. However multiple users can be assigned to each Transport Request
(as it can contain multiple tasks). Tasks are not transportable by themselves, but only as a part of TR.

Change requests are named in a standard format as: <SID>K<Number> [Not modifiable by system
administrators]

e SID - System ID
o K- Is fixed keyword/alphabet
e Number - can be anything from a range starting with 900001

Example: DEVK900030

Tasks also use the same naming convention, with 'numbers' consecutive to the number used in TR containing
them.

For Example, Tasks in the above mentioned TR Example can be named as: DEVK900031, DEVK900032 ...

e The project manager or designated lead is responsible to create a TR and assign the project members to
the TR by creating task/s for each project member.

e Hence, she/he is the owner with control of all the changes that are recorded in that TR and therefore,
she/he can only release that TR.

o However, assigned project members can release their respective change tasks, once completed.
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Transport Request

(Workbench / Customizing)

Local
If the Transport Route/Layer/Package OR
Target system is not properly defined

Transportable
If the Transport Routes/Layers/Packages
and Target systems are perfectly defined

Released
All the Tasks in the TR are completed
and released, and then complete TR Is
also released by the owner. No more

Modifiable
TR (or any Task within that) is still not

released by respective creator/owner
and therefore more Tasks/Changes can

be added and completed before the TR
Is finally released

changes can be sent to Target system
using this TR

Workbench Request - contains repository objects and also 'crossclient’ customizing objects. These requests
are responsible for making changes in the ABAP workbench objects.

Customizing Request - contains objects that belong to 'client- specific' customizing. As per client settings,
these requests are automatically recorded as per when users perform customizing settings and a target system
is automatically assigned as per the transport layer (if defined).

SEO1 - Transport Organizer - Extended View

Transport Organizer (Extended View)
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Create a Change Request

Change Request can be created in two ways:

Automatic - Whenever creating or modifying an object, or when performing customizing settings, the system

itself displays the 'Dialog box' for creating a change request or mention name of an already created request, if
available.
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Manually - Create the change request from the Transport Organizer, and then enter required attributes and
insert objects.

To create a request click here
or select the already created
request by clicking the ‘Own
Request’ button.

Enter DESCRIPTION
& target SERVER

request will be
generated

8 88 x

Transport Organizer (extended view)
O 0

After entering the
change request, use
Display Button

C By

Release the Transport Request (Export Process)

e Position the cursor on the TR name or a Task name & choose the Release icon (Truck), a record of the
TR is automatically added to the appropriate import queues of the systems defined in the TMS.
e Releasing and importing a request generates export & import logs.
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The Import Process

Importing TRs into the target system

After the request owner releases the Transport Requests from Source system, changes should appear in quality
and production system; however, this is not an automatic process.

As soon as the export process completes (releasing of TRs), relevant files (Cofiles and Data files) are created in
the common transport directory at OS level and the entry is made in the Import Buffer (OS View) / Import
Queue (SAP App. View) of the QAS and PRD.

Now to perform the import, we need to access the import queue and for that, we need to execute transaction
code STMS -> Import Button OR select Overview -> Imports.

It will show the list of systems in the current domain, description, and a number of requests available in Import
Queue and the status.

Import Queue -> is the list of TRs available in the common directory and are ready to be imported into the
target system, this is the SAP Application View, at the OS level it is also known as Import Buffer.
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* To display the contents of an Import Queue, we need to double-click on
one of the systems. To extractthe latestlist, use refresh button.
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The Import Status

Import Queue shows some standard 'status icons' in the last column, here are the icons with their meanings, as
defined by SAP:

= Roquest must st be approved
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In case, a request is not added automatically in the import queue/buffer, even though the OS level files are
present, then we can add such requests by the following method, however, we should know the name of
intended TR:

Queve EOt Golo Request BExiras Ervronment System Help
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Import History

We can also check the previous imports that happened in the system as follows:
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Transport logs and return codes

After the transport has been performed, the system administrator must check whether it was performed
properly or not, for that SAP has provided us with the following type of logs (SE01 -> GOTO -> Transport
Logs):

e Action Log - which displays actions that have taken place: exports, test import, import and so forth.
e Transport Logs — which keep a record of the transport log files.

One of the important information provided by logs are the return codes:

e 0: The export was successful.

e 4:Warning was issued but all objects were transported successfully.

e 8: Awarning was issued and at least one object could not be transported successfully.
[ )

12 or higher: A critical error had occurred, generally not caused by the objects in the request.

Bingle System Configuration 12.09.2017 11:18:18:

Transport La
ZDEV

Development syst Production Syste

QAS .
DEV QAS Lo PRD
ZDEV

SAP
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SAP Monitoring & Performance Checks

What is System Monitoring

System monitoring is a daily routine activity and this document provides a systematic step by step procedure
for Server Monitoring. It gives an overview of technical aspects and concepts for proactive system monitoring.
Few of them are:

o Checking Application Servers.

e Monitoring System-wide Work Processes.

e Monitoring Work Processes for Individual Instances.
e Monitoring Lock Entries.

e (CPU Utilization

e Available Space in Database.

e Monitoring Update Processes.

e Monitoring System Log.

o Buffer Statistics

Some others are:

e Monitoring Batch Jobs

e Spool Request Monitoring.

e Number of Print Requests

e ABAP Dump Analysis.

e Database Performance Monitor.
e Database Check.

e Monitoring Application Users.

Why Daily Basic checks / System Monitoring

Efficient System Avoid
Processing of Security and systemissue
Business Stability on pro-
active basis
FIRST SECOND THIRD

How do we do monitor a SAP System
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Checking Application Servers (SM51)

This transaction is used to check all active application servers.

SAP Servers lBack )|

el

Q& &N ReleaseNotss 8 B I ( )’N AF AF BBcomse Rse TRE B

Server Nanes Host nase Ty. Status

becidbg_BP2_20 bucidhg Dialog Update Enqueue Backg Spool ICN Active

M1 active servers '

Here you can see which services or work processes are configured in each instance.

Displays all running, waiting, stopped and PRIV processes related to a particular instance. Under this step we
check all the processes; the process status should always be waiting or running. If any process is having a status
other than waiting or running, we need to check that particular process and report accordingly.

Process Overview

WOBAML PN AT A7 BREB ®Bcrse Rsaw TR@EZ O B

No Ty, PID Status  Ressn Start Err Sea CPU Tine  Report C1 User Action Table
0 DIA 351522  Runming Yos SAPLTHFB 602 JAIAXDOZ2
1 0IA 66108 Running Yos 19 SAPLRSORS 0602 RANLXOOS Sequential road IBIC/FZSD_
2 UIA 344006 waitinyg Yos
3 0IA 310814  waittiy Yos
A DIn 75074 watting Yes 1
5 0IA 350614 waiting Yes
6 01A 313262 weaiting Yes
JUF UDIA 333432 watting Yes |
8 0IA 311266 saiting Yes
9 0IA 52570 vaiting Yes

This transaction displays a lot of information like:

1. Status of Work process (whether it's occupied or not)

2. If the work process is running, you may be able to see the action taken by it in the Action column.

3. You can which table is being worked upon

Some of the typical problems:

The user takes a long time to log on/not able to logon/online transaction very slow. This could be the
result of the DIA work processes are fully utilized. There could be also the result of long running jobs
(red indicator under the Time column). If necessary, you can cancel the session by selecting the jobs
then go to Process>Cancel Without core. This will cancel the job and release the work process for other
user/process

Some users may have PRIV status under Reason column. This could be that the user transaction is so
big that it requires more memory. When this happen the DIA work process will be 'owned' by the user
and will not let other users use. If this happens, check with the user and if possible run the job as a
background job.

If there is a long print job on SPO work process, investigate the problem. It could be a problem related
to the print server or printer.
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Monitoring System-wide Work Processes (SM66)
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nacr3cicbg_SPS_00 24 BIC 92276 | ruaming Yes 5 13034 210 SAP_BATCH ZNCYR_OR

By checking the work process load using the global work process overview, we can quickly investigate the
potential cause of a system performance problem.

Monitor the work process load on all active instances across the system

Using the Global Work Process Overview screen, we can see at a glance:

e The status of each application server

e The reason why it is not running

e Whether it has been restarted

e The CPU and request run time

e The user who has logged on and the client that they logged on to
e The report that is running

Monitor Application User (AL0O8 and SM04)

This transaction displays all the users of active instances.
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Monitoring Update Processes (SM13)

Execute Transaction SM13 and put "*' in the field USER and click on Executive button.

ftipdate keqc:ests: fritiaf Screen

|| ==
Client s02
User 1

Status
< > Canceled
' To be updated
%1 executed
\ V2 executed
E N I | [l Global View

_Selection
From date 12 .04 2006 To date
From time 00 0000 To time 000000
Maximurnm Nno. records 99 . 998

Update sarver

lindate.Syetam | & Administration |

Update 1s asctive

If there are no long pending updates records or no updates are going on than this queue will be empty as
shown in the below screen shot

Update Reguests
S S ORepeatupdate § S Brosues B[F K ¢ P BEERR AF @F &'

1! WBiupdate records found

| Cin User Date Tine TCode FENE =0 Status

|| List contains no data

S

But, if the Update is not active then find the below information:

o [sthe update active, if not, was it deactivated by the system or by a user?
e C(Click on Administration button and get the information.

e (lick on Executive button and get the below information:

e Isany update cancelled?

e s there along queue of pending updates older than 10 minutes?

Monitoring Lock Entries (SM12)

Execute Transaction SM12 and put "*' in the field User Name
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& : ? ‘.I. I ﬁ ‘ o . l r"-‘”‘\’ 1l

Lock Entry List

@) Refresn & Detaiis @

Cl. User Time Mode Table Lock argument

602 CHENXB82 19:39:44 E RSUPDENQ  ZSOP_CO6 8250P_C01
Selected lock entries: 1

SAP provides a locking mechanism to prevent other users from changing the record that you are working on. In
some situations, locks are not released. This could happen if the users are cut off i.e. due to network problem
before they are able to release the lock.

These old locks need to be cleared or it could prevent access or changes to the records.

We can use lock statistics to monitor the locks that are set in the system. We record only those lock entries
which are having date time stamp of the previous day.

Monitoring System Log (SM21)

We can use the log to pinpoint and rectify errors occurring in the system and its environment. We check the log
for the previous day with the following selection/option:

e Enter Date and time.
o Select Radio Button Problems and Warnings
e Press Reread System Log.
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Selection
From dateftime

To dateftime
User
Transaction code
SAP process
Problem classes

11.04.2006 / 00:00:00
11.04 2006 7 23:59.59

Further restrictions <none>
| Format
No. pages for individual entries 100
With statistics ]
Output to Screen | Settings |

Tune Summary (ST02)

Step 1: Go to STO2 to check the Tune summary.

Step 2: If you see any red values, in SWAPS, double —click the same.

1UH 00 QR DDOD O @@

Tune Summary
@ Curentparameters B Detad anatysis e 2

Systen Tune suseary
Date 4 Line of snapshot. 2% 02 2003 12 4700 Startup: 24 022000 100

Dutter Mitratio  Allocated Froe space Dir. size Free directory Seans Database
) ) e ) Entrims Intrime U] accasses
Nasetab (NTAB)
fable definition ®u.n 1. 4.9 8.5 43.200 .52 M5 0 T
£ Fleld emcription 82,16 51.378 n e 66,40 8. 80 119 92,713 L] 673
$hort NTAR 8.2 S 2.2m2 90,84 6 o 84 765 o1 [ 163
Int1a) records 95,800 T.378 3.097 76,4 86 40 8 96, 60 ] 2.940
Progras "2 554 613 205345 »90 135000 120 555 9. 0 10.409
(AL} .28 5 000 2.48) 7.5 3.000 2.249 74 97 0 m
Screen 90,18 248 17. 218 T 5 0 4. 806 29,090 0 a0
Calendar 100,00 408 a0 ." 00 » 17.%0 0 169
Tables
Berwric hay 99,40 50 9 12 060 nn 6. 000 168
$ingle record ", 30 000 O 1) 0" 500 w2
Cxport/inport 8. 20000 12.M M. 20 000 19 %2
SAP aenory Current wee Rax. use In sesory On disk SAP cursor cache Nitratio
] (v9) () ne) ) U]
Roll area 1.4 3 608 8 504 55 5% 166 600 10s 0. 50
Paging ares 0.6 1.60% 420 65 5)% 166 608 Statenents §0.00
Extended Mesory 41 4 LI AL S61 TE0 1 022 976
Neap Meaory 0 0 952
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Step 3: In the below screen click on the tab 'Current Parameters'

[ 0B e0e CNK on

Tune: Detail Analysis

& B cumentparameters & Bufered objects

e

N\

Systea Generic key buft
Date 4 tise Of snapshot: 25 02 2003 12 47:48 Startup: 24.62.2

Efficiency Hitratio L 95,48
Hits 7.801 077
Requests 7.844 107
DB access quality % 98 86
DB accesses 26 147
DB accesses saved 2.258 %88
Reorgs 39
512e Allocated kB 58 554
Avatlable kB 57 692
Used kB 44 823
Free B 12 868
Directory entries Available 6.600
Used 5.232
Free 768
Seaps Objects seapped T
Franes seapped 0
Resets Total 5
Last 24 02,2003 15:15.%9

Step 4: Note down the value and the Profile parameters

UH ©CQe QMR DDLD OF 9@
Tune: Profile parameters for SAP buffers

Omertune  Allparameters  Profile maindenance &7 Profile parameter

Systes: SCCSAPOY_SR1_00 Profile paraseters for SAP buffers
Date & tise = 25 62 2003 12:%52:08

1
Profile parssetsr | valoe | [Umt | Comsent —
Generic hey table bufter TABL
csa/tadle butfer_ares 66000000 Byte | §12¢ 0 generic key tadle Duffer
Zesaigb_max_buttab 6009 Rax  nusber of buffered objects

Step 5: Go to RZ10 (to change the Profile parameter values)
Step 6: Save the changes.

Step 7: Restart the server to take the new changes effect.
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CPU Utilization (ST06)

Local (bweidbg) / Operating Systeim Monitor: AIX

Retresh display  Detanl meny O 9 Sy collect
Ved Sep 7 11.35:290 2005 interval 10 sec
Cre
Utilization user L) 2 Count L3
systes % gl e . J - Number of
B Yate T i | 5 ain 9,00
- TO vaIL ¥ v 15 ain 0.00 CPUS
& Systea calls/s S7.811  Context seitches/s 1 N3
Interroptsis 0
Should not go
Neaory
below 20% Physical ses avall Kb 12 582 764  Physical sea free Kb 27 80
Pages In/s 0 Kb paged in/s L]
Pages ot/s 0 Kb paged owtis o
Seapr
Configured swap Kb 35 979 204 Maxisum seap-space Kb 35 979 264
Freo 'n swsp-space Ko 2¢ 536 680  Actual seap-space K 5 979 264
DIsk #1Th NMighest response
Mmoo ha1sk®  Response time *s N/A
Utilization 2 Queve NIA
Avg sait tiae as NiA  Avg service time [t} N/A
Kb tranyfored/s 25  Operatiensis S
Lan (sus)
Packets Inis ) Errors inis 0
Packets out/s 22 FErrore outis @
Cotlisions o

OS level commands ~top

Idle CPU utilization rate must be 60-65%, if it exceeds the value then we must start checking at least below

things:

e Run OS level commands - top and check which processes are taking most resources.
e Go to SM50 or SM66. Check for any long running jobs or any long update queries being run.

e Goto SM12 and check lock entries
e Go to SM13 and check Update active status.
e Check for the errors in SM21

ABAP Dumps (ST22)

Here we check for previous day's dumps

ABAF runthne orrors

s e e — —
Joswy ] o
e T — | T
&__mm |
et
Owtw 12 0s 200005 w0 [
Twne 00 08 o0 o 00 00 o0 ;_ﬁ
o w =
Ve s %
Chmrd -~ E2)
[P P e
Advarvd 10 L |
Progeam natne Giew BT Oty £ |
Bt aubin Gdaw 8Y27 Oniyy o ]

List of Selected Runtime Ervors
FasLe

Open the detailslog of
each and every dump by
doubleclickingitand try
to find out any suitable
notes, analyze them and
propose suitable solution
as per SAP standards.

/

Runtime errors

l2ialius) aazg-[g-/,/le Dyl

Coment Dote | Teo  Host (G| Name of antime amee Excegnon

120020 @01 4845 _|shweidoe SEP_BATCH (502 /C CONVT_OVERFLOWY

CX_ST_CONVERSION_OVERFLOW |
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Spool Request Monitoring (SP01)

For spool request monitoring, execute SP01 and select as below:

e Put'*'in the field Created By
e (lick on execute button.

(e} 2 controlfer: Spool request selection screen
; B @ Fumer selecton crtena

Spool requests | Outputrequests |

20001 Request Number 1 - |2
Created By &
Date created B 13.0¢ 2006 _<_rj
Clent 602 £
Authorzation >
Output Device _¢J
Tile _31
Recipent __0_{
Depariment )
Sysiem Name EP2 9

Here we record only those requests which are terminated with problems.

Qe l8 &% @& HAPNGFTATERTES

WSo00l no. |Type|User nawe 0ate | Time |Status|Pages|Title

] 4576|(H [SAP_BATCH[13.04.2006)|00:31 1 |LIST1IS RSBDCREQ_SAP
L} 4575)3 |SAP_BATCH|13.04.2006|00:30 2 |LISTIS RSPO0O41_SAP
3 4574 SAP_BATCH[13.04.2006|00:30) - 5 |LISTIS RSPO1841_SAP
J 4573| SAP_BATCH|13 .04 2006({60:21| - 17 |LIST1S BOLATRUN_URB

4 Spoo) requests without output request

Monitoring Batch Jobs (SM37)

For Monitoring background jobs, execute SM37 and select as below:

e Put "' in the field User Name and Job name
e In]Job status, select: Scheduled, Cancelled, Released and Finished requests.
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Simple Job Selection
@ execute [ Extended job selection [l information

“ischod,  CRwessed  (IRessy (e CJFiished [ TEaniaed |
Job start condition
From [)13.04.2006 To [ 13.04.2006
® ®
or after event -
ABAP program name:

Transactional RFC Administration (SM58)

Transactional RFC (tRFC, also originally known as asynchronous RFC) is an asynchronous communication
method which executes the called function module in the RFC server only once.

Transactional RFC

Transactional RFC B
(& B

Display Period [ o | 'z

User Name : ] o | ]

TRFC Function - o

TRFC Destination o o | .

TRFC Status TR ] o ]

We need to select the display period for which we want to view the tRFCs and then select "*' in the username
field to view all the calls which have not be executed correctly or waiting in the queue.

QRFC Administration (Outbound Queue-SMQ1)

We should specify the client name over here and see if there any outgoing qRFCs in waiting or error state.
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Queue Destination * |
Waiting Queues Only ]

QRFC Administration (Inbound Queue-SMQ2)

qRFC Monitor (Inbound Queue)

Client 200/
Queue Name [* |
Waiting Queues Only (]

We should specify the client name over here and see if there any incoming qRFCs in waiting or error state.

Database Administration (DB02)

Database Performance: Tables and Indexes

Database System
Database ORACLE. ‘Date/Time of this Analysis  16.04.2010 20:00:57
= Q) Retesn | & ohecs | E somemmcs |
R CurrentSizes of
Total Nusber 8 [ Gunentaes > tablespacesin
Total Size/kB 87 562 240
oo Frean e
Minisus Free/ke 19.264
Max. Autoextensible/KB  286.720.000 | Freespace stasstes |
Testos traeres | Ousted AR
Totsl Nuaber 33.054 43408
Tota s1ze/m0 Wi oo (e
Rore than 1 Extent 1.923 2,381
Pissing fron Database 0 o sesecmkmoness |
Missing 1n ABAP DOIC 8 L]
Space-critical objects 0 0 B somesmems |
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After you select Current Sizes on the first screen we come to the below screen which shows us the current
status of all the table spaces in the system.

Memory Management: Tablespaces

PIAPCE? 170.967. 048 | 114,150 529 n | snm 65,056 | 45120000 9 | OLINE | WOV ACTIVE
PIARCEPSL) .95 | 2.984.4R0 L] 0 0 | 122 669.000 0 | ONINE | NOT ACTIVE
PSAPCERTES 17.617 608 13 440 9 Eo] 5.89¢ | 20 486 000 7 | ol | WOT MIIVE
PSAPLERDR $.120.008 L83 6 2 182 1,618 | 33.726 00 4 | OMLINE | WOV ACTIVE
PEAPCEPUSR 48 963 81 1 n 11 | 10.248.000 O | ORINE | NOT ACTIVE
PLAPSHIDR $.120 068 5116 859 L] £ 0 | 3.720.00 9 | ONLINE | WO ACTIVE
PSAPTERP 10.240.068 | 16237982 € ¢ § | 1925 08 § | ONIE | WOT ACTIVE
PSAPIGO 19.200.000 | 165.973 184 L " 91 | 16,248,000 9 | ORI | WT ACTIVE
STSMX .84 008 #0420 2 ¥ 2188 | 19.240 088 2 | GMINE | WOT ACTIVE
STSTER 624 689 1448 W 1.263 | 2568 | 10.240 0 § | OMLINE | WOT ACTIVE
Total 5 N9 468 | 172,521 %8 B | B | K28

If any of the tablespaces is more than 95% and the auto extent is off then we need to add a new datafile so that
the database is not full.

We can also determine the history of tablespaces.

Tablespace History

v e ——

e

STSMUX 1.624.680 8| 24 28 o) 2| 0| 98 1| 2188 6
PSAPUNDQ 240, 18.973184) 66816 1874 8| 6| 17 8 o 2
PSAPCEP 176,967, 114.156.528] 56.816.512 §12) B| osLMm 8| 85.65 1

We can select Months, Weeks or Days over here to see the changes which take place in a tablespace.

We can determine the growth of tablespace by analyzing these values.
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l Databiase Performance: Tables and Indexes IU&(&D&SE Performance: Tables and inderes
‘ L}

Database Performance: Tables and Indexes v - RO L ARSIV 6

N puabase Peformance: Tables nd ndexes

e
Nase o g

D naen | @creos | H Sewetass |

——— 1 Msstg tadens Dck of DS WEN B
et matr ' _ cmeeens |

Yool Si2vion Sk -3 Iadues #gsiag 10 e itidise g
Tetst Fraenh s s B tememienes |

Mot Fresss 19538 W i
M Atowtemsiale/ss 256 720,000  frewsece s | iades L]
Tanies ot e - — hon faees 0 00 Tty

et O]

Total Seter R 0w 1t [}
sl Srawke AN W e | se—

More Thin | Extest 1480 Ex ) 2 Ynra) v ]
o frm Sarbsn .  seacmoumes |

Eissing 18 ASSP DOLIC é £ ) bqum F)

e : © B e |

| Database Performance: Tables and Indexes

- G OO DS

Database Performance: Tables and Indexes

Datavase ORACLE Date/Time Of this Analysis 18 .04 2010 20:00:57
Namo che :

XN Remesh | &8 Checks | |S£5F  Space otatisucs |
Total Number e [ cumentszes |
Total Size/K8 87 w62 240
Total Free/k8 15 576 832 17 x |55%F  Space Stavsucs |
Hinimum Free/Ke 19 204
Max Autoextensible/KR 206 720 000 | Freespace Statistes |

Tanies tngexes [ Dot Ansiveis |

Total Numsber 33 054 43 A08
Total Size/ke 30 194 176 268 274 752 | sissing indees |
More than 1 Extent 1.923 2. 201
Misning from ODatabase o o
Miesing in ADAPF DDIC o o
Space-criticsl objects o o

'@ There are no critical tablesfindexes

Database Backup logs (DB12)

From this transaction, we could determine when the last successful backup of the system was. We
the previous day's backups and see if everything was fine or not.

We can also review the redo log files and see whether redo log backup was successful or not.

can review
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Backup Logs: Overview for Database CMP

Specifiesthe last
successful backup

Osstastacs

E
Quick Review
Daily Monitoring Tasks
1. Critical tasks
2. SAP System
3. Database
Critical tasks
No Task Transaction ‘Prnmdure / Remark
. ¢ onto the R/3

, [Check that the R/3System is up. F‘;’Sm

o Check that daily backup executed withouterrors DE12 ‘ Check database backup.
SAP System
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No |Task Transaction | Procedure / Remark
Check that all
1 | application servers are  |SMs51 Check that all servers are up.
up.
5 Check work processes SM=o All work processes with a “running” or a
(started from SM51). a “waiting” status
Global Work Process SM66 Check no work process is running more than
3 |overview 1800 second
. Set date to one day ago
o tﬂ:tg{;mp}é:gai SM13 * Enter * in the user ID
] * Set to “all” updates Check for lines with
terminates). o oo =
Err.
Set date and time to before the last log review.
Check for:
Errors
4 |Check system log. SMz1 * Warnings
* Security messages
* Database problems
-
. . Enter an asterisk (*) in User ID.Verify that all
5 |Review for canceled jobs. |SM37 critical jobs were successful.
6 |Check for “old” locks. SMaiz Enter an asterisk (*) for the user ID.
Check Review for an unknown or different user ID
7 for users on the SMog4ALo8 | and terminal This task should be done several
system. tim
es a day.
IE.rrter an asterisk (*) for Created ByLook for
8 |Check for spool SPom 1 jobs that have been “In process” for over
[problems. hour.
Check for:
g |Check job log SMay « New jobs
« Incorrect jobs
Review and resolve Look for an excessive number of dumps. Look
10 STzz2
dumps. for dumps of an unusual nature.
1 | Review buffer statistics. |SToz2 Look for swaps.
Database
No Task Transaction Procedure / Remark
Review error log for
! problems. SToq
Database .
. If tablespace is used more than 9o % add new data
2 |GrowthMissing DBo2 fle to itkebuild the Missing Indexes
Indexes
3 Database Statisticslog DB13
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Remote Function Call (RFC)
What is RFC

RFC is a mechanism that allows business applications to communicate and exchange information (in pre-
defined formats) with other systems. RFC stands for 'Remote Function Call’'

RFC consists of two interfaces:
1. A calling interface for ABAP Programs
2. A calling interface for Non-SAP programs.

Any ABAP program can call a remote function using the CALL FUNCTION...DESTINATION statement. The
DESTINATION parameter tells the SAP System that the called function runs in a system other than the callers.
Syntax-

CALL FUNCTION 'remotefunction'
DESTIMATION dest

EXPORTING f1

IMPORTING f2

TABLES tl =

EXCEFTIONS

Logical Destinations are defined via transaction SM59 and stored in Table RFCDES
Functions of the RFC interface

e Converting all parameter data to the representation needed in the remote system

e (alling the communication routines needed to talk to the remote system.

e Handling communications errors, and notifying the caller, if desired (using EXCEPTIONS parameter of
the CALL FUNCTION).

, (_-_-_-_-

RFC is a SAP protocol to handle communications between systems to simplify the related programming. It is the
process of calling a function module which is residing on a different machine from the caller program. RFCs can
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be used to call a different program on the same machine as well, but usually, it is used when 'calling’ and 'called'
function modules/ programs are running on separate machines.

uilll
it |

In SAP, RFC Interface system is used for setting-up RFC connections between different SAP systems, and also
between a SAP and an external (non-SAP) system.

Must Know Details About RFC

SAP Uses CPIC (Common Programming Interface for Communication) Protocol to transfer data between
Systems. It is SAP Specific protocol. Remote Function Call (RFC) is a communications interface based on
CPI-C, but with more functions and easier for application programmers to use

The RFC library functions support the C programming language and Visual Basic (on Windows
platforms)

RFC connections can always be used across the entire system. This means that an RFC connection you
have defined in client 000 can also be used from client 100 (without any difference).

RFC is the protocol for calling special subroutines (function modules) over the network. Function
modules are comparable with C functions or PASCAL procedures. They have a defined interface through
which data, tables and return codes can be exchanged. Function modules are managed in the R/3
System in their own function library, called the Function Builder.

The Function Builder (transaction SE37) provides application programmers with a useful environment
for programming, documenting and Testing function modules that can be called locally as well as
remotely. The R/3 System automatically generates the additional code (RFC stub) needed for remote
calls.

You maintain the parameters for RFC connections using transaction SM59. The R/3 System is also
delivered with an RFCSDK (Software Development Kit) that uses extensive C libraries to allow external
programs to be connected to the R/3 System.

The only difference between a remote call of a function module to another server and a local call is a
special parameter (destination) that specifies the target server on which the program is to be executed.

The RFC Advantages

RFC helps to reduce the efforts of programmers, by letting them avoid the re-development of modules and
methods at remote systems. It is capable enough to:

Convert the data into the format understandable by the remote (target) system.

Convert the data into the format understandable by the remote (target) system.

Call up certain routines which are necessary to start communication with the remote system.
Handle errors that might occur in the process of communication
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Types of RFC

Synchronous Asynchronous

sRFC aRFC
RFC

(pes
Transactional Queue(d)

tRFC qRFC

Synchronous

Requires both the systems (client and server) to be available at the time of communication or data transfer. It is
the most common type and is required when the result is required immediately after the execution of sRFC.

sRFC is a means of communication between systems where acknowledgments are required. The resources of
the Source System wait on the target system and ensure that they deliver the message/data with ACKD. The
Data is consistent and reliable for communication.

The issue is if the target system is not available, the source system resources wait until target system is
available. This may lead to the Processes of source system to go into Sleep/RFC/CPIC Mode at target systems
and hence blocks these resources.

Used for

e For communication between systems
e For communication between SAP Web Application Server to SAP GUI

Asynchronous

[t is communication between systems where acknowledgments are not required (it is similar to postcard
delivery).It doesn't require both the systems to be available at the time of execution and the result is not
immediately required to be sent back to the calling system.

The Source System resource does not wait for the target system as they deliver the message /data without
waiting for any acknowledgment. It is not reliable for communication since data may be lost if the target system
is not available. Used for -

e For communication between systems
e For parallel processing

Transactional

It is a special form of aRFC. Transactional RFC ensures transactionlike handling of processing steps that were
originally autonomous.

Transactional RFC is an asynchronous communication method that executes the called function module in the
RFC server only once, even if the data is sent multiple times due to some network issue. The remote system
need not be available at the time when the RFC client program is executing a tRFC. The tRFC component stores
the called RFC function, together with the corresponding data, in the SAP database under a unique transaction
ID (TID). tRFC is similar to aRFC as it does not wait at the target system (Similar to a registered post). If the
system is not available, it will write the Data into aRFC Tables with a transaction ID (SM58) which is picked by
the scheduler RSARFCSE (which runs for every 60 seconds). Used For
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e Extension of Asynchronous RFC
e For secure communication between systems

Queued

Queued RFC is an extension of tRFC. It also ensures that individual steps are processed in sequence.

To guarantee that multiple LUWs (Logical Unit of Work/ Transaction) are processed in the order specified by
the application. tRFC can be serialized using queues (inbound and outbound queues). Hence the name queued
RFC (qRFC). Used For

e Extension of the Transactional RFC
o For a defined processing sequence

e Implementation of qRFC is recommended if you want to guarantee that several transactions are
processed in a predefined order.

Types of RFC Connections

Configuration of RFC Connections

Q02 O]
—
RFC Connections | Type
P ([ ABAP Connections | 3
b (3 HTTP Connections to External Server G
P (3 Internal Connections |
P (O SNAICPI-C connections S
P (3 TCPAP connections | T
' Connections vi AP Driver X
P (3 Connections via ABAP Drive

Type 3 - entries specify the connection between ABAP systems. Here, we must specify the host name / I[P

address. You can, however, specify logon information if desired. This is applicable for both type of RFCs,
between ABAP systems and external calls to ABAP systems

Type I - entries specify ABAP systems connected to the same database as the current system. These entries
are pre-defined and cannot be modified. Example entry name: ws0015_K18_24

ws0015=host name

K18=system name (database name)

24=TCP-service name

Type T - destinations are connections to external programs that use the RFC API to receive RFCs. The

activation type can be either Start or Registration. If it is Start, you must specify the host name and the
pathname of the program to be started.

How to Code an RFC

1.In the function module attributes tab (transaction code SE37), set the processing type as Remote-enabled
module to create a remote function module.

Page 96 of 214




Function module 27_MM_GET_USER DETAILS | Actire

| ' 2202 | Reminger mail sert o make goods receipt
Short Tex Sand user details 1o ODA for reminger mailfor goods receipt

Last Changed By (EOPANSOS
Changed on 10871472086
Package 2_OPERA_SRN
Program Name SAPLZZNGD
INCLUDE Name L2Znmezuet
Orgmal Language  EN

Not releasad

2.Write the code for the function module.

*get user details from SRM system
CALL FUNCTION '2Z_MM_GET_USER_DETAILS' destination 1_dest

EXPORTING
p_objectid = 1_objectid l
IMPORTING
p_userid = 1_userid
p_fullnase =1 funnaoe !
p_enail = 1_enail :
p_langu =1 langu :
p_userid_po = 1_userid_po
p_fullname_po = 1_fullnane_po
p_enail po =1 elail_po
p_langu_po = 1_langu_po.

3.Define the destination of the RFC server in the RFC client system that calls the remote function ( via SM59
transaction).

Conﬁguraﬂon of RFC Connections
QlﬂlDlllG’mlﬂll

RFC Connections | Type | Comment
D L] ABAP Connections 3

b [ HTTP Connections to External Server 6

b [ Intenal Connections |

P [ Logical Connections L

b [ TCPAP connections T

P [ Connections via ABAP Driver X
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4.Declaring Parameters: All parameter fields for a remote function module must be defined as reference

fields, that is, like ABAP Dictionary fields.

5.Exceptions: The system raises COMMUNICATION_FAILURE and SYSTEM_FAILURE internally. You can raise

exceptions in a remote function just as you would in a locally called function.

Debugging Remote Function Calls

e Itis not possible to debug a remote function call to another system.

o However, when testing ABAP-to-ABAP RFC calls, you can use the ABAP debugger to monitor the

execution of the RFC function in the remote system.

e With remote calls, the ABAP debugger (including the debugging interface) runs on the local system.
Data values and other run Page 197 information for the remote function are passed in from the remote

system.

How to Configure & Test RFC Connection

in SAP

This tutorial is divided into 4 sections
Step 1: Setup an RFC connection
Step 2: Trusted RFC connection

Step 3: Testing an RFC connection

Step 4: Error Resolution

Step 1: Procedure to setup an RFC connection:

Enter Transaction Code SM59

o
|~ “r 0 =
C £a Favortes

e[,m,q . }1 1 e@c

SAP Easy Access
OE & &85 . v A

In the SM59 screen, you can navigate through already created RFCs connection with the help of option tree,

which is a menu-based method to organize all the connections by categories.

RFC Destinations

—B3 R/3 connections
[~ CUA_TRUSTED CUA_TRUSTED
[CentraiMonitoringServer-XIAlerca Used to send XI Alerts to the Cencte
[ Dummy For ALE deactivation
—FF_GRC CHX FOR GRC
[ IRBCLNT222 IRBCLNT222
[ QAACLNTSOD QAACLNTS00
—QAVCLNTS70 SCH QAV Client 570
[~ QBACLNT300 QBACLNT300
I~ QGVCLNT280 QGVCLNTZ280
—QEVCLNTS00 BW QKV Client 300
T QEVCLNT700 QNVCLNT?700
T QHACLNT?70 QHACLNT?70
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Click the 'CREATE' button. In the next screen, Enter -

o RFC Destination - Name of Destination (could be Target System ID or anything relevant)

o Connection Type - here we choose one of the types (as explained previously) of RFC connections as
per requirements.

e Description - This is a short informative description, probably to explain the purpose of connection.

RFC Destination EI6

RFC Destination ElS
[ Connection Type 3 ABAP Connection Description ]

[ .
-:A Description 1 Test Connedwn)

Description 2
Description 3

After you 'SAVE' the connection, the system will take you to 'Technical Settings' tab, where we provide the
following information:

o Target Host- Here we provide the complete hostname or IP address of the target system.
e System Number - This is the system number of the target SAP system.
e Click Save

Target System Seftings
Load Balancing Status
Load Balancing O VYes ® No

lTaruot Host 10112 49 40 System Number 00 ]
! a5

Save as OHotenamol @ IP Address 101124940

System IP address/ Hostname and System Number of the Target system for
setting up the connection

In the "Logon and Security' Tab, Enter Target System Information

Language — As per the target system's language

Cllent — In SAP we never logon to a system, there has to be a particular client always, therefore we need to
specify client number here for correct execution.

User ID and Password - preferably not to be your own login ID, there should be some generic

ID so that the connection should not be affected by constantly changing end-user IDs or passwords. Mostly, a
user of type 'System' or 'Communication’ is used here. Please note that this is the User ID for the target system
and not the source system where we are creating this connection.
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Trumai&r;bm ®No  OvYes (T Logon Screen

| Status of Secure Protocol

Authorization for Destination

. x = )

Logon
Language EN
Chient 801
User basis (] Current User Logon details for
PW Status 18 initial » | the TARGET
Password ) SYSTEM

Click Save. RFC connection is ready for use

Note: By default, a connection is defined as aRFC. To define a connection as tRFC or qRFC go to Menu Bar ->
Destination aRFC options / tRFC options ; provide inputs as per requirements. To define qRFC, use the special
options tab.

Step 2: Trusted RFC connection There is an option to make the RFC connection as "Trusted'. Once selected, the
calling (trusted) system doesn't require a password to connect with target (trusting) system.

[ Remote Logon || Connechon Test || Unicods Test | 157
RFC Destinason SM_CBDCINTB00_READ
Connection Type 3 ABAP Connecton Descripton
Description
Descripton 1 Oenersted Destinabon
Oescripton 2
Oescripton 3
| Trusted SystemLogon Screen Status Switch to
Trusted System  ONo - i ”| Trusted
T T mode,
n'lﬂcl
o Yor Destnet
[ogon .~
Language Ex
Chent 600 No
User SOLMANCRP200 [ Current User Password
P Status Iu INTLial I - -» | Required

Following are the advantages for using trusted channels:

e Cross-system Single-Sign-On facility

e Password does not need to be sent across the network

e Timeout mechanism for the logon data prevents misuse.

e Prevents the mishandling of logon data because of the time-out mechanism.
e User-specific logon details of the calling/trusted system is checked.

Page 100 of 214




The RFC users must have the required authorizations in the trusting system (authorization object S_RFCACL).
Trusted connections are mostly used to connect SAP Solution Manager Systems with other SAP systems
(satellites)

Step 3: Testing the RFC Connection

After the RFCs are created (or sometimes in the case of already existing RFCs) we need to test, whether the
connection is established successfully or not.

@annecnnn Edit OGoto F::'g-t. Utilities(M)  Systern  Help
(V] = Q| Test [ Connection Test CHisF3 I
RFC Destination CEQCL.Simortorn  CvF7 |———|
el - . e — Unicode Test Clri+F5 v/
{ Remote Logon || Connection Test |f unicode Test |

REC Destnation CEQCLNT300

Connection Type 3 | ABAP Connection Description

Description

bescnpnon 1 SAP ECC Quahty System

Description 2

Description 3

As shown above we go to SM59 to choose the RFC connection to be tested and then we expand drop down
menu - "Utilities->Test->...". We have three options:

Connection test -> This attempts to make a connection with the remote system and hence validates IP address
/ Hostname and other connection details. If both systems are not able to connect, it throws an error. On
success, it displays the table with response times. This test is just to check if the calling system can reach the
remote system.

Connection Test CEQCLNT300

Connecton Tipe SAP Connecion

Output (Response times)

P [Resun after successful Connection
Logon 62 maec Test

Transter of O KB O meec

Tramster of 1068 1 msec

Transter of 20 %8 1 e

Transter of X0 ¥B 1 mnsec

Authorization Test -> It is used to validate the User ID and Password (provided under 'logon and security' tab
for the target system) and also the authorizations that are provided. If a test is successful, then the same screen
will appear as shown above for the connection test.

Unicode Test -> It is to check if the Target system is a Unicode or not.

0 [Yugel IS 3 unicode system (character sie 2) ]

Output after successful

Unicode Test

Remote Logon ->This is also a kind of connection test, in which a new session of the target system is opened,
and we need to specify a login ID and Password (if not already mentioned under 'Logon and Security' tab). If
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the user is of type 'Dialog' then a dialog session is created. To justify the successful connection test, output will
be the response times for the communication packets, else error message will appear.

g | *1dH @@ DHR 0o DD o6

(3 Start SAP Easy Access
g | vdH C@e DHR Dhos E @8
SAP Easy Access
P S &othe meru &85 . v & [PHceatsrde gl 5

[ Accounting
3 HUMaN Resources
LJ Inforrnation Systerrs

J Took

J Bndge Spedfic Transactions

Step 4: What went wrong?

If somehow the RFC connection is not established successfully, we can check the logs (to analyze the issue) at
0S level in the 'WORK' director. There we can find the log files with the naming convention as "dev_rfc" and the
error description can be read from such files.

Path for ‘Work’
directary at OS
level

ThSAPOCHINIT' : cmRco=2 thRo=679

snmunsaCP (Tranaactcion: )
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Work Process

SAP system resources and they are responsible for processing all the tasks executed by the users.

Work process are 5 types in every central instance.

DVEBMGS
D - Dialog

V - Update

E - Enqueue

B - Background
M - Message

G - Gateway

S - Spool

Dialog work process (DIA)

It is the only Work Process to Interact directly with SAP System.

Act as Engine.

It should be 2 for Every Server (DIA-2).

Parameter is, RDISP/WP_NO_DIA=Total no. of DIA’s

It is only process which is used to communicate with the user’s interactivity.

Take the request and process the user request.
SM66 - Global WP Overview
SM50 - Local WP Overview

)

& | sms0 | « [

SAP Easy Access

2 & | & | &aOther Menu e g &

o eH @ae & lall-1
Work of AS x_SND_00
DA R rewokrocssoy B FI AT BEOG THRE O

el HDLH D0 ™

Time 25.01.2024, 17:42:14

Total Humbes of Work Processes 20

Diakog 10 / 9 (Total/Free) , Average Load = ( 0.097 / 0.070 | 0.077)
update 1/'1 (TotalfFree)

Background 7/ 7 (Total/Free) , Average Load = ( 0.006 / 0.012 / 0.011)

spool 1 1 (Total fFree)

Update Task 2 1/ 1 (Total/ Free)

Configurable: 0

B Num. Type | Process B WP SWfus OnHod'  Faiires LockedSem. |Requ.. CPU Time
0 o 41,08 Runang 00253
1 om 41,097 Wating 00:02:30
2 o 41,088 Watng 00:0229
3 o 41,099 watng 00229
4 oA 41,100 Wating 00:03:44
5 DA 41,101 Wating 00:02:37
& DIA 41,102 Wating 00:02:49
7 oA 00:02:44
8 DA 00:02:10
9 oA 00:02:41
10 UPD 00:00:08
11 8TC 00:11:24
12 8TC 00:15:32
13 8TC 00:21:02
14 8TC 00:10:04
15 BTC 001832
16 8TC 00:10:44

Tine Proity  Executed Program

i |user Current Acton Current A
300 MMOKSHITH -

SHD (1) 300 ¥ | beisndbox | THS o
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Update work process (UP-1)
Initiated by Dialog Work Process.

Used for Update the User Records.

Eg: User 1d, Password, Parameters, Authorizations etc,.
These are Min-1 & Max-2 for any Server.

Parameters are,

RDISP/WP_NO_VB=1¢Critical Updates.

RDISP/WP_NO_VB1=10Normal Updates.

It is used to update the database by reading from the tables. Update the user records into Database.

There are two types of update work processes V1 update-processes & V2 update-processes.

V1 update-processes (UPD) handle time-critical database changes (high priority database updates)

V2 update-processes (UPD2) handle non-time-critical database changes (low priority database

updates)

SM13 - To check if they are any failed updates.

] -~ « @& ;e
Update Reguests: ITrnnitial Screerr
o | B

Client
User MMOKSHITH

Status
“rcanceled
To be updated
Wi executed
w2 Executed
= Al Global Wiews

Selection
From date 25.01.2024 To date
From time o0o:o0z00 To time

Maximum no. records 55,999

Update server

Update System | &= Administration

SM14 - We can check whether active or not.

@ v« eae
Update Program Administration
43 A2 statistics

w Update \ Server Server groups Parameter

HE o=

HE @@=

Status Update is active

| Canceled Update Requests |

| All Update Requests |

| Reorganize update requests |

Deactivate
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Enqueue work process (ENQ-1)
Initiated by Dialog Work Process.

Used for Lock & Un-Lock User Objects during DB Update
Parameter is, RDISP/WP_NO_ENQ=1

Every Server should be having 1 Enque Work Process.

It is responsible for locking mechanism and used to lock or unlock the records during an update.
Whenever one user is working on particular job on that time the system will be automatically locked
the particular user.

SM12 - Lock entry

@ v« eGae HE o=
Select Lock Entries
List

Table name

Lock argument

Client 300

User Name MMOKSHITH
9 -]« eqe@ =@ AR o=
Lock Entry List
GRefresh  Avews T ELF 2 FTF 8B A TERT B I

B3| Client User Name Date/ Time | Lock mode Table name|Lock Argument|Counter 1 Counter 2| Context Draft ID Context Component

| No lock entries found

Background work process (BGD-2)
Initiated by Dialog Work Process.

It having the Time Taking & Long Running Jobs.

Parameter is, RDISP/WP_NO_BTC=Total no. of BGD’s.

It having Restriction Time is 1800sec.

Parameter is, RDISP/MAX_WPRUN_TIME=1800/2000sec
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It is the process of programs that can be executed without user interaction and doesn’t any particular
time limit.

SM36 - Define Background Job

Define Background Job

|P start condition 27 step wilob selection  C20wnjobs %% Job wizard Standard jobs

General Data

Job Mame

Job Class C

Status Scheduled
Target

Spool List Recipient

Job Start Job Frequency

Job Steps

Enter Job Name and after click on Job selection

Simple Job Selection

(ZrExecute [ Extended Job Selection  [£]Information

Job Name B
User Name MMOKSHITH
Job Status
Sched. v|Released v|Ready V| Active |Finished v|Canceled
Job Start Condition
From [E 25.01.2024| To  [BE|25.01.2024
From & To @
Or after event v
Job Step
ABAP Pragram Mame
Go back and click on start condition
Define Background Job
™ start condition 2 Step L Job Selection [ Own jobs 240 Job wizard Standard jobs
x|
[immediate ] [_Date/Time ] [_Afterdob | [ afer Event ] [__operation Mode | (=)

Date/Time

After Job Operation Mode

After Event

~ check |[F](3€]
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SPAD - Administration

SM37 - Check the status

Spool work process (SPO-1)

Initiated by Dialog Work Process.

Parameter is, RDISP/WP_NO_SPO=1

Every Server should be having 1 Spool Work Process.

Used to take Doc Prints from Output Devices Eg: Printer, Fax

It is used to O/P the documents to Printers/Emails/SMS

Simple Job Selection
(ZrExecute  [|Extended Job Selection  [Llinformation
Job Name ,
User Name MMOKSHITH
Job Status
Sched. Released Ready Active | Finished
Job Start Condition
From [= 25.01.2024] To [E|25.01.2024
From & To ®
Or after event v
Job Step
ABAP Program MName
] “l«H e@e® T ewm

Spool Administration: Initial Screen

Extended admin.  Full administration

/' Devices [ servers | Admin.

-
Output Devices i
Spool Servers

Access Methods
Destination Host

Click on Output Devices Display

Canceled
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] v« 0@ 2R DhoaH S5 om
Spool Administration: List of Output Devices ( 18 entries)
g HRHNET g =

Dev. K|Dev. type |Spocl servers Location or message G
FRONTEND PRINTER F| SREWIN

HSIL Frontend Dotmatrix Print (F|/OBIZ/PS

IVL Frontend Dotmatrix Printer|F|/OBIZ/PS

LABEL FRONTEND PRINTER F| SHINCF

LABEL STICKER PRINTER G| ZSWINCF For External Labels

LPO1 L|HPLJIIID Beispieldrucker. Mit SPAD anpassen. X
Line printer CD2 Secbad F| ZFTXLPP Secunderabad-CD2

PIPES-LABEL PRINT G| SRPWIN For Internal Stickers

PIPES-LABEL PRINTL G| SAPWIN

Printer for Bhiwadi F| ZCHEQUE

Brinter for Inv with Ac Meth G|G| ZINVOICE

Brinter for Invoice G| ZINVOICE

Printer for Invoice in BBNR F| ZINERINT

Printer for cheque printing F| ZCHEQUE

Printer-PF Annual Rpts F| POST2

Printer-PF Rpts Form 12A,5,10 |F|JPHPLJ4

Webgui printing F| PDFUC

frontend dot matrix printer F| ZINVOICE

Click on edit to create new printer

Spool Administration: List of Output Devices (Change) ( 18 ent

G THS2FT OB g =
Dev. E|(Dev. type |Spool servers Location or message G
FRONTEND ERINTER F| SAPWIN
HSIL Frontend Dotmatrix Print |F|/OBIZ/PS
IVL Frontend Dotmatrix Printer|F|/OBIZ/PS
LABEL FRONTEND ERINTER F| SWINCF
LABEL STICKER PRINTER G| Z5WINCF For External Labels
LPO1 L|HPLJIIID Beispieldrucker. Mit SPAD anpassen. X
Line printer CD2 Secbad F| ZETXLPF Secunderabad-CD2
PIPES-LABEL PRINT G| SREWIN For Internal Stickers
PIPES-LABEL PRINT1 G| SAEWIN
Printer for Bhiwadi F| ZCHEQUE
Printer for Inv with Ac Meth G|G|ZINVOICE
Printer for Invoice G| ZINVOICE
Printer for Invoice in BBNR F| ZINPRINT
Printer for cheque printing F| ZCHEQUE
Printer-PF Annual Rpts F| POST2
Printer-PF Rpts Form 12R,5,10 (F|JPHPLJ4
Wekgui printing F| PDFUC
frontend dot matrix printer F| ZINVOICE
Click on create symbol
(] |« e @
Spool Administration: Create Output Device
Output Device & Short Name
Description

. DeviceAttributes | Access Method OQutput Attrbutes Tray Info

Device Type

Spool Server
Server Description
Host Real Server

Device Class Standard printer -
Authorization Group

Model

Location

Message

Lock Printer in SAP System
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SPO01 - Print the check outputs

] MR eae S8 ew
Output controller: Spool request selection screen

& «p E& F £ Further selection criteri...

.~ Spool requests | Output requests

T 2
Spool Request Number |

B EoR 3 RREE &

L i

Created By MMOKSHITH
Created On 29.01.2024
Client 300
Authorization

29.01.2024 =]

Qutput Device

Title

Recipient

Department

System Mame SND

& v« Qe =ik HNhadhH IR o=
Output Controller: List of Spool Requests
o ETE DS M4 » M ESFEETFTE [

u
L }pool no. |IType|Date |Time| Status |Pages|Title

List does not contain any data

Message Server

It is responsible for communication between SAP applications.

It is responsible for load balance activity

CI (00)

Dispatcher-1 | —
Wr- WP- WP-

1 2 n

I]i_sp Mth.ﬂ_z - Message Sever
W- | WP- | WP-
1 2 n

Dispatcher-3 K—

Wp- WP- WEP-
1 2 n

Note:
Here Dispatcher Range from 00 to 99 Only.
WP- Work Process.

Used for Load Balance on Dispatchers.
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It is looking for 1st Dispatcher (CI) if 1st Dispatcher Busy Message Sever Assign the Request to 2nd Dispatcher

likewise Cycle will be going on.

SMLG - To create logon groups
@ l«H e@@ 2R HNhoadh FH0 o

CCMS: Maintain Logon Groups
S [ & i07Delete Assignment {ifDelete Group 0rRemove instance pa B & 71 =2 T H =

@

[i]

Logon Group|Instance Status

brlsndbox SND 00| @
HER group |hsprdci HER 00

SMMS - Message Server Monitor
V] | « eoe =i HE @R

Message Server Monitor
[E & @ % Releaselnfo | ¥ | & FT BB BHE TEBEH A

Message Server Running on : brisndbox / sapmsSND ( 3601 ), Internal Communication : 3901 (SSL activated)

Trace level : 1
**=* 1 AS instances logged on™***

B\ AS Instance Host Mame Services Server Status Trace
ibrbndbox_SND_[]U ibrlsndbox Dialog Batch Update Upd2 Spool ICM Active Off

Gateway Server

Security Vulnerability
It is used to communicate between SAP to SAP and SAP to Non-SAP systems

SMGW - Gateway Monitor

(/] v« e@re =M P00 e
Gate y Monitor for AS Inst: brisndbox_ SND_00 / Active Connections

Re % a2 IF &7 BB BEw THLHE G

Trace Level = 1 (Logging Activated) MNumber of Starts: 1
Connections : 0 / 2000 (Current / Maximum) Logged on Clients : 6 / 1000 (Current / Maximum})
Memory Consumption : 0 Bytes / 100 MByte (Current /| Maximum) Remote Gateways : 1 / 1000 (Current / Maximum})

SSL activated (Port=9455)

User Status Symbolic Destination ConvID Protocol Last Request SAP

EL Nu.. |Local LU Name Local TP Mame LU Name TP Name
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START & STOP PROCESS

START the Process

Open PUTTY and Enter the IP Address
Enter username and password

First start DB and then start the application

EP PUTTY (inactive)
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STOP the Process

Open PUTTY and Enter the IP Address
Enter username and password

First shutdown the application then after shutdown the DB.

Start & Stop process in windows

Startup Process

Double Click on,
SAP MMCHSelect Our Server@Right Click on Server@All TasksPIStart.

Eg:
Serveris, ECC, DMO etc,.

Central Instance (CI)

0s — DB
Collector

Message
Server=Dispatch +

Work Process

‘:D Dialog

Instance

Page 112 of 214




Stop Process
Double Click on,

SAP MMCHSelect Our ServerlRight Click on Server@All TasksEStop.

Eg: Server is, ECC, DMO etc,.
Central Instance (CI)

0s — DB
Collector

{ ]| Message
Server=>»Dispatch +

Work Process

<::I Dialog

Instance

SAP Stopping in Real Time Procedure

Check out Logged on Users by Using T-code as SM04.

» We have to Send System Messages for All Active Users using T-code as SMO0Z2.

» Check whether Background Jobs Are Running or not using T-code as
» Enter the Program Name as,

RSBTCTRNS1 - For Pause.
RSBTCTRNS2 -For Resume.
Note:

/n - For Back Page.

/o — For New Page.

Logical System Creation

In SAP command line enter the T-code as BD54

4 (== 1]
Menu Edit Favorites  Extra

s System  Halp
| & o 1 4H Cee DHR DDLD DR 28
§AP Ea§y Access

CIE N & otermens NI Sroste s I recion weor-]

© 1 omo 1) 800 B8] sapserver [INS | |7

[
Wistart| | (3 & © * | T ssomme ) 549 BASIS ADMIN.doc - .. | 1D 5AP Logon 540 I SAP Easy Acces: D55 suzem

Click on Continue
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=
Table Edit  Golo  Systern  Help

& | Ll = I I T === i - T e = W s e (o =

Sl sar

Maintain Table Views: Initial Screen

) Find Maintenance Dialog

[=- Infarmation 5]

o «

© | oMo (1) 800 b8l | sapserver | NS |

dstart| | (B 45 (o0 | g sapmmc | 17 sar BAsts AomiM.dec - ... | 2 SAF Logon &40 | [T Maintain Table views:... (DT eazrm
Click on Change/Display and then Continue Click on New Entries

= il SAP

Tableview Edit Gota  Selection  Utilities(y  System  Help
| = 1B e@ea SHE nnan BE @@

Change View "Logical Systems™: Overview
Log.System |MName i
I All System client 800

| Ja1ni Auto ID Node 1
[ |a1nz Auto ID Node 2 |
| |a1n_s08 \Auto 1D Mode 2.1 client 800
| |A1H_80BNE1 Auto 1D Mode client 00 0B 1
| |#POCLNT180 APOGLNT100
|_|APOCLNTSE0 APGCLNTEO0
[ |#POCLNTEE1 APOCLNTEO1
| |aFoOCLNTEEZ APOCLMTEO1
| |#POCLNTE10 APOCLNTEO
| |aT2CLNTORT ATZ System
| |e2B_IDES  BTE IDES IAC
| |e2TCLNTEEG ID3 client 200
| |BsicLnTiE0 BATCLNTI0D
| |BA4cLNTIE0 BATCLNTIOO
| |eeP_pIr Frosurement nach IDES
| |PCB19CNTRL BCE18 Central System
| |ECE19MDREF BCE19 Master Data Refersnce Systerm
| |EC619FROD1 BCE18 Manuracturing site 1
| |EC619PRODZ BGET9 Manuracturing site 2
| |BCE195aLES BG4 Sales System =]

BC_CONSOL

[En|a): 1L

[ U [ omo 1y 200 B[ sapserer [ns [ [ 2

Bistart| | (@ @ © > | B sepmme

| 1) sep Basts apmiM.dec - ... | 2 SAP Lagan 40

Change View "Logical ...

Enter the Logical System and Name

=
Table View Edit Goto  Selecion  Utilities(M) Systern  Help

& 22220 oiH e@ee Dk onon BE @@

New Entries: Overview of Added Entries

Logical Systerns
[ |iomsystern [name
DEYCLNT101 [administration

4

[ I T T I O O O O O R

(] R I R O R R

] 0]

[ L[ oMo ¢y g00 P2l [ sapserer [Ins [ [ 7
@istart| | (@ & © > | “F sapmme | ] sap Basis apmn.doc - ... | I saP Logan sao | [/ New entries: overvie... 0% B smsrm

Then Save it and Continue

Page 114 of 214




= =1 = =
Table Edit Goto System Help

[& O H I ©eEe DHR Dnon BE @
Maintain Table Views: Initial Screen

fHl Find Maintenance Dialog

= Prompt for Warkbench request

View Maintenance: Datz ¥_TBDLS

Reguest DHEKIEOOOZ Waorkbench request
EShort Description MME

) [B)[3) om rece|

[ Cormpiling %_CTROBJ in separate task U [ omo () 200 F3)| sapserver | INS | |7
s
@istare| | (@ @ © * | T ssprme | 13 sap BAsIS apMmM.doc - ... | I SAP Logen 840 |[IE Maintain Table views:... D75 W 647 Pm

Managing Queue

Queue is used to validate support packages for different SAP components in system landscape. Managing the
Queue has below stages

1. Defining Queue
2. Importing Queue
3. Verifying Queue

Define Queue

Step-1: Go to SPAM transaction.

[ Menu Edt Favortes Extrgs System Hebp =
e - AEISHE DDON NE 0W
SAP Easy Access
& > 4&aoOthermenu Yo v & [3create role

B3 Favorttes

¥ [ SAP Menu

3 office

23 Cross-Application Components
23 Logistics

23 Accounting

3 Human Resources

23 information Systems

23 Tools

23 webClient UI Framework

v v v w v v v w

Step-2: Click on Display/Define.
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Support Package Manager - Version 7.31/0045

Queue

Step-3: A list of installed software components (SAP_BASIS, SAP_HR, SAP_BW etc.) is displayed.

Component Software C SP-Level
ESAP_BASIS ] 731 0002
SAP_ABA 731 0002
PI_BASIS 731 0002
ST-PI 2008_1_700 0005
SAP_BW 731 0002
GRCPINW V1000_700 0008
LCAPPS 2005_700 0010
MDG_FND 731 0002
SAP_AP 700 0026
SAP_BS_FND 731 0002
WEBCUIF 731 0002
MDG_APPL 606 0002
SAP_APPL 606 0002
SAP_HR 604 0046
SAP_HRCAR 604 0046
SAP_HRCAT 604 0046
SAP_HRCAU 604 0046

AR sinene

oA

%

el

Display/define

Anar

Support Package
SAPKB73102

SAPKA73102
SAPK-73102INPIBASIS
SAPKITLRDS
SAPKW73102
SAPK-10308INGRCPINW
SAPKIBHD10
SAPK-73102INMDGFND
SAPKNA7026
SAPK-73102INSAPBSFND
SAPK-73102INWEBCUIF
SAPK-60602INMDGAPPL
SAPKH60602
SAPKE60446
SAPK-60446INSAPHRCAR
SAPK-60446INSAPHRCAT
SAPK-60446INSAPHRCAU

AR FoAACTMIC AR LIRAR—

Short description of the component
SAP Basis Component
Cross-Application Component

Basis Plug-In

SAP Solution Tools Plug-In

SAP Business Warehouse

SAP GRC NW Plug-in

LC Applications (LCAPPS) 2005_700
MDG Foundation 731

SAP Application Platform

SAP Business Suite Foundation

SAP Web UI Framework

MDG Applications 606

Logistics and Accounting

Human Resources

Sub component SAP_HRCAR of SAP_HR
Sub component SAP_HRCAT of SAP_HR
Sub component SAP_HRCAU of SAP_HR

Al e ek FAND LIRARC £ CAD LN

Step-4: Once the required component selected, the current queue appears with the Support Packages available

for the selected component in the system.

If the displayed queue meets the requirements, confirm it by choosing Confirm Queue.
Step-5: If the queue successfully defined, the status bar shows the message "Support Package queue defined

and saved".

Importing Queue

Once the Queue defined, need to perform 'Import queue' to start importing the selected support pack.
Step-1: Click on Support Package --> Import Queue

Envronment

System

Help

S0 0%

- Version 7.31/0045

[=| support Package ] Edt Goto Extras  Utikties
¢  Load packages » E X
Exk Shift+F3
Queue f;;

B;;-)tay/defne

Step-2: It opens a new dialog box and the support package import has been started.
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Confirm Queue

As a last step, we need confirm the queue has been imported successfully.

This process is required to import Support Packages in the future. If queue not confirmed, then support

packages can't able to inform in future.
Step-1: Once Queue imported, SPAM status becomes YELLOW like below.

SPAM status: oD

Step-2: Now click on "Support Package --> Confirm" to confirm the package.

= Support Package ] Edx Goto Extrgs Utities Enwvronment System  Help

¢ Load packages » R Y S0 @
- Version 7.31/0045

Exit Shift+F3

o= 2
Queue P Display/define L

Step-3: After successful confirm, SPAM status becomes GREEN like below.

Support Package Manager - Version 7.31/0045

EC Ul P H)
= 7
Queue o Disply/define J
Directory Status
) New Support Packages
Aborted Support Packages No queue has been defined
Imported Support Packages ISPAM status: (061 l

Al Support Packages

K  Dsphy G Package level |

Logs

Import Log: Displays Support Package Manager Phases logs used by transport control program. To open import

log, click on Go to--> Import log -->Queue
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[Z Support Package Edt | Goto | Extras Utities Envronment System  Help

o - Status > ! 5 E @ g
—— = ] Object kst L :

Support Package ||  Imoort Logs >  Queue Shift+F8

= | Action Log Shift+F9 Support Package
- &
: g [gé = = Queue Calculation Log : SPAM/SAINT Update
Back F3 | toSystemlog

Queue B ospayldefne |

Action Log: Displays actions information taken during the individual phases and has detailed information. To

open action log, click on Go to-->Action log.

[E Support Package [Edt | Goto | Extras Utities Environment System  Help

o - s > 1LY
| Object st »
Support Package | imoort Logs » 10045
’ Action Log Shift+F9
C ) Vs
“XHS (& Queue Cakulstion Log
Back F3
Queue }"9 Display/define I

Enable SAP*

Whenever we install SAP 1st time in our system by default SAP* was in Disable
Mode.

Parameter value is”1” and we need to change this value to “0”.

Navigation is,

Login with Default client 800 with the User of SAP USER and the Password
isindia123.

< | oo deea CRE nhan R @@

= == &
Menu Edit Favorites Exiras System Help e

SAP Easy Access

N o e = M= =S o o JI[© ~ssenvees |l Documeniion]

[ Favorites. y
~ <3 SAP menu

> [ office ’ &
[ Cross-Application Components
[ Collaboration Projects
1 Logistics
[ Accounting
[ Human Resources
[0 Information Systems
[ Tools

AR A4 A4

[ U | omo 1) 800 B3] sapserver | INS |

Lz

Aistart| | (@ & © > | B sapmme | ) Document1 - Microsoft ... | i) SAP Logon 640 |[7 5P Easy Access 05 W 1240 P
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In SAP Command line enter the T-code as RZ10 (Static i.e., if we done any changes
then we need to Restart Server to effect the changes.)

Menu Edit Favorites Extras System Help

SAP Easy Access
I B[ omermen]

[ Favorites
=~ 3 SAP menu
[ office
[ Cross-Application Components
[ Collaboration Projects

[ Logistics

[ Accounting

[ Human Resources

[ Information Systems

[ Tools

R A

[ U [ omo (1) 800 BFl[ sapserver [INS [ [ 7

Aistart| | (@ & © > | B sepmme | 58 bocument - Microsoft ... | ) 5aP Logon 640 |[iE saP Easy Access KT w8 12500

=1 1 =1
Frofile  Edit  Soto Ulilities  Systerm  Help

[ R I N b flrn BN

Edit Profiles

Frofile I =

warsion [

Edit Profile
@ Administration data
© Basic maintenance
© Extanded maintsnance

[ L | omo 1) soo b | sapsarver [ 1Ms 7
Aistart| | [ @ ) | % seomme | 18] Documents - microsart .. | 2 Sap Lagon 64 |7 Edie profites S W8 12155 Pm

Profile Selected from browser > Default

le Edit Goto Utlities Systern  Help

Edit Profiles

[ Create ||&8 Check Copy Impart
Profile DEFAULT [® ¢[Defaut pronie 5}
Version 008022 ¢ [Saved, activated 3

Edit Profile
@ administration data
O Basic maintenance
O Extensed maintenance

[ & [ omo 1y eoo | sapserver [Ins | [ 7

Wistan| | (3 & © * | % saprome | 8] pocument - Mieroscre ... | I sap Logen s40 [ Ecatrrofies T toiem
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Select the Radiant button @ Extended maintenance
=
| Profile Edit Goto Utilities  Systern Help

| & B JBeee  CHE Shas  BE I @F

Edit Profiles

[ cCreate || g8 Check Copy Impart

Profile DEFAULT
wersion 2z
Edit Frofile

O administration data
O Basic maintenance
i@ Extended maintenance

€~ Display |[&# Change

[ U omo 1y 500 B sapsewer [ins | [ 2
distart| | (2 @ @ > | sapmme | 8 pocumentt - Micrasoft ... | I Sép Logon 640 || Edit Profiles 952 W 106 PM
Click on change
|I:w = W
Profile  Parameter Goto  System  Help
|@ 3000 CEe BHEBE Dhon AF 0B

Maintain Profile ‘DEFAULT' Version '000022"
| [ Parameter ||ﬂ Farameter ||6§,~ Parameter HE

Ez.12 205 Active parameters 13:06:35

Parameter Wame Farameter value M
SAPDBHOST sapserver
j2ee/dbtype ora
jZ2ee/dhname alile]
jZeeldbhost SApServer
SAPSYSTEMNANE L]
SAPGLOBALHOST sapserver
j2eelscethost sapserver
j2ee/scefsysten 2]
jZeel!ms{port 3900
rdisplbufrefmode sendoff, exeauto
rdisp/mshost sapserver
rodispimssery sapmsONE
rdispimsserv_internal 3901
Jogindsystem_client aon
[+]
[RIL [ [«1+]
[ I owo 1y 800 )| sapserver (s | |7
li‘startl J @ g (=)} > J nﬁ] SApmmc | lﬂl]Documentl - Microsoft ... | WSAP Logon 640 | Maintain Profile 'DEFA... w‘;‘_’,ﬁ 1:06 PM

Click on Create Parameter & Select Parameter name from browser
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=

| FParameter Edit Goto  System  Help

| & DA @@ CaE nnoan BE @M
Maintain Profile "DEFAULT" Version "000022°

[ Line |[EL Line [[a Param« ||+ Param |

Cop

Parameter name:

Parameter val.:

Unsubstituted standard value:

Substituted standard value:

Comment
#*

Status Seq. no

Active 18

U omo 1y 500 B sapsewer [ins | [ 2

@start| | ([ &

» | % sapmme

| 8 pocumentt - Micrasoft ... | I Sép Logon 640

Again click on browser

o

<

| Pararneter Edit Gotn  System  Help

aintain Profile 'DEFA...

|_I B @G DHEBISDOD I FRI @

[= Restrict Value Range (1) 500 Entries Found

M
=T

52 W™ 1:07 PM

4

Parameter Name

DIR_ATRA
DIR_AUDIT
DIR_BINARY
DIR_CLIENT_ORAHOME
DIR_CT_LOGGING
DIR_CT_RUN
DIR_DATA

DIR_DEMS
DIR_EFS_ROOT

ul DIR_EXECUTABLE
DIR_EXE_ROOT
DIR_EXTRACT
DIR_GEN
DIR_GEN_ROOT
DIR_GLOBAL
DIR_GRAPH_EXE

Co| DIR_GRAPH_LIB
DIR_HOME
DIR_INSTALL

|Laufzetanalyse: Verzeichnishame fOr MeRdatendateien
|Directory for security audit files

|Root-path of Oracle software on client side

|
|directory for datas
|
|root path for EFS file transfer
|
|

|directory for extract file

|home directary

1101

hare than 500 input options

N

b [ omo (13 200 B[ sapsemer [ INs | [/

i Startl J @ ag J % sapmime

I Iﬂl] Docurmentl - Microsoft ... | w SAP Logon 640

Parameter name asBltype LOGIN/NO* then hit the enter

Maintain Profile "DEFA...

0 Losem
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=4
I Pararmeter  Edit Goto  Systern  Help

Bl AHICH@ I OEE Hha)

&
LlE? Restrict Value Range (1) 500 Entries Found

G >And

[4

Parameter Mame

I aximumn na. of hits 500

|
Start search

Parameter Hame

DIR_ATRA,
DIR_AUDIT
o] DIR_BINARY |
DIR_CLIENT_ORAHOME

DIR_CT_LOGGING |

|Laufzeitanalyse: Verzeichnisname fir Medatendateian
|Directory for security audit files

|Root-path of Oracle software on client side

More than 500 input options

N Ex ]

I oMo 1y 800 B[ sapserer [N | [ 7

distart| | [ @ © > | By saprme

| 'I_Fﬂ Documnent - Microsoft ., I w SAP Logon 640

| [ Maintain Profile DEFA...

=
Parameter Edit Goio

Systern  Help

B CE OGS0 A8

[ (D [

1y

=

[= Restrict alue Range (1) 1 Entry found

S ® 1:10Pm

Elw

o=l

Parameter Name

logintho_autormatic_user_sapstar

Col

|Contral of the automatic login user SAPT

1 Entry found

I om0 (1y 800 Bl sapserver [INS | |7

f.b'Startl J @ a = * J % SapmC

| IE_I] Document1 - Micrasoft .., | w SAP Logon 640

|[I Maintain profile "DEFa..

Click on copy

0 11zem
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=4 =
| Parameter Edit Goto  Systerm  Help = w
| & 0 eeaCHE nnan  BE @B

Maintain Profile ' DEFAULT" Version "000022"

Parameter name Status Seq. no.

[Joginino_automatic_user_sapstar [= [Active |

Parameter val.:

Unsubstituted standard value

[ |

Substituted standard value:

[ |

Comment.

[ =

| I [ omo 1y g00 B[ sapserver (s [ | 7
#istart| | B & © > | By sapmme | 1) pocument1 - Microsoft ... | I saP Logon &40 |[IE5 maintain profile ‘DEFa... 0w 1:zem

NOTE: By default, Parameter value as empty. We need to enter “0” manually.

|@Earameter Edit Goto  Systern  Help = w
|& 1 eae CHE anan PR QB
Maintain Profile 'DEFAULT' Version '000022"

Parameter name Status Seq. no.
[loginino_autornatic_user_sapstar | [Active ]
Parameterval.:

o |

Unsubstituted standard value
[1

Substituted standard value:

[t |

Comment:
[l

| b [ omo (13 200 B[ sapsemer [ INs | [/

l.'t;'Startl J @ ag J % sapmime I ] Dacument1 - Micrasoft ... | w SAP Logan 640 | Maintain Profile 'DEFA... g}g 1:16 PM

Click on back
One pop-up will be come
Click on Yes
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II:l7

(=)=
Farameter Edit Goto  System  Help
|

BaHI@Ee  DHR DL EE @R
Maintain Profile "DEFAULT' Version "000022"

[E: Line |[&E Lire ||« Param+ [+ Param- |

Parameter name Status Seq. no.
login/no_automatic_user_sapstar Active 18
Parll:qmamtam Profile ' DEFAULT' Wersion ‘0000
0
Save
changes?
Ut Wes | | Mo I | Cancel I
1
Substituted standard walue:
1
Comment:
*
[ U] omoery 800 B8l sapsercer [1Ms | [ 2
Bistart| | (E @ © » | B sapmme | 18] pocument1 - Microsoft ... | %) saP Logon &40 | Maintain Profile "DEFA.... T 1:16PM
=g
Frofile Farameter Goto  Systemn  Help

| & 1 aleee QHE fhon IR @
Maintain Profile 'DEFAULT' Version "000022'
|D Farameter Hﬂ Farameter ||6?;p ParamelerHE‘

Ez 12.2015 Active parameters 13:16:50 e
Parameter Name Parameter walue
SAPDEHOST sapserver
JZestdbtype ora
j2eetdbname oMo
J2eefdbhost sapserver
SAPSYSTEMNAME oMe
SAPGLOBALHOST SARSRCVEN
Jj2eefscsihost sapserver
J2eefscefcysten oy
jzeeims/port 3800
rdisp/butrefnode sendoff, exeauto
rdispfmshost Sapserver
rdispimssery sapmshMe
rdispfmssery_internal 29m
Toginfsysten_client &aa
Toginfno_automatic_user_sapstar [t]
[«Ile]L I I[«][+]

@ The parameter was transferrad

#istart| | (3 @ (

& [ omo 1) 200 B[ sapserver (s | [ 7
D0 a7em

22 J n%] sapmme I IE_] Documentd - Microsoft ... | w SAP Logon &40 I Maintain Profile 'DEFA...

Click on Exit one pop-up will be come
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=
Profile  Edit Goto  Utilities  Systern Help

|& JHIe@@ DHE anos PR @B

R sAd

Edit Profiles

|D Create ||.§T: Checkl Cnpy‘ Impnrtl

Frafile [DEFALLT [3) «|Detault profle Bl
ersion 22 { Mot saved
Edit Profile

O Administration data
O Basic maintenance
@ Extended maintenance

|6’«’ Display ||é’ Change

@ The changed profile was transferred

I [ omo (1) 800 (51| sapserver (NS [ [ 7

lt;'startl | [ @ @ > | T sspmme | 58] Document1 - Microseft ... | I 58P Logan 640

| Edit Profiles

Click on Save one pop-up will be come

=4
Profile  Edit Gotn  Utilities  Systern  Help

e[ w0 /ec@ SHE 5008 HE @B

2w 115Fm

Ew

Edit Profiles

|D Create Hu"?: Check‘ Copv” Imp0n|

Profile [DEFAULT | ([Default profie |y
Wersion 22 { [Mot saved [y
Edit Profile

O administration data [ = Save profile

J)Basic maintenance
@ Extended maintenan

Incorrect parameter values detected.
Display values?

|Z [ ves : Mo % cancal

b [ omo (13 200 B[ sapsemer [ INs | [/

” dit Profiles

lﬁ'startl J @ ag J % sapmime I ] Dacument1 - Micrasoft ... | WSAP Lagon 640

Click on Yes

0 1z1em
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= L@
Frofile  Parameter Goto  Systern  Help

e = il ©c@ SHER 8000 HE @B
Maintain Profile "DEFAULT' Version '000022°
D Parameter Hﬁ Parameter ‘ ‘660 Parameter HE'

Bz.12 2815 Active parameters 13:22:12 L2
Farameter Name Farameter walue M

SAPDEHOST sapserver

jZee/dbtype ora

jzeeldbname DHME

jzeeldbhost sapserver

SAPSYSTEMNAME oMe

SAPGLOBALHOST sapserver

jZee/scs/host SAPSErver

W:Unknown parameter jZeedscslhost | a check cannot be performed

jZeel/scsisystemn |IJIJ

W:Unknown parameter jZeelscslsystem | a check cannot he performed

jZeel/msi/port 3800

W:Unknown parameter j2eedmsiport , a check cannot be performed

rdispfbufrefmode sendoff, exeauto

rdispimshost sapserver

rdispfmssery sapnsbno

rdispimsserv_internal 3901

logindsystem_client aoo

Togindno_automatic_user_sapstar a
[0 I E7j|
@ Invalid profile parameters detected 5 | Dm0 (1) 800 ‘ sapserer | NS ‘ | L
it;'startl | G @ © * | B sapmmc | ) bocuments - Microsoft ... | I 54P Lagan 640 |[IE Maintain Profile 'DEFA... Cow® 1:22PM

Click on Exit one pop-up will be come & Click on Yes.

=
Frofle Edit Goto Utiiies Systerm  Help

& 10 ¢EQ CHE Do BRI @B
Edit Profiles

‘D Create Hn"l': Check | Cnpy” Impnn|

Profile [pEFALLT | ¢ |Default prafile b
Yersion 22 (|Nntsaved |)
Edit Profile

) Adrministration data III?AElIvate profile
(_ Basic maintenance
® Extended maintenany

|Z [ es Mo [®  cancel

Do you want to activate the profile?

| I [ oMo (13 800 P | sapserver [N | [ 7

lﬁstartl J @ 8o ” J DE']] sapmmc I 8] Document1 - Microsoft ... I w SAP Logon 640 ” dit Profiles wg}y 1:23PM
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=
Profile  Edit Goto  Utilities  Systern Help

|& B JHICEe DHR aban R @6

Edit Profiles

‘D Create ||.§'= Check | Copy | Impnr’tl

Profile DEFAULT { |Default profile )]
wersion 23 { |Mot saved )]
Edit Profile

Administration data
Basic maintenance
Extended maintenance

[€r Display | &2 change

I= intarrmation

0 Profile DEFAULT fversion 000023) saved and:
activated

1> [ omo (13 800 (3] sapserver [ 1Ms |

7

@iseare| | (G @ @ ® | % sapmmc | ) bocumentt - Microsoft ... | I P Logon 640

| i Edit Profiles 0 W™ 12apm

Click on Continue

=
Frofile  Edit Goto LUtiliies Systern  Help

@ IJE CEQICHE OO0 AR @8

“esgry

Edit Profiles

|D Create ||,§"n Check | Copy || Import|

Profile DEFAULT { |Default profile ]
Versl@ Caution! Caution ! Caution |
[ |
Edit
A The effect of activating a profile is simply that the profile is stored
B at operating system level (see administration data). For the profile to
E:
take effect for a particular application server, you have to restart
@ the application server.
Continue  (Entery
\ I [ oMo (13800 P sapserver [INs [ [
i start J @ a8 0o ”J ﬁ] Sapmmc | 18] pocument1 - Micrasaft ... I wSAP Logon 640 I dit Profiles w‘?_’,g 1124 FM

Again click on continue & then Click on Yes
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=2 =
Profile  Parameter Goto  Systern Help

0o OOl EE G
Maintain Profile 'DEFAULT' Version "000022

I Copy I‘?II [ Parameter II Parameter IS‘« Parameter I »

az.12.201%8 Active parameters 13:16:50 L=
Farameter Name Parameter walue M

SAFY = Maintain Profile 'DEFAULT Version '0000[=] sapserver

jzd ora

jze oME

j2d sapserver

SHA DHE

5uA Save sapserver

j28  changes? sapserver

j2d og

jze 3900

rdi es | | Mo | | Cancel sendoff, exeauto

rdi sapserver

rdisp/mssery sapmsDbMO

rdisp/msserv_internal 3981

Togin/system_client t=1:1)

Togin/no_automatic_user_sapstar [t}
[ Ad
I I | DM 1y 500 b [ sapserver (s [ |7
Bistart| | @ & © > | % sapmme | ] pocument - Microsaft ... | I 547 Lagon &40 |/ Mainkain Profile ‘DEFA... Cam 113PM

After Restart the Server login with SAP* and the password is pass(or) 06071992

[ Favorites
= 3 SAP menu
b [ office
b [ Cross-Application Components
b [J Collaboration Projects
P [ Logistics
P [ Accounting
D [ Human Resources
b [ Information Systems
b [ Tools
-M v System DMO (1) 800
. Client 800
Program SAPLSMTR_NAVIGATION
Transaction SESSION_MANAGER
Response Time 1687 ms
Interpretation Time 999 ms
Round TripsiFlushes 5i4
[ v oMUy 8O0 PR | sapserver [INs [ [ 7
Bistart| | (& & © > | 8] 0ocumentt -Microsoft .. | ‘G sepmme | I 54 Logen 640 |[I saP Easy Access w8 1asem

OS Level:

Pathis, In SAP Installed Drive/USR/SAP/SID/SYS/PROFILE Then Click on Default Profile
Add the Parameter as LOGIN/NO_AUTOMATIC_USER_SAPSTAR=0
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How to Check Active Servers

In SAP command line enter T-code as SM51

Here we can see the below col’s

= = = =
List Edit Golo Settings Systemn Heln

| & a0 @Eae DM oo s FRE @m
SAP Servers
[ [l [ =]

Server Mame |Host Name |Message Types |server status]
sanserver_DMO_01 sanserver Dialog Batch Update Upd2 Spool Engqueue IGKM Active

*** 1 active servers ***

| [ omo g1y soo B[ sapserwer [ns | [ 2

N dstart| | (2 @ (0 | 8] sap Basts aDMindoc - .. | sapmme | I 56 Logon e40 |[I= saF Servers ) 12:09 P

How to check Work Process Overview
(Instance Wise)

In SAP command line enter the T-code as SM50

= =
Process ProgramfSession Edit  Goto  List Settings System  Help
[ & o DA @@ SHEE L aas B ER em
Process Overview

[s1[@]

E| o [Tves [P0 |status  [Reasn|start [Err [5e_[cPu [Time  [Report [c1 Jusernames  [action |Tanie |
0 Dla 2482 Waiting res
1 Dia 2500 walting res
2 Dla 2508 Waiting es
3 DlA 2516 Running res 2 SAPLTHFB 800 |SAPUSER
4 UPD 2524 Waiting es
5 ENQ 2532 walting res
6 BGD 2540 Waiting es
7 SPO 2548 walting res
8 UP2 2556 Waiting es
[ [ omo 1) oo B[ sapserver [ns [ [ 2

seart| | (@ & (o) ** | B saP BASIS ADMIN.doc - ... | ‘B sapmme | I 56 Logon s40 |[iE Process Overview @I 1zinapm
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How to check Globally Work Process
Overview (Multiple Instance in System
Wise)

In SAP command line enter the T-code as SM66
= W

=

| List Edit Goto Processlist Settings Systern Help

| & I IH @0 OHRE anon BE @F
Global Work Process Qverview

[=8|[&][ cFu | [&][ Debugging |[B][ Long == short names | [ Select process | [ Seftings |

KD

Bort: server
Name‘ No | Type | PID ‘ 5tatus| Reason ‘ Sem | Start ‘ Error | CPU | T me| User | Repnrt| Action | Tahle

List contains no data

KD

® I [ Dm0 (13 800 5| sapserver [N [ [ 7

| I 54F Lagan 40 | Global Work Process ... I/ 12:z4Pm

@ Complete infarmation only for activated RFC calls = settings)

dstart| | (E @ () * | 8] s0p Basis aDMIN.dec - .. | B sapmme

How to check User Overview

In SAP command line enter the T-code as SM04 /AL08.1f you can use T-code as SM04 we can see the

below col’s
== w

=
| User Edit Golo List Seftings  System  Help
& 0 o @@ CHB S0 0s OF @F
User List
Eﬁ Clie_|Usernames  |Terminal |Transaction  [Time |sess. | Type|  megabyte|
000 SAFETS 192.168.2.1 12,0417 |1 Flugin HTTF o
800 SAPUSER sapserver Smoa 122910 |1 GuI ]

- [ Dm0 1y s00 B2 [ sapserver [ INS [ [ 2

I w® 1z:29Pm

I =+ 2 users logged on with 2 modes *~*

| I sap Logon s40

@stare| | [GF @8 (o) * | 8] sap Bass ADMIN.doc - ... | Bl sapmme

(T —
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If you can use T-code as ALO8 we can see the below col’s.

||17\:\5t Edit Goto Settings  Systern  Help = w
| & DoH e@@ DHE D000 BE @F
List of All Users Logged On

Bystem ome overview of all

Date, Time B6.12.2015 12:30:088 users Togoed on z
Active Instances
sapserver_DME_g1 3 1 1
1 Destinations with 3 users
sapserver_DME_@1 Client|User Mame Terminal Transaction Code Time Ext. Sess.|Int. Sess.
800 SAPUSER SapServer 12:30:06 1 1
800 SAPUSER sapserver ALES 12:30:05 1 2
0eEoE SAPSYS 192.168.2 .1 12:04:17 1 1
[l L I L]
[ [ [ oMo g1y g0 02| sapserver (Mg | | 7

Aistart| | [ @& () > | 8] sap BasIS ADMIN.doc - .. | ‘i sapmmc | I sap Logon 640 | List of All Users Logge... /W% 12:30 PM

How to Create Mass User (Multiple
Users)

In SAP command line enter the SU10 for Mass User Creation.
Give Multiple Users.
Click on Create.

(=3 3

| User Edit Goto |nformation  Environment  Systern Helg QE‘W
| & HaH  ce@ae DHE frnan BE @m

User Maintenance: Mass Changes Initial Screen

Inl{Ei= N ESEYEN =D
'ﬁlcrgalg e

[ Address data I Authorization data ]

User

User JFun name
1
Rz
GE]

[Ex[E3]] I Jealrs i

[ U [omo ¢y o0 B[ sapserver [ins [ [ 2

@istart| | (87 & (o) | 9] saP BASIS ADMIN.doc - ... | % sapmme | I 58P Logen e4n | User Maintenance: M... /e .04 PM
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If you can use T-code as ALO8 we can see the below col’s..

Fill all fields.

=
| Users  Edit Gotn  Information  Ervironment  Systern Help

| & D IH Cc@e CHE anoan BE @
Mass User Changes

M Defaults | Parameters | Roles | Profiles | Groups |, |0 [»]0g

User Type Dialog o]
| User Group for Authorization Check
| User group

validity Period
walid from
walid through

Other Data
Accounting Number
Cost center

L [ omo (13 800 BEl| sapserver [ins | [ 7

Mass User Changes 07 PM

[
;i-startl | B @ © > | #]sapEasts ADMIN.doc - ... | %8 saprme | I saF Logan 640 |

How to Check Overview of Lock & Un-
Lock Users List

In SAP command line enter T-code as EWZ5

|@9hnnse Edit Goto System Help

|& B 6@ SHB 8nos BE @
EMU Conversion: Lock and Unlock Users
‘% Choose user”& Luckuserlhﬁ“ Unluckuser‘@ MName ||§ Gruupl = Type @ Admm.ﬂagl

Select all euro administrators (select users) L
A11 users not selected are locked with "Lock user” |
Eurofdm Name Group Type Status
100187 ESSUSER Dialog Locked
o198 ESSUSER Dialog Locked
100289 ESSUSER Dialog Locked
108226 ESSUSER bDialog Locked
100227 ESSUSER Locked
108228 ESSUSER Locked
100229 ESSUSER Locked
108238 ESSUSER Locked
123456 TEMPLATE Locked
134BDEGASIT TRAINIMG Dialag Locked
4570B8222981 TRAIMING Dialog Locked
476639833081 TRAINIMG Dialag Locked
8CE492566B1 Dialog
-CRM TEMPLATE Dialog Locked
ARKOLE TEMPLATE Dialog Locked
ARMANAGER TEMPLATE Locked
ABBOTTJ TEMPLATE Dialog Locked
MABELT GUEST Dialag
ACO1E-99 TRAEIMING Dialog Locked
ACOZA-99 TRAINIMG Dialag Locked
ACD4E-99 TRAEIMING Dialog Locked
AC20A-99 TRAINIMG Dialag Locked
AC201-99 TRAEIMING Dialog Locked
AC202-99 TRAINIMG Dialag Locked
AC205-99 TRAEIMING Dialog Locked
AC20R-99 TRAINIMG Dialag Locked
AC218-99 TRAEIMING Dialog Locked
AC270-99 TRAINIMG Dialag Locked
AC275-99 TRAEIMING Dialog Locked
ACZ2EA-99 TRAINIMG Dialog Locked
AC205-99 TRAEIMING Dialog Locked =]
[ I | omo 1y 600 B3| sapserver [INS [ [ 7

distart| | [E @ (0 » | 5] sapBasts ADMIM.doc - ... | By sapmme | I s Logon 640 | MU Conversion: Lack...
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How to Lock & Un-Lock T-code’s

In SAP command line enter T-code as SM01

= =1 =1 =
Transaction code Edit Golo  System  Help

|& ol eee CHE e DR @8
Transaction Codes: Lock/Unlock
Locked TCode Program Scr. Transaction Text
O ARIN/B200E001 SALPLE_CU! 0288| Barcode Customizing
[} ARIN/3BOOE001 SAPLE_CU! 0280
[} ARIN/3BO0OOO02 SAPLS_CU! 0280
[} ARIN/IBO0OOO03 SAPLS_CU! 0280
(] ARIN/ 33000004 SAPLS_CUY 0zeo
O ARIN/ 33000005 SAPLS_CUY 0zeo
[} ARIN/3BOOEBO6 SAPLE_CU! 0280
[} ARIN/IBOOOOOF SAPLS_CU! 0280
[} ARIN/IBO0OOO08 SAPLS_CU! 0280
(] ARIN/ 33000009 SAPLS_CUY 0zeo
(] ARIN/ 33000070 SAPLS_CUY Dzeo
[} ARIN/3BOOEE1T1 SAPLE_CU! 0280
[} ARIN/IBOOEET2 SAPLE_CU! 0280
[} ARIN/IBO0O0013 SAPLS_CU! 0280
O fAIN/ 38000814 SAPLS_CUY 0zed

| [ omo gy eoo B2l sapsewver [ns | [ 7

Aistart| | (B @ (&) > | 1] 5aP BASIS ADMIN.doc - ... | ‘i sapmmc | I 58P Logon 640 | J Transaction Codes: Lo... I 1ispm

How to Lock & Un-Lock Clients

In SAP command line enter T-code as SE37
|’:I7Eunclinn Module Edit Goto  Utiliies(hfy  Environment  System  Help He W
| & DJH e@e BHE 000 AR QB
Function Builder: Initial Screen

ELE=

Funetion Module

[  Display | [##  change | [0 create |
I I [ omo (1) 800 (3] sapsenver [INs | |7
Ai‘start| | (@ & © > | ] 50r BasIs ADMIN.doc - .. | By saprome | 1) saP Logon 640 | [ Function Buitder: 1riti... W8 1:24pm

Note: BIf you want to Lock Client,1st you have to logion Different Client Then Lock
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the Client.
AIf you have already gave the Remote Connection then you can’t able to Un-Lock.

How Monitoring Lock Entries
(Users, Clients, T-codes, etc)

In Sap command line enter the T-code as SM12 Here we can

Check Table Name Wise.

= 3
| List LockEntry Edit Goto  Settings Extras  System Help QE‘W
| < DaH e@e CERE s nas BEEl @|m

Select Lock Entries

Tahle m

Lock argumen t

Client

aaaaaaaaaaaaaaa

[

& start | @ & © | 8] 5P BASIS ADMIN.doc - | %84 saprme | I s8F Logon &40

How to Monitoring Update Process

In SAP command line enter T-code as SM13

Note: Update System Should Be Active.

[~ e wow gamw
|& 1 H Qe DM Boon | DH @

Update Requests: Initial Screen

(@] | ]

cccccc

& oo cry eon F] sapssnver g | 7

(w8 1a7em

Page 134 of 214




How to Monitoring System Logs

In SAP command line enter the T-code as SM21
|@Syslemjng Edit Goto Enwironment System  Help Qw

| = a0 H e DHE[aHas  EElem
System Log: Local Analysis of sapserver

Reread system log

Systemn log entries imported a

Selection

From datesftime 06.12.2015| ¢ |[H2:00:00
To dateitime !

Usger

Transaction code

SAP process

Process Mo

Problem classes O Problems anly
O Problems and warnings
@ All messages

Further restrictions <none=
Format
Mo. pages for individual entries 158
with statistics O
outputto scrasn
| [ Dmo 1y 800 B[ sapsewer [Ins | [ 2
istare| | ([Z @ © > | 3] sapBasis apmin.doc - .. | i sapmme | I sap Logon &40 | System Log: Local An... I8 1:aapm

How to check Buffer Statistics (Tune
Summary)

In SAP command line enter T-code as ST02

If SWAPS Col having any Red color values Double Click on that.
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|II7

Tune Edit Goto Ernwironment  Monitor  System  Help
& 100 e SHE 900D BE @®
Tune Summary (sapserver_DMO0_01)

| Current parameters | B | Detail analysis menu |

Bysten sapserver_DME_o Tune summary -
Date + Time of Snapshot: B6.12. 2015 13:67:34 Startup: B6.12. 2015 12:03:02
Buffer HitRatio %|&11oc. KB|Freesp. KB|% Free Sp.|Dir. Size|FreeDirEnt|% Free Dir|Swaps|DB Accs
Wametah (NTAR) 1}
Table definition 66,01 6.329 4. 417 77,45 20. 008 15.430 77,45 B | 5.604
Field definition 66,87 30.859 20.517 68,39 20660 15.987 79,94 a 4. 534
Short NTAB 58,00 3.332 2.904 96,80 5.000 4656 93,12 1} 344
Initial records 1417 G.332 4.930 gz 17 5.000 3.253 65, 06 g | 1.747
1}
program 90, 46 150.000 16.371 11,29 37580 33.522 89,39 B |11.934
Cus gz 87 3.000 1.441 57,50 1.508 1.444 a6, 27 1} 63
Screen ar.37 4.247 3.488 85,20 2.000 1.951 97,55 1} 49
Calendar 100,80 488 261 55,30 200 a8 49, 08 1} 102
aTR 10868, 00 4 096 3.439 10868, 00 2.080 2.080 100,00 a
1}
Tables 2]
Generic Key 98,59 29.297 5.008 2.595 51,98 3| 2.790
Single record 63,42 10660 7. 016 71,19 500 449 89,80 a 3.148
1}
Export/import 29,33 4. 096 3.139 a1.28 2.000 1.867 93,35 1}
Exp./ Imp. SHM 108,80 4. 096 3.439 108,80 2.008 2.000 100,08 1}
SAP Memory Curr.Use %|Curlse[KB] |MaxUse[KE]| In Mem[KB] (OnDisk [KB] | SAPCurCach|HitRatio %
Ro11 area o,35 208 584 G0. 088 o Ibs a3, 54 —]
Page area 0,02 1) 360 32.000 230,144 Statement 87,680
Extended memory 17,81 93.184 110,532 523,264 1} o, 0a
Heap memory ] o ] ] 0,00
|Ea11 Stati |H1‘tRa‘t‘\D %‘MEMPM REQ‘AEMP FaﬂS|DETD‘tEaHS|MVT‘ImE[mS] ‘DERDWSM‘T | =]
K [ ]

[ I [ Mo (13 800 B | sapserver [Ins | [ 7

Astart| |G @ © * | B]58P BASIS ADMIN.doc - .. | By sapmme | ) 560 Logon 640 |[1E Tune Summary (saps... 28 21 P
= =
Tune Edit Goto  Monitor  Systern Help

| & B0 a8 SHE hoan BRI @B
Tune: Profile parameters for SAP buffers (sapserver_DMO0_01)

‘ Other tune || All parameter ” Profile maintenan Hﬂ Profile paramelerl

Bystem: sapserver_DMO_B1 Profile Parameters for SAP Buffers L=
Date and Time: B6.12.2M5 1405 24 =l
ButTer Mame Commert

FProfile Parameter Value Unit Comment

Generic key table buffer TREBEL
zocsaltahle_buffer_area 300008680 Byte Size of generic key table buffer

zecsa/ldh_max_buftab 5000 Max. number of buffered objects

In order to change one of the above parameters

1) Edit your system profile DovusrhsaphDMEYSYSproTiTes DME_DYEBNGSDT _sapserver
(You can use the buttons Profile Maintenance or & Profile Parameter above)

2) Activate the parameter by restarting your Tocal SAP system

LRI I <]
[ & [ om0 1y 00 B9 [ sapserer (s | [ 2
d;startl | @ @ © > | 3] sap BAsIS ADMIN.doc - .. | B sapmme | I 58P Logon 640 |[/E Tune: profile paramet...

Then Click on Current Parameters
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= =1 = [
Tune Edit Goto Environment Monitor  Systern Help

| U0 e DHE nhon BE @B
Tune: Detail Analysis (sapserver_DNMO0_01)
||| B[ current parameters |[#2| Buered objects |

Eystem' sapserver_DMB_B Generic key buffer el
Date + Time of Snapshot: 06.12 2015 13:57:34 Startup: BE.12.2015 12:03:02 [l
Efficiency HITRATIO L1 99
HITS 194436
REQUESTS 197,226
DE access gquality % 25
DE access 2.7490
DB access saved 16.317
Reorgs 1
gize Mlocated KB| 29.297
Available KB| 27 8917
Used KB| 23.776
Free KB o
Free KB o
Directory entries|Available 5. 0008
Used 2.405
Free 2.595
Swaps Objects swapped 3
Frames swapped [t}
Resets Total a
En L]
[ 1> [ oMo (13 800 ][ sapserver [Ins [ [ 7
;E-startl | @ @ © > | 5] s8pBasts ADMIN.doc- ... | B sapmme | I 54 Logon 640 | [ Tune: Detail Analysis ... W% 2:05PM

Now Note it down the Profile Parameter and Value in above mentioned screenshot.

How to Create Profiles and Generate the
Profiles

Note:
Authentication:
Provide the User id & Password to the Users.

Authorization:
Give the Permission to Perform some Activities in The System by using User id & Password.

Authorization Object Class:

Collection of Authorization Objects.
Authorization Object:

Collection of Authorization Field.

1 Authorization Object having not more than 10 Authorizations.
Overview of Authorization Object by using the T-code as SU21/SU22

Authorization Fields:

Collection Authorization field values.
Overview of Authorization Field by using the T-code as SU20
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Signals:

Here we are having 3 types of Colors.
Red :Unmaintained Organization Levels.

Yellow: Partially Unmaintained Authorization Fields.

Green : Maintain Authorization Fields.
Legend:

Here we are having 6 types of Colors.
Orange - Authorization Object Class
Green - Authorization Objects
Yellow - Authorizations

Gray - Authorization Fields

Blue - Field Change

White - Field Values

Here we are having 3 types of Profile Role Creations.
Single Role Creation, Derived Role Creation, Composite Role Creation (Collection of Single Role

Creation).
Note:
Naming conversion start with Y: or Z:

Single Role Creation

Pre-Requirements

We have to check whether User was existing or not for which we are going to assign

Role.
In SAP command line enter the T-code as PFCG

= [=]
Rols  Edit Goto  Utiliiesid) Environment  Systern  Help

| & Dol e@e SHEBE snas R @m

Role Maintenance

Role ] Eizlsd [O Rals [ comp Role |

Hame

[Eaviews = || [F] = [E]I[ show Dosumentation |

Favorites [Ceserpton | Target Svs I |
[& Mo ravorites exist U [omo 1y 800 (5] sapserver [INs [ | 7
:{'startl | @ @ © > | 3]sapbasts apmin.doc - ... | sapmme | I s&p Logon s40 | Role Maintenance I=/w® 12:00 Pm

Click on Create Role
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=
| Role Edit Goto  UtilitiesiM)  Ervironment  System  Help

| & aH eae DHE S as BE e

il SAD

Role Maintenance

Rols |[z:irakhi_single_role Eizlsd [O Rols O comp roie | [E=]=2
Name

Create Rale

[Eeiews =] [F ]~ [E][ showDocomentation |

Favorites | Description | Target Sys

[ - [Dmo 13 800 BEl | sapserver [INS | [
&istart| | (3 @ (©) > | 9] 5ap BASIS ADMIN.doc - .. | “Bh sapmme | I sap Logon s4a I ole Maintenance I W% 12:04 PM

Here fill all the fields as per below screenshots and Save it.

=
| Role Edit Golo  Utilities(My  Systern Help

| & 1B e@e DHE fnan D 2B

Create Roles

B[ overme]|

Role
Role ‘Z RAKHI_SINGLE_ROLE
Description |sinale role|

m @ Menu | %@ Authorizations | @ User | Minispps | &2 Personalization

Administration Information Transaction Inheritance
Created Derive fram Role

User

Drate

Time 08: 8060

Long Text

| o1, co1

Ln1-Ln1aof1lines

> [ Dm0 (13 800 B2 | sapserer (NS [ [ 2

:.'Estartl | @ o ™ | 8] sap Basis ADMIN.dec - . | B sapmme | I 5P Logen 40

| I Create Roles

Click on Menu tab
Click on Transaction tab.

W% 12:06 PM
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= [
Fole Edit Goto  Utilities(My Systern  Help
& 10 e CHEODLOD BRI @m
Change Roles
|
Role
Role |2 RAKHI_SINGLE_ROLE |
Description |sing|e role
@ Description . @ Authorizations i @ User i MiniApps l@ﬂ Personalization
(1| |[E: Transaction B Repott [EL other | (T an || ool o] o [<]
w|a||E  Authorization Default =
I':]R ole menu Target System
Dest.
@ Mo destination
E4 Distribute
Copy menus
i From SAP Menu
iy From ather role
o»  From area menu
o Irnport from file
Additional activities
& Translate Node |
&y Display documentation
H Find in dacu
&) Caollapse Menu =
g _ CollapseMeny | [=]
=]

[ U [ omo (13 800 B[ sapserver (NS | | 7

l!;'startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || Change Roles [ LR =L

Enter the T-codes which you need to assign to the Role.

= &= E
Role  Edit Goto  Utilities(M:  Systern Helg

|® A I @S  CHBE aDhon IEE @B
Change Roles
[ZZl[= otmer rare | 1= | (]

I= Assign transactions

Transaction code |Tes I:|
[
| || jatization
1 =l
- =
(K3 |3 0 1«10
| )
S _Display documentation
[i5i] Find in docu.
=) Collapse Menu
=]
|
[ U [ omo iy e00 2| sapserver [ N5 [ [ 7

@istart| | (B3 & () > | ] 54 BaSIS ADMIN doc - ... | FB sapmme | I 56P Lagon e | Change Roles ™ 1z:10FMm

Click on Assign Transactions Then Save it.
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= =]
Fole Edit Goto  Utilities(My Systern  Help
@ 10 e CHEODLOD BRI @m
Change Roles
| oreoe])
Role
Role |z RAKHI_SINGLE_ROLE |
Description |sing|e role
@ Description . @ Authorizations i @ User i MiniApps l@ﬂ Personalization
(1| |[E: Transaction B Repott [EL other | (T an || ool o] o [<]
w|a||E  Authorization Default =
= =4 Role menu Target System
& User Maintenance Dest,
¥ @ Mo destination
E4 Distribute
Copy menus
i From SAP Menu
iy From ather role
o»  From area menu
o Irnport from file
Additional activities
& Translate Node |
&y Display documentation
H Find in dacu
&) Caollapse Menu =
‘@  Collapse Meny | [=]
=]
& Data was saved U [ omo (13 800 B[ sapserver (NS | | 7

l[;'startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || Change Roles [ LI EREY

Click on Authorization tab

= =] =
Role  Edit Goto  Utilities(hy Systern  Help

| & JH @@e CHE Dnoan [0 @m
Change Roles

(& omeroe]|

Role
Role |Z RAKHI_SINGLE_ROLE
Description |=ingle role

€3 Descripion | O Menu

@ User | MiniApps | ¢!l Personalization

Created by Last Changed OniBy

User User

Date Date

Tirne 08:00: 08 Tirne 00:600: 00

Information Akout Authorization Profile
Praofile Mame | |
Profile Text |

Status Mo autharization data exists

Waintain Authorization Data and Generate Profiles

Change Authorization Data

E Expert Mode for Profile Generation

[ > | omo (13 800 [El| sapserver [ NS | [ 7

:b'startl | (€ @ (= ** | 3] sap Basis aDMIN.doc - . | B sapmme | I saF Logon e40 Change Roles /W™ 12017 P

Click on Profile Name Browser then data will be automatically fetched and Save it.
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=
Role Edit Goto Ufiitlesq) Systern  Help

|& 2 IBIeee CHE DnLn AR @)
Change Roles

Role
Rale Z:RAKHI_SINGLE_ROLE
Desctiption single role

(3 Description . O manu

@ User . Minigpps | dgl Personalization

Created by Last Changed OniBy

User User

Date Date

Time 00:00:00 Time a1 ee]

Information About Authorization Profile

Profile Narne  T-00900002] [T

Profile Text Profile for rale ZRAKH_SINGLE_ROLE
Status Mo authorization data exists

taintain Authorization Data and Generate Profiles
Changs Authorization Data

Expert Mode for Profile Generation

[ I [ oMo (13 800 P | sapserver [N | [ 7

& 5tart| | @ @ © > | 5] 5apBasts somi.doc - .. | i sapmme | I s4p Logon 640 || hange Roles [EL T

Click on Change Authorization Data

| S| SAP.
Authorizations  Edit  Goto Utilities(vy  Environment  Systern Help

| & D IH @@ CHE Dnon BE @@
Change role: Authorizations

|| [ | [E2: setection criteria | [E: manuany |[P&) open |[¥E) changed |[PE] maintained || organizational levels

Inforrnation

Maint 0 Unmaint. org. levels 15 open fields, Status: Changed L=
Z RAKHI_SINGLE_ROLE Oy single role 1
G CO@ Standard  Cross-appmssng values|horization objects
0 OAO Standard  Basis: Ad
G OO Standard  Basis - Development Environment
BB D Standard Basis - Central Functions
BB CO@ Standard Human Resources

Ko

[ L | 1«1[>]
[ - [Dmo t13 800 Pl | sapserver [INs [ [ 7
istart| | [Z & © > | 3] sap BasIS ADMIM.dec - ... | B sapmme | I saP Logon 40 | hange role: Authoriz... W% 12:24 PM

Click on Last Circle Symbol of Single Role in above screenshot i.e Missing Values.
Then click on Execute.
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I i et e s oo GRilSAD
Authorizations  Edit Goto  Ulilities(M)  Environment  Systerm Help

& 1140 CGQ DHE Do HE @8
Change role: Authorizations

‘EP Selection criteria HEP Manually H Open H Changed H Mairtained || Organizational levels

Maint.: 0 Unmaint. org. levels 15 open fields, Status: Changed

Infarmation

2||I7Assign Full Authorization for Subtree

Set authorization fields to *' {full autharization) far.:
ZRAKHI_EIMGLE_ROLE single role

Full auth. is assigned to all unmaintained fields except for arg. levels

Execute (Enter)

[0 L <+]

U [ omo (13 800 B[ sapserver (NS | | 7

Startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || Change role: Authoriz... )W 1225 Pm

Now all the fields will be come into Green color then Save it.

= =1
| Authorizations  Edit  Goto  Utilities(M) Environment System  Help w
| & I OH e@e e anan BE @@

Change role: Authorizations

[E3[&| [ @] [EE selection criteria | [E manuaiy | [P open |[F&] changea |[P&] maintained || organizstional levels..

Infarmation
Maint 0 Unmaint. org. lewels ® open fields, Status: Changed 1=
Z.RAKHI_SINGLE_ROLE ©C@ single role 1
0 CO@ Standard  Cross-application Authorization Objects
B CO@ Maintained Basis: Administration
B CO@ Maintained Basis - Development Environment
0 Co@ Maintained Basis - Central Functions
0 COo@ Standard  Human Resources
[ L 1[«1Cx]
[ U [ Omo ¢y soo B[ sapserver [ins | [ 7
& Startl | @ & (© > | W]sapeasts ApMindoc - . | ‘B sapmme | I 5P Logon 40 |[/= change role: authoriz... W8 1z:27 PM

Click on Generate Symbol.
Now Profile was created.
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= =
Authorizations  Edit Goto  Ulilities(M)  Environment  Systerm Help
| & 190 6O DHE nnan BE @B

Change role: Authorizations
‘EP Selection criteria HEP Manually H Open H Changed H Mairtained || Organizational levels
Maint . Generate (5hiﬂ+F5)l;. Tevels O open fields, Status: generated

Z:RAKHI_SINGLE_ROLE CC@ single role

‘ Infarmation

B

CO@ Standard  Cross-application Authorization Objects
0 CO@ Maintained Basis: Administration

8 CC@ Maintained Basis - Development Environment

8 0@ Maintained Basis - Central Functions

00 CO@ Standard  Human Resources

E1lD |

Nl 0]
[& Frofilets) created @ [+ [ omo 1) 800 P3| sapserver [INs [ [ 7

i Startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || hange role: Authoriz... )W 1z2izaEm

Click on Back now Authorization field come into Green color

|II7

Role Edit Goto  Utilities(M) Systern  Help
| & I I H ee@ DHE anan BE @
Change Roles

Rale
Role Z:RAKHI_SINGLE_ROLE
Description single role

1l Description '| O Menu

@ User | Minidpps ¥l Personalization

Created by Last Changed OniBy

User SAPUSER User SAPUSER
Date a7y 12 2015 Date OF . 122015
Time 12:28:20 Time 12:28:20

Information About Authorization Profile

Profile Mame  |T-D0280882

Profile Text Profile for role ZRAKHI_SINGLE_ROLE
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles

Change Authorization Data

Expert Mode for Profile Generation

[ [ oMo ¢y 00 FE | sapserver [INs [ | 7

Histart| | (@ @& © > | 8] sap sasis ADMIN.doc - ... | B sapmme | I 58P Lagen 840 || Change Roles IZi W 1231 PM

Click on User tab and give the User id.
Click on User Compression.
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=4
Role Edit Goto

Utilities()  System Help

| & 10 eee DHE nDoD IR @B

sAnd

Change Roles

([ omerrors [ | [H]

Role
Role |Z.RP.KHIfSINGLE7RDLE
Description |smg|e role
Gl Description ;| @ Menu | O Authorizations 4 MiniAppe | ¥l Parsonalization
S BlE & s |
User Assignments 4
User IO [user name [Frarn [t I ]
RAKHI RAkHI 07.12.2015 31.12.9999 [«]
n =
- [+]
=]
Koy 0]
\ I [ omo (13 800 [ [ sapserver [N [ [ 7
distart| | [ @& © > | 5] 58P BASIS ADMIN.doc - ... | By sapmme | I s4e Logon 640 |[1E change Roles W 1234 Em

Then click on Complete Compression then click on Yes

=
Role Edit Goto  Ulilities(M) Systern  Help

e @98 ©¢6@ CHB 9000 FEI @0

==eETy

Change Roles

(2] oerrote || [=2] | [E4]

lII? Carnpare Role User Master Record

Last comparison Complete adjustment

User! User
Date Date
Tirme 00:00: 08 Time 60:60:80

El

Information for user master comparison
Status User assignment has changed since the last save

& Complete cnmpar\snn” Information |

| Eajuay=

User master comparison (Enter)|

[

el

I[4][+]

I [omo 1y 600 B[ sapserver [N | [~

:ﬁstartl | (@ & © * | ) sapBasts ADMIN.doc - ... | By sapmmc

| i) 6P Logon 640

|[IE change Rroles 2w 12036 M

Now User tab also come into Green color.
For Checking Login with Roles assigned User.

Page 145 of 214




Eg:rakhi/indial23

=
Menu Edit Favorites Extras System Help

SAP Easy Access - User menu for RAKHI
EEEIEECIEE

[ Favorites
=~ 3 User menu for RAKHI
@ User Maintenance
) Client Administration

[ I [ omo 1) soo B2l [ sapserver [INs [ | 7

Aistart| | (& & © > | @) 5ap pasts AdMINLdo... | By sspmme || sap Logon 640 I change Roles. | I 5aP Easy Access - u... | [[IWE 12:39pm

Here we can see the Assign T-codes to the User
For showing T-codes Technical Names, in top menu bar click on
ExtrasPSettingsPCheck the display names
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. ulX 2
SAP Easy Access - User menu for RAKHI
G= &[] ==

[ Favorites

= 3 User menu for RAKHI

) 5UD1 - User Maintenance
2 SCC4 - Client Administration

[ I [ omo (1) 800 B[ sapserver [INs [ |/

Wistor]| | (@ @ © > | 8] 560 sests a0MINGo.. | By seprme |59 togonsso | I chenge Rokes ([ 5o cosy Access - — OB 125w

Derived Role Creation

Pre-Requirements

One Parent Role & another one Child Role
Eg: Parent Role rakhi_single_role
T-codesSU01, SCC4

Child Role teja_single_role
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T-codesSCC5, SCC3

=
| Role Edit Goto  Utilities(h) Environment System  Help

| TH e DHE SHOS PR @E

Role Maintenance

(][] [ | [0 [ Transactions |

Role |E:DERTWED_ROLE_SUNITHA Eizlad [O Role [0 comp. Role_|
Name

[Eesviews =] [E ][] Show Documentation |

Favorites | Description | Taroet sys

[ Dmo £1) 800 B[ sapserer NS [ | 7

J&'Startl 1@ @ © = | % sapmme | I sép Logon 540 | [l Role Maintenance I sap Easy Access -

u...

| 51 sap Basts aprindoc. . | 8 10:45 P

Click on Create Role and Save it

=
Role Edit Goto  Ulilities(d) Systern  Help

| & 1Heee DHE nnon AE @5

Create Roles

(2] oterrote | |[] | [H9]

Role
Role |Z DERIWED_ROLE_SUMITHA |
Description |derived role
m @ Menu @ Authorizations | @ User . Minidpps ¢3!l Personalization
Administration Information Transaction Inheritance
Created Derive from Rale |
User
Date
Time 000000
Long Text
[l ofm] (2] Eol] e
r|Li1.CD1 Lh1-Ln1oftlines

I+ [ omo (1 so0 B9 sapsemer [ins | [

| I 5P Lagon &40 || S create Roles SAP Easy Access - U... | 1] sap 5asis aoMin.doc... | (W8 1047 Pm

Bistor| [ (@ B © > | T sopome
Click on Menu tab and Enter the Derived from Role then Save it.

Here one Link was enable i.e, Delete Inheritance Relationship
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| UEn\e Edit Goto Utilities(dy  System  Help Qw
|& JH e@aa e onoan R @6

Change Roles
[Z[x= ctnerroie ] | [] |

Raole
Role ‘Z'DERIVEDiRDLEisuNITHﬂ ‘
Description \derived role
m O Msnu W@ Autharizations | @ User | Minispps | &l Personalization
Administration Infarmation Transaction Inheritance
Created Zhanged Derive from Role Z:TEJA_SINGLE_ROLE ﬂ)
User SAPUSER SAPUSER single role
Date 18.12.20816 [10.12 2015 ES Dielste Inheritance Relationship |
Time 22:49:07 22:59:16
Long Text

[T of=] (2] [ElE] (2l

[t con Ln1-Ln1of1 lines
@ Data was saved L | Cint0 (1) 200 | sapserer | INS | | S
zb'startl @& @ © 7| sapmme | I saF Logon e40 SAP Easy fccess - L. | hange Roles 81 sap BasIs ADMIN.doc... | (I #® 10:59 P

Click on Authorizations

|II='

Role Edit Goto  Utilities(M) Systen  Help
| & 1H e@e DNE HNan [F @B
Change Roles

(][ other e | {[=51

Rale
Raole |Z'DERIVED_RDLE_SUNITHN. |
Cescription |derwed role

£ Description .I O Menu 4

@ User i MiniApps i ﬁil FPersonalization

Created hy Last Changed On/By

User User

Date Date

Time 0o ee: o Tirne a1l I e ]

Infarmation About Authorization Profile

Profile Name | T-DA980GAS|

Profile Text ‘Pmﬂle far role Z2DERIWED_ROLE_SUINITHA
Status Mo authorization data exists

Maintain Authotization Data and Generate Profiles
Change Authorization Data

Expert Mode far Profile Generation

| Load data for authorization fields ..

i start J @ ag > J ﬁ] sapmmc | WSAP Logon 640

I [omo ¢1y 800 B[ sapserver [Ins [ |7

SAP Easy Access - U, || hange Roles 87 5AP BASIS ADMIN.doc... | | I W8 11:02 P

Similarly to the Single Role Creation
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=g

Role  Edit Goto  Utilitiss(M) Systern  Help

Z @ 2000 nag @e@aee SHE antnoan BE @
Change Roles
[ omerroe ]| [ | [

Role
Role |Z DERIWED_ROLE_SUMITHA |
Description |derwed rale

BiE ElE & [ s |

[0 e I

User D User name From ta |
vAsU asu unnarm 10.12.2015 |31 .12.99089

Oy =N

@ User master record for all roles adjusted

I [ oMo g1y so0 BFl| sapserver [1Ins | | 7
Histart| | @ @& © | B sapmme | I 58P Logan e40 | T 58P Easy Access - ... [ change Rales 1] 5AP BASIS ADMIN.doc. . | [ W8 11:07 PM

Now Login with Client - 800, User - rakhi, Password - india123
Here we can see the Both Single Role’s T-codes

=
Menu Edit Favorites Extras System Help

OEx

SAP Easy Access - User menu for rakesh unnam
[ Favorites
= 3 User menu for rakesh unnam
@ User Maintenance

@ Client Administration

&2 Delete Client
2 Client Copy Log

[ L[ oMo 1) 800 2| sapserver [INs [ [ 7

Bistart| | @ & © > | B saprme | I 54 Logon 640 | I change Roles [T saP Easy Access - .. ] 5ap Basts ADMN.doc... | [ RE 11:19em

If we Delete the Link

(Delete Inheritance Relationship) Both the Single Role’s will be
act as Independent
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Composite Role

Collection of Single Role’s as Composite Role.

Pre-Requisites

Here we need 2 Single Role’s
Eg:

Rakhi_single_role,teja_single_role

Click on Comp.Role tab.

|I:U

Role  Edit Gotn  Utiliies(M) Erwironment  Systern  Help

|& 1aH @@ BHE ntan BE @E

Ew

Role Maintenance

Role Z:.composite_role|

Mame derived role

O Ruole [0 comp.rols |

‘&N\EWSEI”?I II‘ ShuwDucumentaIiUﬂl

Favotites

| Description | Target Sys

@ Mo favorites exist

b [ omo (13 200 B[ sapsemer [ INs | [/

lf,.’Startl J @ ag J % sapmme

| I 5P Logon 640

|| Role Maintenance [81] AP BASIS ADMIN.doc - ...

[KE-REL]
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Then Save it.

= = eS|
Role Edit Goto  Ltilities(M) Systern  Help

|& 1B eae DR an0n 0F @B

Create Roles

[ omerrote ||| H]

Raole
Role |Z:COMPOSITE_ROLE |
Description |cnmpnsite role

m & Roles . @ Menu . @ User | ¢§ Personalization

Administration Information
Created

User

Date

Time 0o:00:00

Long Text

EolE] (2] Bl 2l

|—‘Li1,Cn1 Ln1-Ln1aof1lines

Homepage

[=] [m]

| 5ave the rale ZCOMPOSITE_ROLE I [ oma ¢1y 800 B[ sapserver [INs [ [~

distart| | ([E @ @) 7 | o ssprme | I 54 Logon 640 || Create Roles 8] saP BASIS ADMIN.dac - ... | "% 11:31PM

Click on Roles tab & fill the Role’s as below then Save it.

= L= [ =]
Role Edit Goto Ufiitlesq) Systern  Help

| & 1B e@e 0Nk nnon DR @6
Change Roles

(P|[ otmerroi | {21 | [

Role
Role [Z:COMPOSITE_ROLE |
Description |cnmpnsne role

(3 Description @ Menu i@ User | & Personalization

Role [rarme [Taroet syvs e

Z:RAKHI_SINGLE_ROLE single rale user system wl[=]
_Z:TEJ.ﬂ._SINELE_RDLE single role user system E‘
— D |
| O
| O
|| O
|| O
|| O
|| O
L OJ
| |
| O
| O
| O
- mR|

0=
KD ]

| I [ oMo (13 800 P | sapserver [N | [ 7

& 5tart| | & @ © | % sspomc | ) 8P Logon 640 || Change Roles 817 54 BASIS ADMIN.doc - .. W 1136 M
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Click on User’s tab

=g
Role  Edit Goto  Utilitiss(M) Systern  Help

B AdHIeEe& SDHE Hhon BEE @

Change Roles
o

Role
Raole |Z:conPOSITE_ROLE |
Description |composite rale

6 (_corton |

[0 e S

User D User name From ta |
vAsU asu unnarm 10.12.2015 |31 .12.99089

Oy =N

[ Data was saved I [ oMo g1y so0 BFl| sapserver [1Ins | | 7

distart| | [ @ & | % sapmme | I 58P Logan &40 || Change Roles 4] S4P BASIS ADMIN.doc - ... I 11:37pPM

Now Login to Client: 800, User: vasu, Password: indial123
Here we can see the T-codes of 2 Single Roles

=
Menu Edit Favorites Extras System Help

1 Favorites
= 3 User menu for vasu unnam
2 User Maintenance
@ Client Administration
2 Delete Client
@ Client Copy Log

[ U [ oMo (1) 800 B3| sapserver [INs [ [ 7

'smrtl | @ & © > | B ssprme | [\ saP Logon 640 IiE change Roles | I s6P Easy Access - ... | l@sAPBASEnDMmduI w8 11:39PM
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How to maintain Logon Load Balance

Note:

Each Work Process having 10 Users only

In SAP Logon Icon

SAF Logaon 640
Shocuts | Systems
u Lt
[

Groups...
Server.
UserDefined..

Change Item

Delats Item

i

[For help, press F1 |

d@iseare| | [ @ @ 7| f saprome Illj SAP Logon 640 Trace Display | I Trace List | 7 saP BASIS F\DMIN.ch...I I 79 Fm

Click on New Tab or User Specified System

SAP Logon G40
Shateuts | Systems |
iy} [ teoon |
LE
m

Sustem ;

Desciiption |

Application Server &
SéProuter Sting

System D

Spstem Mumber

SAP System ®Ra OR2

| A | [ Logen

\ Cancel |

Add and Log on Help
| |

Groups...
Segver,
User-Defined

Changs Item.

Ll

Delets ltem

| |
@istart| | (G & © | % saprme |[9 SAP Logon 640 Trace Display | I Trace List | 81 sap Basts apmmidoc... | MY 7:zsPm

Page 154 of 214




Fill the details as below & then click on Save and Logon

Shortouts Spstems |

E'ﬁ ﬁ'ﬁ Logon
[ E | E

e e

o

Properties
Description b |
Application S erver sapserver =2

S&Prauter Stiing

System ID =]

Spstem Number 01

SAP System B RS OR2
[ Save | Logan | Cancel |
| Save and Log on | Help |

Groups

Seqver.

User-Defined,
LChange [tem...

Delete ltem. .

L1l

[ |
Histart| | @ @& © | B sapmme |[) 5aF Logon 540 Trace Display | T Trace List IEES | 1) 5ap Basis aomr... | (W8 7z P

You will directly go to Dialog Instance as below

HEE
User Systern  Help

& . H/c0@ SHE 5008 BE QB
SAP

Client aon

|I:U

User

Password ‘*g;uuguugsl

Language

v System DM {1y 000
Client falili}
User
Frogram SAPMEYST
Transaction soo0
Response Time 281 ms
Interpretation Time 186 ms
Round TripsiFlushes 110
| 7 [ Dm0 (T 000 L]l sapsener ‘ NS ‘ | 7

nb'startl | @ @ © | B sspmme | I 560 Logon 640 | I Trace bisplay | I Trace List || sap 8] 5ap BASIS ADML., | )W 7z9Pm
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In SAP command line enter the T-code as SMLG

Menu Edit Favorites Extras System Help

[ Favorites
= 3 SAP menu
[ office
[ Cross-Application Components
[ Collaboration Projects
[ Logistics
[ Accounting
[ Human Resources
[ Information Systems
[ Tools

R A R A

[ U [ oMo 1) 800 B3| sapserver [INs | | 7

'Startl 280 > J‘Eswmmt | I sap Logon 4o | S Trace Display | I Trace List " SAP Easy Access E!SAPBAEHADMI I w8 7:31PM

Now click on Create Assignment

= @ E
Grouplist Edit Goto  Seiings  Systern Help SAP
] 10¢ea@ SHE Do BEE @m
CCMS: Maintain Logon Groups
/Iﬂ DeleteAssigmmentlﬂ Delete Gmuplﬂ Remove instance

——foreate assignment ¢ —— 2]

Logon Group|Instance | Btatus -
sapserver_DHO_@1 @

SPACE id3tdcan_In3_50

[ U [ omo (13 800 B[ sapserver (NS | | 7

ﬂstartl | @ @ © | B sspmme | I 560 Logon 640 | I Trace bisplay | I Trace List || /B coms: Maintain... | 5] 56p BASIS ADML . | 5w 7zem
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|@G[oup list Edit Goto Seftings System Help = w
|& THICE@ SHE DDnaD | HE @B
CCMS: Maintain Logon Groups
IEI‘ T Delete Assignment |[ T Delete Group || T Remove instance | I

KD}

Logon Group|Instance Status

sapserver_DME_21 a
SPACE id3tdcBO_I1D3_50

lII:?Create Assignment

Logon Sroup | £
Instance

[ I [ Omto 1y 500 B | sapserver [ins | | /j

ﬁstartl | @ @ © » | sapnme | I 58P Logonedn | I Trace Display | I Trace List |[/= ccms: Maintain... ] saF BASIS ADML... I T/ 7:32pm

Give the details as below

|@G[nuphst Edit Goto Seftings  System  Help Iﬂw
|& 0 eee SHB D000 HE Q8

CCMS: Maintain Logon Groups
@| i Delete Assignment || @ Delete Group || Remove instance | ]

Logon Group|Instance Status z
sapserver_DHA_A1 @
SPACE id3tdcoo_ID3_5o
= Create assignment
Lagon Graup mrn
Instance kanserver_DMO_01 =
=

| b [ omo (13 200 B[ sapsemer [ INs | [/
Jt;'start| | @ @ © | B sapomc | I 560 Logon 640 | ) Trace Display | I Trace List |[1E covs: Maintain... | 5] 549 BASIS ADME. . | W 734 M

Click on Copy & Save it.

Page 157 of 214




How to Assign T-code as Manually

Eg:

We have Role as rakhi_single_role, Now we need to add one
T-code as SCC1 (Local Client Transport Role or Import Role)

1st we need to assign T-code as SU53 as temporally to the Role.

SU53 T-code is used for to getting Missing Authorizations.

After got missing Authorizations we need to Remove the SU53 T-code from the Role.
Note:

We need to open both SAP Admin Window
(SAP Consultant Window) Eg: Client: 800, User: sapuser & User Window (Eg: Client: 800, User: rakhi).
Before going to open User Window we have to check User Roles with the help of T-code is SU01

SAP Admin Window (SAP Consultant Window):
Eg: Client: 800, User: sapuser

In SAP command line enter the T-code as PFCG
Give the Role and Click on Change icon.

=4 HEE
nle  Edit Gotn  Utiliies(M) Erwironment  Systern  Help

R
(V] DA H Q@@ DHE ODLO0 BE @m
Role Maintenance

Role z.rakhi_single_role| 9@ ||] Role ||D Comp. Rale |
MName
Change role

‘&N\EWSEI”?I II‘ ShuwDucumentaIiUﬂl

Favoriies | Description | Target Sys | |

@9 Mo favorites exist b [ omo (13 200 B[ sapsemer [ INs | [/
;;Elstartl & @ © | % sspome | 17 58P Logen 640 |[TE Role Maintenance  J 549 Easy Access - U... | 8] 5ap Basts apti.doc, . | 588 e:z6 P
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Click on Menu tab.

=
Role Edit Goto  Utilities(d) Systern  Help

| & (0 e@e CHE nnoo BE @

i SADd

Change Roles

[2|[ cterrote | [=]

Rale
Role |Z:RAKHI_SINGLE_RDLE
Description |sing|e role

m O Menu . @ Authorizations . O User . MiniApps lgﬁil Personalization

Administration Infarmation Transaction Inheritance
Created Changed Derive from Role

User SAPUSER SAPUSER

Date 10.12.2015 10.12.2015

Tirme 23:16:04 23:36:59

Long Text

[l ol=] 2] [Eles] [l

[]ti1.con Ln1-Ln1afdl lines

I [ Dm0 (1 800 FE| sapserver [1MS | | 7

Aistart| | (B @& © > | % sepme | I s4p Logan s40 || Change Roles J 5 58P Easy Access - U... | 8] 5aP Basts aomin.dec... | I8 siz7 m

Click on Transaction tab.
|E7
Role Edit Goto Utilities(M) System  Help

| & IBe@e CHE nnon DR @

ey

Change Roles

I overoe] |2

Role
Role |Z'RP.KHI_SINELE_RI]LE
Cescription |siﬂg|e rale

(3| Description - Mﬁﬂ. O Authorizations . O User | MiniApps ¥ Personalization

C1#| |[E Transaction [&: Report & oter ] i I e N (2]
wla| B asthorization Default =
= < Role menu Target Systerm
72 User Maintenance Dest.
17 Client Administration o Mo dectination
Copy menus
iy From SAP hMenu
& Frarm other rale
%  From area menu
& Import from file
Additional activities
[ =2l Translate Node |
& Display dacumentation
H Find in docu.
@ Collapgse Menu ]
[+]
\ b [ Do 1) 200 B | sapsener [INs | [/

i start J @ Q @ J 'ﬁ‘n Sapmme | WSAP Logon 640 I Ehange Roles

SAP Easy Access - U... | 8] 5ap Basts somin.doc... | 88 sizerm
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Add T-code as SU53 (Evaluate Authorization Check) Then click on Assign Transaction.

=
Role Edit Goto WilitiesiM)  Systern Help

g =B cE@ CDHEBE HDaan)

[ @) ®

RisAng

Change Roles

P orwrae] |

l@Assigmtransactmns
[Transaction code |Te}ft ‘
SCC1 Client Copy - Special Selections Z
] : alization
- =
- =]
— EI |
S
[0 ]] I (KNI}
[ e vansaaions | J N .
add transactions (Shift+F 7) S _Display documentation
H Find in docu.
)] Collapse Menu |
= e [<]
[~]
| I [ om0 (13 800 Bl [ sapserver [ N5 [ [ 7

distart| | [ & ) | saprome

| 1) 54 Logon 40

Click on Authorization tab

=4

Role Edit Goto  Utilities()  Systern Help

(] IH eae CHE nnon B @m

sAng

|/ change Roles SAP Easy Access - U... | 1] 54P BASIS ADMIM.doc... | 88 31 pm

Change Roles

[Z[ omerrote | | [

Role
Role |Z'RI\KHI_SINELE_RDLE
Description |bing\e role

3 Description @ Authorizations S User o Minispps o & Personalization

(@& A ||&) S| SalEw|

Target Systern

Cest

@ Mo destination

52 Distribute

Z| |E: Transaction | Report |E: other |
vl:

EL Authorization Default | |Add other Uh]ecll
= <l Role menu
2 User Maintenance
2 Evaluate Authorization Check
2 Client Administration

Copy menus

Ly From SAP Menu
iy Frorn othet rale
Ly From area menu
iy Impart from file

| Additional activities Z

=] Translate Mode
dy* Display documentation
M Find in docu

@ Collapse Menu

I<l]

’@ Entry created

I [ oMo ¢1) 800 B2 sapserver [INS ||

[+]
=]
7

| I sAP Logon 640

t‘startl |G @ © > | % ssprme

| Change Roles SAP Easy Access - U... | 5] 5P BASIS ADMIM.dac... | /W% mi3sPm
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Click on Change Authorization Data

|I:='

Role Edit Goto  Utilitie=sih)  System  Help

e Badiea@ CHE B has |

=] | @ W\

Change Roles

Rale
Role Z:RAKHI_SINGLE_ROLE
Description single role

1l Description .l U BT - 1 Autharizations S User | MiniApps &° Personalization

M= save the rale
Created by ou must save the role first
User P @ Save now?
Date 10.12.20
Time 23:16:42 [ Yes I Mo |IE3 Cancel |

Information About Authorization Profile

Profile Marne  |T-DBJ0000E

Profile Text Frofile for role ZRAKHI_SINGLE_ROLE
Status Authorization profile is generated

haintain Authorization Data and Generate Profiles

Change Authorization Data

Expert Mode for Profile Generation

|Lnad data for authorization fields [ | D0 (1) 800 ‘ sapserer

[ns [ 172

Aistart| | (B @& © > | % sepme | I s4p Logan s40 || Change Roles J 5 58P Easy Access - U... | )54 Basts aomin.deoc... | (D8 837 Pm

Click on last circle symbol of Single Role to change the Yellow color to Green color
Save it and Generate.

= (=]
Authorizations  Edit  Goto  Utilities(M) Environment  System  Help
& I 1B @8 SHE 000 BF @F

Change role: Authorizations

|EL Selection criteria ||EL Manuallv” Open || Mew || Changed H Maintained H Organizational levels

Infarmation
Eaint Generate (Shiﬂ*F5)lz Tevals B open fields, Status: generated el
Z RAKHI_SINGLE_ROLE CC@ single role ]

E oo@ Standard 01d Cross-application Authaorization Objects

B CC@ Maintained 01d  Basis: Administration

0 OO@ Maintained 01d  Basis - Development Environment

0 OO@ Maintained 01d  Basis - Central Functions

A C@ Standard 01d  Human Resources
[l [ 1<l]
[ Frofilets) created ® [ Dmo (1) 800 B[ sapserver [INs | [ 7

@& StartI |G @ © | B seprme | I saP Logon g40 || change role: Autho... 5] S4P Easy Access - U... | W] 5P BASIS ADMIN.doc...l I s40pm

Click on Utilities@Technical Names On
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=

Authorizations  Edit  Goto

Utilities(My  Environment  Systern  Help

T Legend ciri+shiteFe [T 4% 8 | B [F] | &) [

Change role: Authg

Z:RAKHI_SIMGLE_ROLE

0 0@ Standard

Reorganize Changed I Maintained I Organizational levels... IEIH Information _
Duint. - 0 Unmaint| Authorization object assianments e —— =
Setflings..
Cr information Cirl+F1

CO@ Maintained
CO@ Maintained
CO@ Maintained

leal
eal
leal
0 0@ Standard

Redraw

Merge authorizations

EBa
Basis - Development Environment
Basis - Central Functions
Human Resources

DL

Enl

13

b [ oMo (13 800 Bl [ sapserver [ NS [ [ 7

Bistart| | (G & © | By saprme | I 5P Logen &40 | change role: autho...

User Window

SAP Easy Access - U... | 8] sap Basts a0t dac,. . | 088 sia1em

Eg: Client: 800, User: rakhi
In SAP command line enter the T-code which we need to add Manually (Eg: SCC1)
Here we will get one Error Message like you are not Authorized

it Favorites

Extras

[ Favorites

= 3 User menu for rakesh unnam

2 User Maintenance

@ Delete Client
2 Client Copy Log

2 Client Administration

[& You are not ized to use ion SCC1 L [ omo (1) 800 B3| sapserver [INs [ [~

Bistart| | (@ & © > | B sepmme | i 54 Logon 40 | I maintsin User |[/E saP Easy Access - ... ]5ap BasIs ADMN.doc... | (M8 sis0pm
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Now in SAP command line enter the T-code as SU53

= E&EE
Authorization Walues  Edit  Goto  Extras  Systern Help

| @ G0 €@ CHE 0L AR @
Display Authorization Data for User RAKHI

Users RAKHI Profile Parameter auth/new buffering 4
Authorization obj. 5_TCODE
Description Authorization Values

= Bl Authorization check failed
[» Authorization Ohject S_TCODE Transaction Code Check at Transaction Start
= 2 Users Authorizatio
[ Authorization Ohjec

_iTransaction Code Check at Transaction Start

[ I [omo 1y 600 B[ sapserver [N | [~

i Startl | @ @ @ 7| B ssprme | I 55p Lagan 640 | Display Authorizati... 2] 5AP BASIS ADMIN.dnc..‘I e as3Pm

Now Expand Authorization Object & Copy the Highlighted Authorization Object.
|II7 =
Authorization Values  Edit Goto  Eras  System  Help

|& I IHI Qe SHE fnLn | AF @m
Display Authorization Data for User RAKHI
i

Users RAKHI Profile Parameter authinew buffering 4
Authorization obj. S_TCODE
Description Authorization Yalues

— [ Authorization check failed

i :S_TCODE  Transaction Code Check at Transaction Start
= [ User's Authorization Diata

[ Authorization Ohject 5_TCODE Transaction Code Check at Transaction Start

[ I [ oMo (13 800 P | sapserver [N | [ 7

& 5tart| | @ @ © > | ®)sapbasts aomi... | [5] Microsoft Excel - ... | By sspmme | K9 58p Logons4o | I change roles Aut.. ||_

isplay Authori... %% 7:40pm
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SAP Consultancy Window Click on Manually tab.

=
| Authorizations  Edit  Goto  Utilities(h)  Environment  System Help

| @ 100 60 oHE DNoD AR QF

msEIry

Change role: Authorizations

||E Selection criteria |||E Manua\ly” Open || Changed || Maintained H Organizational levels ‘| Infarmation

Maint.: 0 Unmaint. org. levels B open fields, Status: generated =
Z RAKHI_SINGLE_ROLE Oo@ single role M
& Oo@ Manually  Cross-application Authorization Objects AALB
= ool & &2 Manually  Transaction Code Check at Transaction Start 5_TCODE
= oo@ & standard  Transaction Code Check at Transaction Start T-DOY0BAOEE0
& Transaction Code SCC4, SU@1, SU53 TCD
= oo@ & Hanually  Transaction Code Check at Transaction Start T-DOYEOOAGAT
# & Transaction Code SEC1 TCD
0 Oo@ Maintained Basis: Administration BC_A&
0 ©o@ Maintained Basis - Development Environment BC_C
—E oom Maintained Basis - Central Functions BL_Z
— Oo@ Standard Human Resources HR
il ] «]lx]
[& Frofie(s) created ® I [ oMo 1y 600 B3| sapserver [INs [ [ 7

Wistart| | (@ @ © > | ] 50p 6asis aomL... | [3] Microsoft Excel - .. | B sapmme | % 50p Logons4a |[IE change role: a.. | [ Display Authoriza... | M8 745 pm

Now one screen will be open in that past the Authorization Object.

» Then again go to User Window Copy the T-code.

» Then again go to SAP Consultancy Window Click on Empty
T-code area & then one screen will be open in that past the
Copied T-code. Now all the Circle Symbol’s will be Convert

as Green color.
> Save it and Generate.

NOTE:

After Manually Adding the T-code as SCC1 we need to Delete SU53 T-code from

SAP Consultancy Window.

How to Restrict Activities of T-

codes

In SAP command line enter the T-code as PFCG
Client: 800, User: sapuser
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In SAP Consultancy Window

= it SADG
Authorizations  Edit  Goto  Utilities{My  Environment  Systern  Help
| & I JB @@ DHB ahoan AR @

Change role: Authorizations
|&| @ | B selection criteria | [ Manually | [F] open |[%] changed |[¥&E Maintained || Organizational levels

Information

Maint. : a Unmaint. org. levels a  open fields, Status: generated L=
Z RAKHI_SINGLE_ROLE co@ single role m
B @ Standard  Cross-application Authorization Objects ARAE
5 CO@ Maintained Basis: Administration BC_A
&= Co@ Maintained Basis - Development Environment BC_C
E oO@ Maintained Basis - Central Functions BC_Z
m oo@ Standard  Human Resources HR
[E1/| I || R[]

[ [ omo (1 800 (5] sapserver (s [ [ 7

i StartI B @ ) ® | B sspmme | I saF Logon e40 | Change role: Autho... isplay Authorization ... | ] 5aP BASIS ADM]N.do:...I (] 05 FM

Click on Basis: Administration

= [=] = =]
Authorizations  Edit  Goto Utilities{M)  Environment  Systerm  Help

| & Do ece DHE Dnoas BE @
Change role: Authorizations

||£L Selection criteria |||£L Manuallvl Open | Changed ‘ Maintained || Organizational levels

Infarmation

Maint.: @ Unmaint. org. levels 0 open Tields, Status: generated L=
Z:RAKHI_SINGLE_ROLE ©Oo@ single role M
—E <O@ Standard Cross-application Authorization Objects ALLB
& ¢o@ Maintained Basis: Administration BC_A
E Co@ % Maintained G calls in ABAP programs 5_C_FUNCT
Ea ' | <8 Standard Cross-Client Table Maintenance S_TRBU_CLI
Eall'e | < Standard Table Maintenance (via standard tools such as SM30) S_TRBU_DIS
Ealle'e | <5 Maintained Authorizations: Role Check S_USER_AGR
e | % Maintained User Master Maintenance: Authorizations S_USER_AUT
eIl | % Maintained User Master Maintenance: User Groups 5_USER_GRP
il | % Maintained User Master Maintenance: Authorization Profile S_USER_FRO
eIl | <5 Maintained User Master Maintenance: System-Specific Assignments S_USER_SAS
g | s Maintained User Master Maintenance: System for Central User Maintenance S _USER_SYS
—a oo@ Maintained Basis - Development Environment BC_C
—E oo@ Maintained Basis - Central Functions BC_Z
—mm ¢o@ Standard Human Resources HR
[« I Enj|
[ I [omo (1) soo | sapserver [INs | [ 7

| %4 sapmme | 12 5P Lagen 840 | change rale: autho...

Display Autharization ... | #1] 54p BasIS ADMIN.doc... | I ¥ 2107 pm
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Click on User Groups

|E7

Autharizations  Edit  Goto  Utilities(M)  Environment  Systern  Help

& B H @@ BHEIDDa8 EE @

Change role: Authorizations

Haint.:

|EL Selection criteria ||EL Manually || Open || Changed || Maintained || Organizational levels.

o Unmaint.

| Infarmation

org. levels 0 open fields, Status: generated

Z:RAKHI_SINGLE_ROLE oc@ single role

8 co@ Standard Cross-application Authorization Objects LRAB
—&E Co@ Maintained Basis: Administration BC_A&
—E oO@ ‘g Maintained C calls in ABAP programs S§_C_FUNCT
—&E oo@ < Standard Cross-Client Table Maintenance S_TAREU_CLI
e Co@ <8 Standard Table Maintenance (via standard tools such as SM30) S_TABU_DIS
e Co@ <8 Maintzined Authorizations: Role Check S_USER_AGR
e com Py Maintained User Master Maintenance: Authorizations S_USER_AUT
ool 2 Maintained User Master Maintenance: User Groups 5_USER_GRP
com aintained User Master Maintenance: User Groups -
= Maint d U Mast Maint u G T-DE9E0BAGOA
® ” Activity @1, B2, O3, B5, D6, B8, 24, 78 ACTYT
% # User group in user master main * CLASS
—E oo ‘g Maintained User Master Maintenance: Authorization Profile S_USER_FRD
e Co@ <8 Maintzined User Master Maintenance: System-Specific Assignments S_USER_SAS
L0 co@ a Maintained User Master Maintenance: System for Central User Maintenance S_USER_SYS
G Com Maintained Basis - Development Environment BC_C
0 Co@ Maintained Basis - Central Functions BC_Z
—mE Co@ Standard Human Resources HR

KD

[l [

[«][x]

I [ omo (13 200 FE| sapsener [ INS |

17

distart| | ([Z @ @) 7 | Ty ssprme | I e Logon 640 | [ change rale: Autho...

Display Autharization ..,

| 517 SaP BASIS ADMIN.doc. ., | T/ 2wePm

Click on all Activity no’s.
Then Un-Check all Activities & Save it.

=4
| Authaorizations  Edit  Goto  UtilitiesiMy  Environment  Systern Help

|e NaHI @@ DHB I DDaD|

lal |l @

Change role: Authorizations

‘Ep Selection criteria H@ Manually H Open H Changed || Maintained H Organizational levels |

B information

Maint 0 Unmaint. org. Tevels 0 open fields, Status:. generated L=
Y= Define values ]
Object 5_USER_GRF| User Master Maintenance: Us:  [tion Objects LOAR
Fiald name [AGTVT Activity S
| Full authorization | ogramns S_C_FUNCT
Activities e Maintenance S_TABU_CLI
{via standard tools such as 5M30) S5_TABU_DIS
5 Jac_[Text I 1 ke check S_USER_AGR
[Jo1  Create ar generate E| enance: Authorizations S_USER_AUT
[J02 Change E| enance. User Groups S5_USER_GRP
[Jn3 Display || [tenance: User Groups T-DOJOAEAGER
[Jos Lock
o6 Delete 01, 82, B3, 05, B6, B8, 24, 78 LCTYT
main * CLASS
[J 08 Display change documents
Enter, Include, Assign enance. Authorization Profile S_USER_PRO
Archive pnance: System-Specific Assignments 5_USER_SAS
Model enance: System for Central User Maintenance 5_USER_SYS
Assign ment BC_C
BC_Z
HR
L I
[L [ L«]lx]
I b [ DM ¢1y 800 B8] sapserer [INs [ [ 7

distart| | (G} @ 0 | saprme

| I 54P Logon 840

| [l thange role: autho...

isplay futhotization ... | 8] 5ap BASTS aDMIN.doc... | [ED 88 si10em
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How to Create Standard Jobs (House
Keeping Jobs)

In SAP command line enter the T-code as SM36

=
| Job  Edit Goto  System  Help

| & BB eaa CHE S oas EE @B

Define Background Jaob

[#% start conaition |[2® step | | [& Job selection |[[& own jobs |[255 Job wizard | [ Standard jobs |

General data
Job name
Job class C
Status Scheduled

Exec. Target Spool list recipient

Job start Job frequency

| Job steps

IE ? 3 Compiling SAPLSFTH in separate task,

- [ omo ¢y soo BEl | sapserer (NS [ [ 2

#istart| | [Z @8 (O > | 8] 54p BasIS ADMIN.doc - . | % sapmme | I 58P Logan s40

|| Define Background Job w252 pPm

Click on Standard Jobs

B SAng

=4

| Reorg. job  Goto System Help

| I aH e@e CHE 0H0 BE| @B
Standard Jobs

| information |[BL Defautscheduting |1 Predefine new job || @ Delete job definition |

& &

EBE S R EEERE =

Co_|Background Job Name |schedstart [SchedStarfStartdate [Starttime [Status [Joinfo
L I[«][+]
Schedule standard job
StarTime Petiod

SAF Companent

Job name @ Immed @ None

Job info O Date /ime O Hourly

Rept Mame O Daily

Wariant = O iisakly

Sererflame = o] O Manthly
[ I [ omo (1) 800 Pl [ sapserver [INs | [/
& Startl | @ @ © * | ®]sap6asis aovin.doc- ... | B sapmme | I sap Logon e40 || standard Jobs I/ 2:52Pm

Page 167 of 214




Note: If you enter T-code as SM36 Background Jobs Automatically Running.

What is Profile Parameters

Whenever we Install the SAP in our System, Default Profiles are created at OS level.
Profile contain parameters that specifies how to Start Instance & Stop Instance.
Profile Path is, USR/SAP/SID/SYS/PROFILE

Eg:

sapserver/sapmmc/dm0/sys/default

We have to Import these OS level Profiles to SAP level by using flowing procedure.
RZ10@UtilitiesBImport Profiles@Of Active Servers

Profiles are 3 Types

Default Profile
It having Global Parameters.

Changes are made in Default Profile those Changes effect in All Instances within Server.

Naming Convention, DEFAULT.PFL

k3 D:husty sap'DM0YSYS profile = il
File Edit Yiew Favorites Tools  Help ‘ #
Deack - T | ) search |ﬁ‘f‘FoIders | & X ) | Bl
Address I_J DhusrisaplDMOLS VS profile j Go
Foldere Sl B T = Tr ottt T attributes |
W B& DEFAULT.PFL - Notepad — |E||£|
1 u:l My Documer File Edit Format Wiew Help M A
| } My Compute [#- ¥ " ;I i A
e ) L
[E] e SAP ECC A
() Adat |SAPDBHOST = sapserver A
zeesdbtype = ora M A
e i
=1 zeesdbname = DmO a
D guit |32 ee/dbhnst = sapserver
() GUI_ |SAPSYSTEMMAME = DMO il &
SAPGLOBALHOST = sapserver A
s [ P
[ orac |—
[ Progj# sSaP Central service Instance for JZEE
2 tmp [*
B Dus JZEE/SCS/hDSt = sapservar
= W¢|j2eesscs/system = 00
& [[|12ee/ms/port = 3900
=t rd'l sp/bufrefmode = sendoff, exeauto
# sap mMessaging Service for aBap
&
rdispsmshost = sapserver
rdisp/mssery = sapmsDMO
rdisp/msserv_internal = 3901 Ll
e o
I profile
[ st
12 prfelog
12 put
[ trans
b DYD-RAM Drive (E2)
“ Windows 2007 05 (G:)
e Mew Wolume (H:)
[} Contral Panel
| ‘-3 My Metwork Places
2| Recycle Bin
] I»
Ji,‘startl | @ @ © > | 5 supeasts aomr... | B sapmme | ¥ srpiogonedn | [Estandard sobs | 1 piusrisapionon... |5 peraviter - ()88 sizsem

Startup Profile:
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It is used to Start DB, Message Server, Dispatcher & Work process (App.Server)
Naming Convention, START_INSTANCE NAME_HOST NAME
Eg: START_DVEBMGS01_SAPSERVER

Instance Specific Profile:

It contains Instance Specific Profile Data & the Changes will be effect within Instance only.
Naming Convention is, SID_INSTANCE NAME_HOST NAME Eg: DM0_DVEBMGS01_SAPSERVER

T-code as RZ10:
It is Static. We need to Restart the SAP Server to Effect the Changes.
Few Static Parameters,

RDISP/WP_NO_DIA
RDISP/WP_NO_BTC etc,.

T-code as RZ11:

It is Dynamic. We no need to Restart the SAP Server to Effect the Changes.
Few Dynamic Parameters,

RDISP/MAX WPRUN_TIME

RDISP/TRACE

RDISP/MAX PRIV_TIME etc,

Note:
We can Change the Work Process (DIA & BTC) no’s.

What is Operational Modes

In Day Shift we need More Dialog Work Process & Less Background Work Process.
In Night Shift we need More Background Work Process & Less Dialog Work Process.
We can Change No.of Work Process (Dialog, Background) as per our requirement.
Note:

If Operational Modes are already Existing in Instance, 1st we have to Delete those Operational Modes.

How to Delete Operational Modes

In SAP command line enter the T-code as RZ04
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|I:v Ew

Operation mode  Edit  Goto  Systerm Help

|& N0 @00 DHE D000 BE QE

CCMS: Maintain Operation Modes and Instances

|EH Instancesfoperation modes H Instances/Profiles ‘

Productive operation modes (normal operation) z

Dperation mode Time Text

Wormalhetrieb 0o.e0 - 23:59 Mormalhetrieb

[ I [ Mo (13 800 B | sapserver [Ins | [ 7
Aistart| | (B @ © * | #)58p 64515 ADMIN.doc - ... | By sapmme | 17 560 Logon 640 |[ 7 coms: Maintain opera.. 12w a0apm

Click on Operational Mode & Time Table on Top Header level.

Click on Change.
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=
I Operation mode  Edit Goto  System  Help

| N0 e CHE T hos BE @m

Display/Maintain Operation Mode Set

Op. mode set
@ Mormal operation (24 hr)
) Exception operation

[ Display | & Ghange |

[ & [ omo ¢y oo (=) sapserver [ins [ [ 7

&istart| | (3 & (O » | 554 BASIS ADMIN.doc - ... | B sapmme | I 58P Logan &40 |
|I:='

Display/Maintain Ope...

Operation mode  Edit Bota  System  Help

|& 0@ eee CHE oD B Q8

il SAPS

Edit Operation Mode Set for Normal 24h Operation

‘ Assigh || Delete Assighment |

Start/end time Name of the active operation mode

oo.oo - 01.60 Normalbetrieh
01.00 - 02,080 Normalhetrieb
02.00 - 03,00 Normalhetrieb
03.80 - 04 680 Normalbhetrieh
04.00 - 05.00 Normalhetrieb
05.00 - 06,080 Normalhetrieh
Og.B0 - B7 B0 Normalbetrieh
07 .80 - 08 80 Normalbetrieh
08.00 - 89 .80 Normalbetrieh
09.80 - 160680 Normalbetrieh
1g.00 - 11.00 Normalhetrieb
11.80 - 12 680 Normalbhetrieh
12.80 - 13.80 Normalhetrieb
13.00 - 14 00 Normalhetrieb
14.80 - 16 680 Normalbetrieh
15.00 - 16.00 Normalhetrieb
=== | 16.00 - 17.00 Normalhetrieh
17.80 - 18 680 Normalbetrieh
16.00 - 19.80 Normalhetrien
18.00 - 20 .80 Normalbetrieh
20.00 - 21.680 Normalbetrieh
21.00 - 22 .00 Normalhetrieb
22.80 - 23 680 Normalbetrieb
23000 - @n.co Normalhetrieb

[ I [ omo 1y 800 Pl | sapserver [ s | |/_

#istart| | [ @ ©) > | ] 5P BasIS ADMIN.doc - ... | B sapmme | I s4e Logon 640 | dit Dperation Mode ...

I8 .07 P
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Now Double click on Start Time & End Time as per our requirement.

=4 (=R
Operglion mode  Edit Soto Systern Help

|& 108 @8 CHE hhan BE @5
Edit Operation Mode Set for Normal 24h Operation

‘ Assign H Delete Asslgnmeml

Startfend time Name of the active operation mode L=l
o0.ga - 01.00 Wormalbetrieh
g1.08 - 02,00 Mormalhetrieh
02.88 - 03.00 Narmalbetrieh
03.00 - 04.00 Mormalbetrieh
04 .08 05 .80 Narmalbetrieh
05,00 o6 . o Mormalbetrieh
06 .08 o7 . 6o Mormalhetrieb

Wormalbetrieh

@
=i
@
@
=}
@
@
=)

BE.0e 09, eo Mormalhetrieh
08.0a 10.680 Narmalbetrieh
10.080 11.680 Mormalbetrieh
11.88 12.80 Narmalbetrieh
12.00 13.600 Mormalbetrieh
13.08 14 .80 Narmalbetrieh
14 .08 15.00 MNormalbetrieh

. Hormalbetrieh
17.80 Wormalbetrieh

o
=)
=)
@
=)
=)

17.08 18. 680 Mormalhetrieh
18.00 18.600 Narmalbetrieh
19.00 20. 680 Mormalbetrieh
20.08 - 21.00 Narmalbetrieh
21.08 - 22.00 Mormalbetrieh
22 08 - 23. 80 Mormalhetrieb
z3flea - o8 a0 Mormalhetrieb

[ > | omo 1) o0 FE| sapserver [ins [ | ;

i‘StartI | @ @ © > | ] sapBasis ADMIN.doc - .. | ‘B sapmme | 159 s&p Logon s40 | dit Operation Mode ...

=1
=i
]
=z

Click on Delete Assignment & Save it.

= @
Operationmode  Edit Goto  Systern Help

| @ 190 60 DHE DNaD BE @)
Edit Operation Mode Set for Normal 24h Operation

| Assign || Delete Assignment |

Start/end time |Name of the active operation mode
oo.ea - a1.80
01.08 - 02.00
02.80 - 03.80
03.00 - 04.00
04,008 - 05.00
05.008 - 06.60
06.80 - O7.80
o7.08 - 08.00
0g.00 - 09.00
9.0 - 16.80
10.80 - 11.680
11.08 - 12.80
12.00 - 13.80
13.00 - 14.80
14.80 - 15.60
15.008 - 16.00

=== [ 16.80 - 17.00
17.00 - 18.80
18.80 - 19.680
19.008 - 20.00
20,00 - 21.80
21.008 - 22.80
22.80 - 23.80
ziflon - oo a0

<
[ U [ omo (13 800 B[ sapserver (NS | | 7

;i-startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || dit Operation Mode ... W 40spPm
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How to Create Operational Modes

In SAP command line enter the T-code as RZ04

= = = =
Operation mode  Edit  Goto  Systern Help

| & Bal e SHE anon BE @B

CCMS: Maintain Operation Modes and Instances

[O1][ nstancesiaperstion modes || Instances/Promies |

Jl4]D]

Productive operation modes (normal operation)

Operation mode Time Text

Normalbetriek

Normalbetrieh

[l

U [omo ¢y 00 (S]] sapserer [Ins [ [ 2

CCMS: Maintain Opera... W a13Pm

@& Startl | @ @ © > | 3] sap basis apmin.doc - ... | B sapmme | I sép Logon s40 |

Click on Create Operational mode.

SsAnd

=
Operationmode  Edit Goto  Systern Help

| @ 19B Cee DHE DDA BE @m
CCMS: Maintain Operation Modes and Instances

Operation mode

SAP System name DHE
Opetation mode
Short description [£9

Monitoring properties variant

U [ omo (13 800 B[ sapserver (NS | | 7

|
| ¥7 54 Logon 4 |[I/E cems: Maineam opera... ICIm 4in4pm

;i‘startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme
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Give the Details as below & then Save it.

=
Operation mode  Edit  Goto  Systern  Help

= w
| @ 18 COeICHE Hhas  HE e
CCMS: Maintain Operatiqz;,;"z4.%j] and Instances

Operation mode

SAP System name DHE
Operation mode

day shift
Short description day Shlﬁ1
Monitoring properies variant |

I [ Dm0 (1 o0 FEl] sapserver [1MS | | 7
d&'startl | @ @& © » | ©]sapeasts aDMiN.doc - .., | % sapmme | I 58P Lagen 640 | CCMS: Maintain Opera... D) aiapPm

Again Click on Create Operational Mode

Give the Details as below & then Save it.

=
Operation mode  Edit  Goto  System  Help

=] w
|& 1B C@e SHE Doy PR QB
CCMS: Maintain Operatiolsa=_ctr+sihnd Instances

Operation mode

SAP Systern name oMo
Operation mode

night shift
night shift

Short description

Monitoring properties variant

I | DMO (1) 800 FE| sapserer [Ins | [ 7
distart| | (B & (© > | #] AP BASIS ADMIN.doc - ... | B sapmme |\ 58P Logen &40 |[/E ccms: maintain opera... W s16mm
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Click on Operational Mode & Time Table on Top Header level.

=3 [=1 = [=]
Operation mode  Edit  Goto  Systern Help

|& 2l a0 GO ICHE S tas HE|©m
DisplayiMaintain Operation Mode Set

Op.mode set
(@ Mormal operation (24 hry
() Exception operation

|- Display | &2 change

Change
[ I [ oo ¢ty go0 B8 [ sapserver (IS | [ 7
J. 2 StartI | @ @ © » | ©]sapeasis aoM.doc - ... | % sapmme | I 58P Logane4n | Display /Maintain Ope... D ansem

Click on Change.

=g [=):]
Operation mode  Edit Gotn  Systern Help

& NiB ee@ SHE D0ooD B @B
Edit Operation Mode Set for Normal 24h Operation

[ Assign || Delete Assignment |

1 =

Start/end time |[Mame of the active operation mode Adl
B @A - A1 66
B1.00 - 02.00
02.00 - 03.00
03.00 - 04.00
B4 B0 - 05 B0
95.00 - 06.00
96.60 - O7.00
07.00 - 02.00
B 6O - 09 00
99.60 - 10.00
10,60 - 11.00
11.80 - 12.00
12 .88 - 13 00
12.60 - 14.00
14.60 - 15.00
15.00 - 16.00
== | 1680 - 17 B0
17.60 - 12.00
12.60 - 19.00
19.00 - 20.00
20 60 - 21 60
21.00 - 22.00
22.00 - 23.00
23.00 - 00.00

[ b [ omo (13 200 B[ sapsemer [ INs | [/

W 5tart| | @ @ © * | 5] 54pBasts aDMN.doc - ... | By sepmme | I 58p Logon 640 || Edit Operation Mode ... W 419pm
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Now Double Click on Time of Start (Operational Mode). Now Color will be Change
to Black Color.

Eg: 08:00am to 08:00pm (Day Shift)

Click on Assign

=3 =] = =1
Operation mode  Edit  Goto  Systern  Help

| & I H ec@ SN anan DE @m
Edit Operation NMode Set for Normal 24h Operation

| Aassign |[ Delete Assignment |

Start/end time |Mame of the active operstion mode [=]
oo.oB - ©1.00
01.00 - 02.00
02.08 - B3.00
03.08 - D4.00
04.08 - 95.00
05.08 - 9500
05.00 - OF.00
07.00 - ©8.00
08.08 - B9.00
og.o8 - 10,00
1e.08 - 11.00
11.88 - 12.80
1z 08 - 13.080
13.88 - 14.80
14.08 - 15.80
15.08 - 15.00
=== | 16.88 - 17 .80
17.08 - 18.00
18.08 - 19.80
19.08 - @0.00
zo.oe - 21.00
21.88 - 22.80
22 08 - 23.00
23.00 - 00.00
[ - [ Dmo (13 500 E2)| sapserver | NS | |

& istart| | (3 & (=) > | 254 BASIS ADMIN.dac - .. | G sapmme | i s4P Logon s40 | Edit Operation Mode .. W8 424 Pl

Assign Operational Mode as selected from browser.

Eg: Day Shift
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=g
| Operation mode  Edit Goto  Systern  Help

| & 9B C@e DHE bhon HE QF

I;Iw

Edit Operation Mode Set for Normal 24h Operation

| Assign ” Delete Assignment |

Start/end time Wame of the active operation mode

BO.B0 - O1.00
01.00 - 02.00
02,00 - 63.00
03.00 - 04 I@Speclfyan Operation Mode
B4 B0 - BS
oo.00 - Bg.
A6.aa - a7 .
a7.a0 - g [ 2R-rmooe
B8.80 - 09,
69.o0 - 10.
0.0 - 11.
11.80 - 12
1z.08 - 13.00
13.00 - 14,00
14088 - 15.00
15.80 - 16.00
==3 16.00 - 17.00
17.80 - 18.00
18.00 - 19.00
19.80 - 20.00
20,88 - 21.00
27.00 - 22,00
22.80 - 23.00
23.80 - PE.OO

[0

[ I | owo 1) 800 (21| sapeerver [ NS | [ /7

d&‘startl | (@ @ @ > | @]sap easts aoMibdec - .. | By sspmme | I s Logen e40 || Edit Operation Mode ...

II:U

Operation mode  Edit Goto  System  Help

= A I HICEa CHE B nos FEI@E

= & &

)W 4izsEM
SAR

Edit Operation Mode Set for Normal 24h Operation

| Assign || Delete Assignment |

Start/end time Mame of the active operation mode

04 J[= Specify an Operation Mode

| Op. mode; day shift [=)

Jp]

| b [ omo ¢y so0 PRI sapserver [ins [ | ;

@ Startl | @ @ (© > | ®)sapeasts ADMIMdo: - ... | B sapmme | I sép Logon 40 ” Edit Operation Mode ...

Now again Double Click on Time of Start (Operational Mode). Now Color will be
Change to Black Color.
Eg: 08:00pm to 08:00am (Night Shift)

2w 426 PM
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Click on Assign

=
Operation mode  Edit  Goto - System Help

| & al 4

[©O@ DRE SDhoxn EE @

Edit Operation Mode Set for Normal 24h Operation

| Assign || Delete Assignment ‘

Startiend time Name of the active operation mode

Og.o8 - 01.00
O1.08 - @2.00
0z.08 - 03.00
03.00 - 04.00
04.08 - 05.00
05.00 - 06.00
0E.08 - @7 .00
67.08 - 05.0F

0g.08 - 09.00 day shift
6g.08 - 10.00 day shift
ig.o8 - 11.00 day shift
11.08 - 12.00 day shift
12.08 - 13.00 day shift
13.08 - 14.00 day shift
14.08 - 15.00 day shift
15.08 - 16.00 day shift
=== | 16.08 - 17.00 day shift
17.08 - 18.00 day shift
1g.08 - 19.00 day shift
19.08 - 20.00 day shift

20.00 - 21.08

21.00 - 22.00

22.00 - 23.00

23.00 - 00.00
[ I [ Mo (13 800 B | sapserver [Ins | [ 7
Aistart| | (B @ © * | #)58p 64515 ADMIN.doc - ... | By sapmme | 17 560 Logon 640 | dit Operation Mode ... W 432Fm

Assign Operational Mode as selected from browser.
Eg: Night Shift

=3
Operation mode  Edit  Goto  Systern Help

& DaHICE@ SHEBI PDOD |

7] @ .

Edit Operation Mode Set for Normal 24h Operation

| Assign ” Delete Assignment |

Starti/end time Name of the active operation mode

83,00 - 84 = specify an Operation Mode
a4.08 - 85

a5.08 - A6

06.08 - a7

o7.08 - gg | OP-mMode |
08 .00 - 09

09,08 - 18

10,08 - 11

11.00 - 12

12,00 - 12 00 day shift

12,008 14,00 day shift
14,00 15,00 day shift
15 08 16 08 day shift
=== 16 08 17 08 day shift
17 .08 18 08 day shift

18 08 - 19 00 day shift

KD

19.00 - 20.08 | day shift

20.00 - 21.08

21.00 - 22.08

22.00 - 23.08

23.00 - B0.08
[ [ | Do (13 800 FE | sapserver [1NS | [
@ StartI | @ @ © * | ¥ sapBAsIS ADMIN.doc - ... | i sapmme | I saP Logon &40 | dit Operation Mode ... WY 3z PM
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=
Operationmode  Edit Goto  Systern Help

& 1140 CGQ DHE Do HE @8

SsAnd

Edit Operation Mode Set for Normal 24h Operation

| Assign || Delete Assignment |

Start/end time |Name of the active operation mode

oo.ea - a1.80

01.08 - 02.00

02.80 - 03.80

03.00 - U4-I@Specifyam Operation kode
04,88 - 05,

05.088 - 06,

O06.Bo - o7 n i

oo a0 - og | op-mode night shin
of.aa - 09,

09,88 - 1@,

10.80 - 11

1.ea - 12

12,80 - 13.00 |Continue (Enter)

13.00 - 14 00 day shift
14,80 - 15.60 day shift
15.00 - 16,080 day shift
=== | 16.00 - 17.00 day shift
17.00 - 18,00 day shift
18.680 - 19.60 day shift
19,00 - 20,00 day shift

20,00 - 21.00
21.00 - 22,00
22.80 - 23.080
23.00 - 0O.00

[ I [ omo 1y B0 (21| sapserver [ing || /_
i Startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || dit Operation Mode ... W 433Pm
Now click on Save & Click on back.
|@9perallun rmode  Edit Goto  Systern Help w
|& i e CHE hhan BE @5

E (Ctrl+ S
Edit Operation Mode SetTorWormal 24h Operation

‘ Assign H Delete Asslgnmeml

Startiend Ltime Name of the active operation mode

ano.oa - @160 nioht shiftt
01.08 - 02,00 night shift
a2z 08 - 03 60 night shift
03.08 - 04,00 night shift
a4 08 a5 an night shift
05,08 06, o0 night shift
a6 .08 a7 . an night shift

night shift

@
=i
@
@
=}
@
o
=

0g.08 09,00 day shiTt
a9.0a 0. a0 day shift
10,08 11.00 day shift
11.08 12 80 day shift
12.08 12.00 day shift
13 08 14 @0 day shift
1408 1500 day shift

day shiTt

a
=
=)
@
=)
=

17 .80 day shift
17.08 18.00 day shift
18.08 19. @0 day shift
19.08 20,00 day shift
2008 - 21 80 night shift
21.08 - 22.00 night shift
22 08 - 23.80 hight shift
23.08 - 0080 nioht shiftt

En

I [ omo 1y g00 B[ sapserver (s [ | 7

J: =} 5tart| | & @ © > | 9] sap asIS ADMIN.doc - | ‘B4 sapmme

| 159 s&p Logon s40

| Edit Operation Mode ...

[SE IR
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IE” il SADS

Operationmode  Edit Goto  Systern Help

| & 190 @GO DHE nnan BE @B

CCMS: Maintain Operation Modes and Instances

lEH Instancesfopetation modes H InstancesiProfiles |
[+]

Productive operation modes (normal operation) Al
Operation mode Time Text
Naormalbetrieb Naormalbetrieb
day shift og:on - 20:00 day shift
night shift 20:00 - @800 night shift

B

=]
[ U [ omo (13 800 B[ sapserver (NS | | 7
;i‘startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 | [/ coms: Maintain opera... )W 434 pm

Click on Instances/Operational
Modes. Click on Create New Instance
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| Instance Edit Goto Seftings  Systern  Help

| & 000 €@e BHE Dhoan BE @m

CCMS: Maintain Operation Modes and Instances

Ell Consistency check || Profile views |

Create new instance (FE)'

Productive instances and their WP distribution z
Host Mame Server Nane Instance Profile
OF Mode Dia BF BPA Spo Upd Up2 Eng Sum
id3itdcon id3tdcon_ID3_50 ID3_DYEBMGSSO_ID3TDCOAE
* 411 operation mode 8 [ - 1 2 1 1 19
[l [ ][>
[ I [ DMo g1y 500 P | sapserver [ NS [ [

& StartI | @ @ © * | ©]sap Basts aDMM.doc - .., | % sapmme

| IZ) 4P Logon 40

=
Instance Edit Goto Sefings  System  Help

|& 110 eee SHE Bno0 BE OF

| CCMS: Maintain Opera...

I W™ 4:35 PM

Ew

CCMS: Maintain Operation Modes and Instances

.lﬁ” Consistency check || Profile view |

Greate new instance (Fﬁ)l

[a]
Productive instances and their WP distribution L]
Host Hame Server Name Instance Profile
OF Mode Dia EF BPR Spo Upd UpZ Eng Sum
d3tdcen id3tdcOp_ID3_50 [D3_DYEBMBSHBE_ID3TDCOO
* A11 operation mode B 51 o 1 2 1 1 19
[
[ [ I[«][+]
[ I [ omo (13 600 Bl | sapserver [ N5 | [ 7

# start| |G @ © > | #]54p Basis aDMIN.doc - .. | By sapmme

| I 547 Logon 640

Fill the details as below & Save it.

CCMS: Maintain Opera...

W 436 Fm
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| Instance Edit Goito  Seftings  Systern  Help

| & (H([eOQe | SHE fTLs PE @

CCMS: Maintain Instangg, ;= 55|

| Zurrent setftinas || Maintain details Hg"l': Check profile ‘

Installation data Mumber of work processes
Host name \sapser\rer | According to InstProf
SAP systermn number
Start profile Dialog |4 |
Profile nams |STHRT_DVEBMGSE1_SAFSERVER [7) Background [1]
Update 1]
|63{' Display | |ﬁ Change I Updatez [ 1]
Enqueue 1 |
Instance profile Spool [1 ]
Profile name |DME_DVEBMGSE1_SAPSERVER  [)
Total :
|6“:r> Display | |é7 Change I

Admin. user for start/stop
Lser name | |

Instance details

Appl. server name sapser_Dm0o_00
Instance name ooo

Operating svs. type Windows NT

Horme directory CuwusnsapD D00 work
Start profile |D wsrsaplDMOSYSprofilelSTART _DVEBMGS01 _sapserver |

Inst. profile |D\usr’\sap\DMD\BYS\prnﬁle\DMDiDVEEIMGSm7sapserver |

I [ oMo g1y so0 BFl| sapserver [1Ins | | 7

Hostart| | [ @ (©) | 8] 58P BASIS ADMIN.doc - ... | B sapmme

| I 58P Logan e4a

Click on Yes

=4
Instance Edit Gotn  Settings  Systern  Help

e[ w0 /ec@ SHE 5008 HE @B

CCMS: Maintain Insta...

I 4:30Pm

CCMS: Maintain Instance Data

| current settings || Maintain details |[5& Check profile |

I@CCMS: Maintain Work Process Distribution r of work processes
ing to InstProf

Work process distibution

of  Appl. sener sapserver_DhO_01 4 d
ground 1
for Operation Mode ’—| i 1
tel 1
Murnber of work processes Bue !
| 1
Dialog 4
Background | 1 4E|
Class A o
Update 1
Update2 1
Engueug 1
Spool 1

Total

|

Cther operation mode

@ Assign work process allocation to an operation mode b| D0 (13 500 | sapsener ‘ IS ‘ | o5
zﬁstart| | @ @ © * | ®)54eBass apHL... | By sapmme | 17 58P Logen 640 CCMS: Maintain... =] srror2.«ls | =1 erroR s | I3 e:z9pm

Here we can Change the Dialog Work Process & Background Work Process.
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Assign Operational Mode & Save it.

=3
I Instance  Edit Goto  Seitings  Systern Help w

|& 1HICOe SHE fhoan AR @D
CCMS: Maintain Instance Data

‘ Current settings || Maintain details HET: Check profile ‘

[@CCMS'Maintam York Process Distribution rof work processes
ing to InstProf

YWork process distribution

ot Appl. server sapserver_DMO_01 g | 4 |
oround 1
Tor Operation Mode hight =hift = te g
te? 1
Mumber of work processes E0E) g
| 1
Dialog 3
Background 2 4E|
Class A a
Update 1
Update2 1
Engueus 1
Spool 1

Total :
|

T
l—‘wI I [ OMO (17 800 (21| sapserver | NS | |7

zﬂstartl | & @ & | #]sap Basis DML | i ssprme | I 58P Logon 640 CCMS: Maintain... B arrorz xls | 1] ERROR.xIs | )W 631 PM
=

CIEE
Instance  Edit Goto  Seftings  Systerm Help

| @ IBIeee SHRE Do BRI QR
CCMS: Maintain Instance Data

| Current settings || Maintain details || 4% Check profile |

llI?CCMS'Maintam Wintk Pracess Disttibution r of wiork processes
ing to InstProf

‘WWork process distribution

ot Appl. server anserver DO 01 g 4
I@Create instance data
for dperation Mode Azsign WP distribution to

other OF modes?

Mumber af watl

‘fes H Mo ||3€ Cancel I

| [e]

Dialaog o
Background
Class A
Update
UpdateZ
Ehiguaua

Spool

Total :
]

| I [omo 1y 800 (9] sapserver [INs | [~

Jﬂstart| |E @ © 7 | #]sap Basis ADMI.. | i saprme | I sAP Lagon 540 CCMS: Maintain., ] errorz xls | (=] ERROR. Iz | (Wl BN
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What is Spool Administration

It is used to Print the Documents from Output Devices.

Eg: Printers, Fax etc

In entire System at least 1 Spool Process requires.

Spool Profile Parameter is, RDISP/WP_NO_SPO=1

We can Create Spool Request (Print Request) from Dialog Work Process & Background Work
Process.

In OS level Spool Request Stored in Global level & Path is, USR/SAP/SID/SYS/GLOBAL

Print Request Are Stored in a Location which was determined by a parameter & the Parameter
having 2 Values 1) G (Global) 2) DB (Database).

RSPO/STORE_LOCATION=G & Global Directory at OS level.
RSPO/STORE_LOCATION=DB [ Spool Request Stored in DB tables.

Database Tables are TST01, TST03.

Spool Request Stored or Referred as TEMSE (Temporary Sequential File).

Default TEMSE Size is 32000 Requests & also we can Increases the no. of

Requests up to 2 million.

TSTO01E Having TEMSE Objects

TSTO02@ Having TEMSE Protection Rules

TSTO03@ Having TEMSE Data

We can Increases no. of TEMSE Requests by using T-code as SNRO.

Types of Printing are 3,

Local Printing Access@ If Spool Server & OS Spooler in the Same System.

Remote Printing Access? If Spool Server & OS Spooler are in

Different System.? Front End Printing Access® Printing with the SAP GUI.

How to Create Spool Requests (Print

Request)

In SAP command line enter T-code as SPAD
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Corfiguration  Adrinistration  Gota  Utilities(My  Settings  Environrent  Systern  Help

| & THeee CHE anoa @mE @m
Spool Administration: Initial Screen

| Extended agmin. || Ful agministration |

Admin
Output Devices [=) [ Display
Spaol Senvers Display
Access Methods [ ] Display
Destination Host | | Dispay
[ [ oMo 1y 800 (2| sapserver [IN5 [ | 7
istart| | @ & ©) > | 18] sap asis AomiN.dac - .. | i sapmme | I 5P Lagon s40 |[/= spoot administration:... e® 1:51am
Click on Display & Click on Change
Fill the Details as below
= =
Output Device Edit Goto  Extras  Utilities(M) Systern  Help
| & 90 @@ DHE Dhoan BE @5
Spool Administration: List of Output Devices ( 1 entries)
=
Change (F8) | [=]
Dew K|pev. type |Spool servers Location or message 8 L4
R L | HPLTT T D X
K] \ (i
| 1> | Dm0 (13 800 FE| sapserver [ INE [ [ 7
distart| | B} @ (o) | 81]54P BASIS ADMIM.doc - ... | “Bj sspmme | I 5P Logon s4n | Spool Administration:... I/W® 1:53am

Click on Create & fill details as below
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I@gutput Device  Edit Soto Esras  Utilities(hy  System  Help = w
|e D0 eee DHB ftoan R @B

Spool Administration: List of Qutput Devices (Change) ( 1 ent

(][ [ [ ][] | [ 3] (] 2] s

[create (ShireF 1)}

Dev K| Dev. type [Spool servers Location or message B z
LPO1 L|HPLJIIID X
[ I ]
[ U | Dm0 1y 300 Pl [ sapserver [ Ins [ | 7
& StartI | @ @ © > | 9] sapBasis aoMmdec - ... | i sapmme | I saP Logon &40 |[/= Spool Administration:... IC) W 1:54 am
= 5]
Output Device  Edit Golo  Extras  Utilities(M) System  Help
| @ 1 dB©0e CHl anon RE @6
Spool Administration: Create Qutput Device
Output Device hp Shart name hp
Description
m Access Method | Output Attributes - Tray Info
Device Type HF1160 :HF Laserlet 1160 R4 5+ [
Spool Server apserver OMO 01
Server Destription
Host Real Servar
Device Class Standard printer =)
Authorization Group
Mode|
Location
Message
[ Lock Printer in SAF System
[ I | om0 (13 o0 B[ sapserver [Ins | [ 7
Aistart| | [ @ © > | 5] 547 BASIS ADMIN doc .. | B sapmme | ¥ 5P Logen e40 | [ spoot administration:.. e 157am

Click on Access Method tab

As per our requirement select Host Spool Access Method from browser & give
Host Printer as Default.

Then Save it.

Page 186 of 214




=4 B
| Dutput Device  Edit Goto  Exras  Utilitiesid) System  Help = w
| @ 9B @GO DHE DDL BE QM

Spool Administration: Create Output Device

Output Device hp

Shart hame HF
Description Generic device on frontend

DeviceAftributes 48

Output Attributes - Tray Info
Host Spool Access Method F: Printing on Front End Camputer i}
Host printer Default
Mo Device Selection at Frantend
No status information availahle
[ U [ omo (13 800 B[ sapserver (NS | | 7
;i‘startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 |[I/E spoot administration:... I 8% 200 am

How to Create Spool Request (Print
Request) Overview

In SAP command line enter T-code as SP01
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Selection Edit Goto  Systern  Help

|& 2l a0 GO ICHE S tas HE|©m
Output controller: Spool request selection screen

@] B[] A rormer stecion e |

Output requests

Spool Reguest Number

Created By SAPUSER
Date created 14.12. 2015
Client oo
Autharization

14.12 2015

Qutput Device

Title
Recipient
Department

le] [elele] [ [elel[s] [¢

System Mame Mo

[ I [ omo (1) 800 (51| sapserver (NS [ [ 7

@& startl | [E @ © * | 5] sapBasts aDMIM.doc - ... | B sapmme | I 58 Logan 640 | Output controller: Sp... W8 206 am

Click on Execute.

|I:U = w
Spool Request  Edit Goto  Uilities(My Seftings Swsterm  Help
| & Bl a0 SHE Do BE @B

Output Controller: List of Spool Requests
(] [ Ca ] o Do e e o 2 ] ] 2]

<10

I Spool no Type |Date Time |Status|Pages|Title

(] 14g08|[F |14.12.2015|09:57

w

LIST1S RSUSRZOO_SAP

1 Spool request displyed

1 Spool request w/o output reguest

[ I [ omo (13 800 FE | sapserver [ins [ /_
@& startl | [ @ © * | #)5ap BasIs ADMIM.doc - ... | By sapmme | I 58 Logan 640 | Output Controller: Lis... I/ 2:07 am

How to Delete Old Spool Request (Print
Request)

In SAP command line enter T-code as SP01/RSP0041

Check the Check box of Spool no & then Click on Delete.
Page 188 of 214




=4
| Spool Reguest  Edit  Goto  Utilities(d)  Setings  Systern Help

|& D0 eae SHE hnhon BE @B
Output Controller: List of Spool Requests

[S=][m][Z] (S D[] Do) [ r) [ () e ) ]

[0

|Delete (shin+Fa|
Spool no Type|Date Time |Status|Pages|Title
il 14800 14 12 2015|0957 ° 3 |LIST15 RSUSR2ZOO_SAP

1 Spool request displyed

1 Spool request w/o output reguest

En

> [ om0 (13 go0 Bl | sapserver (s [ [ 2

I 2:11am

Output Controller: Lis...

[
d‘StartI | @ @ (© > | #]sarBasts aoMiN.dec - .. | ‘B sapmme

| I s& Logon s40 |

How to Overview of TEMSE Management

It having Administration of Temporary Sequential Data.

In SAP command line enter T-code as SP12
= w

=
| TemSe Data Storage  Goto Environment  Systerm  Help
9 H e SDEHGE S nas  BEE @m

| | =
TemSe - Administration of Temporary Sequential Data

L [omo 1) eoo (=l [ sapserver [Ins [ [ 2

K= z:1s am

| I8 s8¢ Logon 540 |

[
dseart| | (B @ (& > | #]5aF sasts apmindac - ... | Fh sapmme

Click TEMSE Data Storage, Consistency Check, & then Delete all.

What is ABAP Dumps

It is Run Time Error. Which is always generate whenever a transaction is
Terminated to a serious error.
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In SAP command line enter T-code as ST22

= @ E
Runtime Errors  Edit  Goto  Systern Help

| @ 10H @@e LHE DL BE @
ABAP Runtime Error
Parametets
Standard
0 Runtime Errors
0 Fumime Enors
Owin selection
Date fi5.12.2015[=) 1o >
Time oo aa:ea ta 0008 :an =
Host 1o =
Work Process Index to =
User SAPUSER o o
Client 10 E
To he stored 1o =
Runtime Error to =
Program Mame o o
Exception 1o =
€2 Start

These files were investigated for each runtime error:

[ wiith Infarmation an ExceptioniShort Text of Runtime Errar
[1The proaram affected

[CJProgram and associated application components (lang runtime)

[JUse old dump analysis

[ U [ omo (13 800 B[ sapserver (NS | | 7

;i'startl | @ @ © » | 5] sueeasts aomin.doc- ... | By sapmme | 15 50 Logon 40 || = ABAP Runtime Ervor e zzzam

Here we can see the Today Errors, Yesterday Errors & also we can see the Back
Month Errors.
If you click on Particular Error, you will get Explanation of Error.

Eg: TIME_OUT Error, RFC_ATTACH_GUI_FAILED Error,
RFC_NO_AUTHORITY Error etc.

What is Memory Management

We Having 6 Types of Memory Management.

Physical Memory:

Memory Configured in System (RAM)

Virtual Memory:

Memory that is configured Physical Memory & Some Part of the Hard disk.

Note:
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For SAP Installation we need to assign 3 Times of Physical Memory.
Shared Memory:

Memory that is used by SAP App & OS App

Extended Memory:

Memory that is used by SAP All Work Process.

Local Memory:

Memory that is used by SAP 1 Work Process only.

Heap Memory:

Memory that is Exactly (Totally) used by Private Memory.

Note:

Whenever we find out Work Process in Private (PRIV) Mode no one Can Access SAP.

How to Kill the Long Run Job

Go to MMCEWork ProcessBSelect PRIV Work Process@Right Click® All TaskPIKill

How to Check CPU Utilization

In SAP command line enter the T-code as ST06

= =] Y|
Edit Goto  Monitor  System  Help

|& DIHI @GR CHB onan BEI OB

Local (sapserver) / Operating System Monitor: Windows NT

‘ Refresh display H Detail analysis menu H Operating Systern collector |

five Dec 15 82:51:13 2015 interval 18 sec

CPU

io wait % o 15 min 080
System calls/s 1865| Context switches/s 357
Interruptsis 77
Memor y
Fhysical mem awvail Kb 1825512| Physical mem free  Kh 410016
Pages infs 0| Kb paged infs o
Pages out/s O Kb paged outfs o
Fool
Commit charge 1imit Kb 9872160 Maximum swap-space Kb 8286208
Commit charge free Kb BA21272| Actual swap-space Kh 8192000
Disk with highest response time
Name B C: D G: H:|Response time ns 3
Utilizatian 3| Queue o
Avg wait time ms 8| avg service time ne 3
kb transferedis 62| Operations/s 7
Lan (sumj
Packets inis 4|Errors ints 0
Packets out/s 4[Errors outis ]
Collisions L2}

1<+

L

I 1> [ omo (1) 800 B[ sapserver [ INg |

7

@istart| | [ @ © > | ] s4p BASIS ADMIN.doc - | “i£h saprame | I 5o Logan &40 | | Local (sapserver) / 0... 8 2:53am
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NetWeaver System

SAP NetWeaver is a web-based, open integration, application platform that serves as the foundation for
enterprise service-oriented architecture (enterprise SOA) and allows the integration and alignment of
people, information, and business processes across business and technology boundaries. It allows the
composition, provisioning, and management of SAP and non-SAP applications across a heterogeneous
software environment.

The following table defines the Main Use Cases of SAP NetWeaver and its key area

Use Case Description
Data Warehousing SAP BW
Building Integration scenarios SAP Process Integration PI
Mobilizing Business Processes SAP NetWeaver Mobile
Building Composite Applications SAP Composition Environment

Integration with SAP Enterprise

Portal SAP Enterprise Portal

ABAP Development on NetWeaver Application Server

Application Development ABAP ABAP

To implement these use cases, SAP has provided mapping between use cases and SAP NetWeaver software
components.

Consider the use case of data warehousing, it has multiple product instances and client tools to use
NetWeaver for data warehousing.

Stg:;l:lnlg:e Product Instance Client Tool
e SAP GUI with Business Explorer (BI
L B ABAP Add-0n)
. ASJava e SAP BusinessObjects Analysis,
. NW Product Edition for Microsoft Office*
Description [optional] . .
Search and [optional] e SAP  BusinessObjects  Crystal
Classification p : Reports [optional]
e AS Java Extensions
(TREX) [optional] e SAP BusinessObjects Dashboards
o Bl Java [optional] [optional] . .
« EP Core - Application e SAP BusinessObjects Web
. Intelligence [optional]
Portal [optional]
. Enterprise Portal e SAP BusinessObjects Design Studio
p [optional]
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NetWeaver Architecture

SAP NetWeaver is one of the central components of the entire SAP software stack and provides you a
platform for other components and JAVA and ABAP applications.

SAP Application server consists of multiple application server instances and also database servers. With

use of dialog instance, it also contains message server and an Enqueue server.

The following is a dialog instance executed by a user

*§

Message
Server
Enqueue
Server
Central J2EE Engine

Services

These are the different components of the Dialog Instance

Internal Communication Manager - This is used to process both client and server web requests. It
supports protocol - HTTP, HTTPS, SMTP.

Dispatcher - This is used to distribute the user request to different work processes. If all the work
processes are busy, requests are stored in the dispatcher queue.

Work Processes - These are used to execute Java or ABAP programs.

SAP Gateway - This provides RFC interface between SAP instances.

Message Server - This is used for message communication and also balances the load in SAP system.
Installation Options for SAP NetWeaver

SAP NetWeaver provides the following installation options -

e ABAP System - This comes with an integrated VM Container. With this installation, you can run

ABAP programs and selected SAP Java applications (shown in left box).

e Java System - The components to the right in the above image constitute the Java System. With the

installation of this, you can run J2EE applications but not any ABAP programs.

e ABAP + Java system - All the components shown in the above image constitute the ABAP + Java

System.
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Application Centre and Instances
The SAP NetWeaver work centre includes the configuration of the following tools -

Adobe Document Services - This allows you to register the Adobe Reader Rights credentials as well as
keep track of all unlicensed interactive form designs in your system.

Application Module - This allows you to view the details of the deployed applications and their modules.
Here, you can also perform the run-time configuration of the application modules.

Application Resources - This allows you to enable applications to make use of external resources. A NW
Administrator can add or delete the application resources.

Authentication and Single Sign-On - This allows you to choose the required authentication mechanism
for your applications. You can configure the following authentication and SSO -

e AS]Javaas a Service Provider
e Kerberos

Certificates and Keys - This allows you to manage the AS Java certificates and keys.

Composite Application Framework Authorization Tool - This allows you to manage business rules and
Instance Level Permissions for CAF applications, business object nodes and AS Java instances.

Configuration Wizard - You can make technical settings required for the technical processing of a system
or a technical scenario.

Destinations - This can be used to specify the remote service's address and the user authentication
information for remote connections.

Development Infrastructure - This is required while developing with Java and you want to manage it
with Transport Management System (TMS).

Identity Management - This allows you as an administrator to control applications access by creating
users and providing these users with a means of authenticating themselves to an application.

Internationalization - This allows you to manage data from double stack systems and also used for
synchronization purpose.

Java HTTP Provider Configuration - You can create new virtual hosts and configure existing ones for all
registered systems.

Java Class Loader Viewer - You can monitor the hierarchy and references between the class loaders in
the AS Java.

Java System Properties — Using this, you can view current system configuration of Application server
JAVA and you can edit the properties that are marked as online modifiable.

Java Connection JCo RFC Provider - You can manage the Java Connector Remote Function Call (JCo RFC)
Destinations. This allows you to create, edit and view existing connections.

JMS Server Configuration - This is used to create new JMS resources.
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Licenses - You can request and install new SAP licenses.

Log Configuration - You can view current log configuration, change security or reset it to default.
Message Server - You can monitor message server parameters and settings.

SAP NetWeaver Administrator Tool - SAP NetWeaver Administrator (NWA) is a web-based tool that
allows you to perform configuration, advanced administration, and also to monitor, troubleshoot, and
diagnose a SAP NetWeaver system.

You can use NWA tool in the following working modes -

e Online
¢ Local and remote

Managing Java Instances using NWA

Follow these steps to change the status of Java instances at runtime.

Step 1 - Go to SAP NetWeaver Administrator > Operations > Systems > Start & Stop
Step 2 - Now, go to Java Instances tab under NWA.

Step 3 - You can see all available instances with corresponding information about the server processes
within the instance.

Step 4 - Select an instance to perform the following functions under NWA -
e Start, stop or restart a Java instance.
o Enable or disable debug mode for AS Java processes.
e View and refresh OS processes.

e C(lear the DNS cache for a particular instance.
e Setanumber of server processes (nodes).

SAP NW System Landscape

Follow these steps to perform the implementation of SAP NetWeaver system -

Step 1 - Plan the implementation by defining the scope, hardware and software requirements, and release
instructions.

Step 2 - Define the system landscape for the use cases.
Step 3 - Install the components of SAP NetWeaver system.

Step 4 - Configure SAP NW systems.

System Landscape Management using SAP Solution Manager

SAP recommends the use of the latest version of the SAP Solution Manager to manage your system
landscape. You can download the latest version from SAP Support
Portal http://support.sap.com/solutionmanager
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It is important to correctly define your SAP system landscape in the following versions of SAP Solution
Manager to maintain it correctly.

SAP Solution Manager 7.0

You can use the SAP Solution Manager System Landscape transaction code — SMSY for the complete
system description.

SAP Solution Manager 7.1 SP01 to SP04

You can use the Landscape Management Database transaction code — LMDB to maintain technical system
information. To maintain logical product information, you can use the transaction code — SMSY.

SAP Solution Manager 7.1 SP05 and higher

You can use the Landscape Management Database transaction code — LMDB for the complete system
description and in this, transaction code — SMSY is no longer required.

Verifying Landscape with SAP Solution Manager

To verify and correct your system landscape, SAP recommends that you use the verification functions of
the following versions of SAP Solution Manager.

SAP Solution Manager 7.0 to 7.1 SP04

Use Landscape Verification 1.0 for SAP Solution Manager. This add-on allows you to identify and correct
issues in your SAP Solution Manager landscape (Transaction SMSY) before they cause problems, for
example, during a system update. Example for errors are a missing connection to the System Landscape
Directory or the incorrect assignment of products to technical systems. For each type of error, a generic
description for the solution is provided.

SAP Solution Manager 7.1 SPO5 or higher

Use the landscape verification function that is embedded into the product system editor of the Landscape
Management Database (LMDB). It replaces the previous Landscape Verification tool.

What is OSS Notes, SAP SNOTE

What is OSS Note

0SS Note is frequently released bug fixes, new program developments or enhancements or other miscellaneous
updates by SAP. OSS stands for “Online SAP Support" At times before you begin work, it will be required to
check whether a particular note is present in your SAP system To ensure that a particular OSS note is present in
your SAP system, execute the following steps:

a) In SAP command prompt, Enter TCode # SNOTE
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=2
Menu Edit Favorites Edras System

& snorel 2
SAP Easy Access - Usern

BRI

b) In the next screen, Click SAP Note Browser
Note Assistant: Worklist for User

ol B B O @

) Type in your SAP Note Number in the corresponding text field and click execute

Note Assistant: Note Browser

SAP Mote Mumber 1387788 10
Application Componant 10
Processing Status &
Irnplementation Status Undefined Implemental 5
Processors &
[election .~

Sofbware component

EIE3

Raleasa

| Sort Order
® Mumbear
O Application Component

d) Next Screen shows status of the SAP note

Note Assistant: Note Browser
Qlnliellea | [SB] [2] 87 [F &

B  Note[shortten [Component|Statusfimplementation stat. | fser]
|33D389 PED4: Problems with the indexed perform PY-X0CPF  new J§Cannotbe implemented

For a background, a SAP note could have any of the following seven statuses -

e Can be implemented

e (Cannot be implemented

e Completely implemented

e Incompletely implemented

e Obsolete

e Obsolete version implemented

e Undefined Implementation State

SAP Kernel Download & Upgrade

What is a Kernel

o The Kernel is a central program which acts as an interface between SAP application and operating
system.

e The Kernel consists of the executable programs that reside under the path "/sapmnt//exe" (UNIX) or
\usr\sap\SID\SYS\exe\run (Windows)
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e These files help startup the R/3 system, initialize the memory, create buffers and start managing the

requests from users and effectively utilizing of hardware resources.

o The kernel is also responsible for starting and stopping all the application services like dispatcher,

message server, collector etc

Why Kernel Upgrade

SAP Kernel is the core of the application. Like all other applications, the Kernel contains the executable files

(.EXE files for stating various processes in SAP).

The Kernel is the heart of the operating system. It contains those files which are used to run every event in SAP.
E.g.|: starting database, shutdowns of the database, starting sap, shutdown of sap, saposcol, to uncar the sap

files etc.

That's the reason why when a Kernel upgrade is done it means new versions of the various EXE files replace the

older versions.

How to check Kernel Version

There are many ways to check the Kernel Version

Method 1) Logon to SAP system and go to SM51 a Release Notes

o T 0@ DB nroad ME 98

SAP Servels

m@mﬂfmﬁ?u@@ﬁ[ﬁ A% mels OhO O

Barver Narme |HostHame [wossageTvoes [Berver Status]
cwprdmOi _CMP_00 cwprdmOt Dindog Batch Update Upd2 Spool Enqueus ICM J2EE Active
SAP Release Information

‘Application Server cwprdmm _CMP_00

lSAP Kemel: 701_REL I

Database Client Library . OCI_102(10.2.0.2.0)
created In . Linux ONU SLES-9 x86_64 cc4.1.2
created on - Sep 6 2009 213019
SupportLevel 0

lKomol Patch number : 59 l
ource

DBSL Patch No. . 042
ICU Version | 3.0 Unicode Version 4.0.1
Hibsapul6 Version : 1.0025 Sep 4 2009 21.09:21

Method 2) Logon to SAP system and go to System tab in the menu bar and select Status
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Method 3) Logon in operating system, switch to user adm and give the command disp+work

You can also give disp+work -version
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Download Kernel from Service Marketplace

e Go to "SAP Service Marketplace. " (https:\\service.sap.com) You will need your OSS ID and password.

o Then go to Downloads a SAP Support Packages -> Entry by Application Group -> SAP Kernel 6.00 64 Bit
-> Select your OS (LINUX/WINDOWS/SOLARIS/AIX) -> Database Dependent and Database Independent
Kernel Patch.

[ )

Database Independent

Database Dependent: ORACLE

In UNIX, use disp+work - version to see information on the current Kernel version.
Follow these steps to download Kernel from SAP Market Place -

Step 1 - Open URL — https:\\service.sap.com and login with SID and password.

Step 2 - Go to SAP Support Portal from dropdown — Software Downloads.

SAP

The Besi-Run Businesses Run SAP

Products
SAP Service

A b et il Industries & Solutions >

>

More portals for customers and
partners

Improvemenis & innovations

SAP Support Partal

Early Adoption
Customer Involve

Services & Suppd

Two SAR files SAPEXE.SAR and SAPEXEDB.SAR are downloaded from Service Marketplace.

Solution and platform support for business applications and analytics customers:

SAP Help Portal
software, license keys, incident management, and SAP Motes database

SaP PartnerEdoges

Knowledge Base & Incidenls

Su ppnrt Portal Fips, Spstems & Installations F

Suppon Progiams & Serdces > Rermole Suppart

‘ Users & Authorizations » Documentaion ¥ SAF Solution Manager

e
3 Release, Upgrade & Maintenance I# Sofware Downloads 3

¥

¥

Step 3 - Go to Support Packages and patches under software downloads. Go to Software Downloads.

M ) Befware Downlinds ) Suppan Packages and Patchas

Support Packages and Patches

Software Downloads
mnatallatons

aNa LUpgrace

Suppont Packages and Patches v

APOLEh 18 & COSE-COMaction for & Specile vrsion of an AP product Support Packages aco & [TRTIIINN ™)
COBeLon of SNe Of More Paches, And aee reledsed acco 3 10 & set schedule

| NS Software Downloads

. !

& PATCOCHE S

INSTALLATIONS & UPGIRADE #J. MPOIRT PACIKAGES
9 By Alphabetical Index (A-Z)

A complete AZ Index of your company ' = licensed products

@20 Suppon
O boaet o reteasn
> Tools 1o ADDIy SupEon Package * Demet ¢ >
> Sap Suppart Package Stacks - ® Apply support
> packagoes Support
Facknge Manages of
Database Alternatively, for a limited time only, you may continue accessing the legacy Somware Update
download applications: ¥
As r 109 & 1 o Dat o ApnoDescal st of =
. Aln Sy Aon campon '
s Broage our down
=Ty

Downloads

Browso

(Tormesrty My

AdiAaptives

ALL in one list

A CcOMPIGte AT Of YyOur cOmpany 's HCenNsad prodaucts

~

ke Adapters for SAF. SAFP Auto-10D Infrastructure . Sybaase
EE]

ke SAPP Bank Communication Managemaent SB8OFF Bl piatfc

Your <

DATABASE

Applic

[erver

wrm, SMS buainia
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=

-—
INSTALLATIONS AND UPGRADES - K

Choose the Next Category (14)

S5AP KERNEL 32-BIT

SAF KERNMEL 32-BIT UNMICODE

SAP KERNEL 64-BIT <aiimm,

il (] [

= ” Software Downloads Downloads v

Browse Your

All Kernel Versions are available in 64-bit -

b:= ‘.I =¥ software Downloads (S s

SAF KERMEL G 40 EXXZ Ga-8I7T
SAF KERMNEL 7. .20 64-BIT
SAFP KERMNEL ¥ .21 Ga-BIT
AR KERMEL 7.271 EXT 64-BIT
SAF KERMNEL ¥ 41 84-BIT
ZAF KERMNEL 7. .42 S4-BIT

SAP KERMNEL 7.45 64-BIT

GRERENENCRERS

-— Browsoe Your ¢

o

Step 4 - Select the Kernel version and download the files as per the Operating System - Windows, Linux,

Solaris, AIX, and HP-UX.

s1aie1_1

MW 0d SR Kemel 6.40_EX2 Linu on w36_64 6401

51033181_3
MW 04 SR Kemel 6.40_EX2 Windows Senver on LAE4 i o 6665 Hb
(2T

E10331181_4
(=10

E103M82_1

[

3108TH KB
MWW 04 SR Kema 640 _ B Solans on 5P Sabt

0rIEE 2

MW 04 SR Hemel 6,.40_EX2 Solans on w64 G4t

w 243451 HB %1

A1 NW 0 SR Kemel §.40_EX2 Windows Server on - Fi g 239552 KB 151

b 214878 KB 1511

2007

12007

2007

15112007

2007

g

4 Dowrioad

[¥] Conient into

Upgrade Kernel Version

Let us now follow these steps to upgrade the Kernel version -

Step 1 - Create a directory with enough disk space and enter the name of directory.

Step 2 - Copy the upgrade files SAPEXEDB.SAR & SAPEXE.SAR files to the new directory at OS level.

Step 3 - To check directory, use 'pwd' to ensure you are in the same directory.

Step 4 - Now, uncompressed. SAR files by sapcar exe.
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SAPCAR -xvf sapexe.SAR

SAPCAR -xvf sapexedb.SAR

CisDocunen

SAPCAR: preo

x ABAP.,
cfw

Step 5 - To take backup of existing Kernel, you have to create one more directory with the name
"exe_old<ddmmyy>" and take backup of existing Kernel file.

Step 6 - To perform upgrade, stop the SAP application. You don’t need to shut down the database for
Kernel upgrade but you need to stop the SAP application using this command — stopsap r3.

Step 7 - Copy the files from the new kernel directory exe_new<ddmmyy — to the existing kernel directory
exe.

Step 8 - Use this command to copy — cp -rp /sapmnt/<SID>/exe_new<ddmmyy>/* /sapmnt/<SID>/exe/

Step 9 - Now if you check the current Kernel version using disp+work, then check the kernel version from
0S level by the command disp+work - versions and new patch version should be displayed.

Step 10 - Login to the operating system as root specific to UNIX. Execute the script in Kernel directory —
./saproot.sh <SID>

You use this to assign correct permissions to all the executable programs in the kernel such as br* file etc.
Step 11 - Start SAP Applications using this command — startsap r3.

Step 12 - If you run Transaction SM52, you can see current kernel version level.

Support Package & Stack Upgrade

What is a Support Package

e When an end user of SAP finds a bug in the SAP product, he reports the same to SAP support. SAP
programmers inspect the bug and develop a correction for the bug. This correction is known as
SNOTE (SAP Note).

e With time, multiple end users, report bugs for which SAP releases SNOTE. SAP collects all these
corrections in one place and this collection is called SUPPORT PACKAGE. This support package also
includes enhancements to earlier versions of SAP.

e Insimple words collection of SAP NOTES is called as SUPPORT PACKAGE.

e Support Packages are implemented in SAP system using Transaction SPAM (Support Package Manager)

What is Support Package Stack (SPS)

The Support Package Stack is a list of ABAP and Java Support Packages for all software components (SC)
included in SAP NetWeaver. It is used to bring each Software Component of SAP NetWeaver to a defined
Support Pack (SP) level. Support Package Stack, commonly known as STACK bundles all required components
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or individual patches that are already tested together and recommended applying as SPS instead of individual
patch (until and unless you face some problem which requires certain components to be patched).

Go to http://service.sap.com/sp-stacks/, select your NW version to check the current SPS level and other
details.

Support Package Stack (SPS)

A Set of ABAP and Java Support Packages and patches for all software components are called as
Support Package Stack. SPS used to bring the installed software to a specific level by implementing
bug fixes that are already tested.

Go to http://service.sap.com/sp-stacks/, to check the current Support Package Stack level and more
details. Support Package Stack technical name refers as a combination of "SAP" keyword, release
number, and Stack number.

Each software component package has a separate sequence of Support Packages. The following list
contains the components technical names and the notation for their Support Packages:

o SAP_ABA (Application Basis SP): SAPKA<rel><no>

o SAP_APPL (SAP APPL Support Package): SAPKH<rel><no>

o SAP_BASIS (Basis Support Package): SAPKB<rel><no>

o SAP_BW (BW Support Package): SAPKW<rel><no>

e SAP_CRM (CRM Support Package): SAPKU<rel><no>

e SAP_HR (SAP HR Support Package): SAPKE<rel><no>

e SAP_SCM (SCM Support Package): SAPKY<rel><no>

Pre-requisites for Support Package implementation

e Support packages should be always applied in client 000.

o The user to be used for the support package implementation must have authorizations equivalent to
DDIC or SAP*

e (all the transaction SPAM and see if any previous Support Package import is incomplete. You can
proceed ahead unless the previous support package import is successful.

e Ensure that there is enough space in the transport directory. The transport directory is located at
/usr/sap/trans

Steps to Upgrade the Support Package

Step 1: Download Support Packs Support Packages are available in SAP Support Portal, under
service.sap.com/patches

Zh SAP Support Portal - Homepage - Microsoft leternat Explorer
e

= Coteyby Comoonsnt

* ULEontent for SAR NetWeaver

* SAPNW Central Priot Mansgensent

= SAP Control Process Schedubng by Redwoed
* PORYAL ADD-ON SAP NW 7.0

| Info Page N

al D ® rierm
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Step 2: Loading Support Packages
To load support packages, we have two options
1. From Application Server

2. From Front End
From Application Server

1. Download the support packages from service marketplace and save them at OS level in directory
/usr/sap/trans.

2. Uncompress these files using sapcar executable

sapcar —-xvf <support package name>

Lt ingasursd
ciflod wi » Covvor 190,
wDocument s nd SettingesavZadnie ol KBvVeui e

MR evrvor oponing KB70801 0
BAPCAR: M Fileds) extyracteod

Ci:sDocumentas and SettingasgrZ2admle:

rocognized as an dnternal oy oxtornal command,
rogram or batech file.

Ltyann

LAPC e wul KR79018 . car
hive XKH7001 .
20031169 _ V0 21.n11
RB120031 169 007 Al

sSNsapstrans >

After uncompressing the support packages at OS level the .PAT and. ATT files are stored in
/usr/sap/trans/EPS/in directory.

Next, load the Support Packages into SAP system by choosing Support Package -->Load Package --> From

Application Server

Lo
Supporn Package Ean 10200  Exira U e s O

Q€ Loodpackeges » From Front End B850 @Wm
o Impornt SPAMSAINT Update From Appik 30on Serwr
- 2 - . - . -

Impon queue 8

u Confirrm

Bt

Queue 4

Oiectory Stetus

O Now Support Packages

O Aborted Suppont Packages NO queue has been defined

O Imported Suppornt Packages SPAM stus low - |
@ All Support Packages

& Obepiay J & Pacageiet |
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From Front End

Choose Support Package --> Load Packages --> From Front End

L=

3

Tlole

Support Pac

1

kage Edit OGoto Extras Utililes(M) Environment System Help

I | 55 5 ([E @

Lo

Exit Shin+F3
Queue | & Bispiayidetine |
Directory .~ Status
@ New Support Packages
O Aborted Support Packages NoO queue has been defined
O Impornted Support Packages SPAM status: [oe "

O All Support Packages

(& Display |

[& Package level |

Step 3: SPAM/SAINT Update: A SPAM/SAINT Update contains updates and improvements to Support Package
Manager (SPAM) and Add-On Installation Tool (SAINT). There is always one SPAM update for each release.
SPAM/SAINT update is mandatory before any support package upgrade.

‘SupportPackage Edit Goto Exiras Ubities(M) Ervironment System Melp -
€ Load packages 10O LB [noS BB om
S SRR R e ar - Version 7.00/0021

§ mpodl queue Snnsr7
g Confirrn Shin«F6

o Shint-F 3

Quaue ? Oisplapdonne J
| Duoctory | Gtatue

& New Buppon Packages

O Aborted Supporn Packages MO Queus Nhas boon defined

O Imponted SBupport Packages GPAM statys oCo

O Al Buppornt Packages

(& Display | (@ Packagetevel |

Step 4: Defining Queue contains the Support Packages available for the different SAP Components installed in
your system. This Queue information is derived from the support pack uploaded in Step 2.

1.0n the initial screen in Support Package Manager, choose Display/Define.

2.A list of installed software components (for example, SAP_BASIS, SAP_HR, SAP_BW) is displayed
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Componard Selecbon [0
Choose the sofwiare componant for which you wint 10 inport Support Packages
-]
) Narw BUBO0 POthages Comp-0__[Release  [Shont Desception of Componeed  [Suppert Packagedpe |
| Aboed Sunpod PachaGes LjSAEABs  |700 O e ey . P
©imporied Guppot Packages AP BASIE 700 A Buats Campnned Seishppotivg__ ICH
O Al SoppentPaciges ELBASS 20061700 Bavis Pagrn (PLBAGTS) 20061700 Adson SuwportPi. | ]
g SEP2005.1_700 SAP S0hon Tools Piugn (Adoon SuppotPry. | ‘
AP B 700 SAP Neftieave: 8170 (Adg-on SupportPhy. |
O LCAPPS 2008700 ILC Appikabons (LCAPPS) 2005700 Adéon SupooriPhy |
SAP AP 700 8AP Application Piatoem AagonSuppotPiy | I
SAP APPL 800 Logistics and Accoundng APPL Suppent Package |
b gAP HR 800 Human Resourcos IR Suppon Package |
EAIPPE 400 AP PPE (Addon Support Phg. |
EAAPPL 800 GAP Entarprise Exaension PLM, GCM, F | Add-on Support Php ]
EADIPE 600 wsmmcmomufw:monwm |
[EALINSERY 000 SAP Enterprive Extension Financial SeiAJG on Support Phg | i[‘.}}'
EAGLTRADE $00 AP Enterpirise Extension Global Trade Add on Suppot Py | [+

3.0nce you select the required component, the current queue appears. This queue contains the Support
Packages available for the selected component in your system. If you want to define the queue for another
software component, choose Other Component. If the displayed queue meets your requirements, you can
confirm it by choosing Confirm Queue
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2

Displayidefine

@Oeﬂne Queue for the Component SAP_HR rel, 600
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Package 10 [Cosp.-1D |Release |short Description

| l_ P 55 for SAP WR 606
SAPKEGOOSS | SAP_HR SP 56 for SAP_HR 6 00
SAPKEGGOS? | SAP_HR SP 57 for SAP_HR 6.00
SAPKESDESS | SAP_HR SP 58 for SAP_HR 6.00
T <]+

(€D Buppen ¥ ackage queve detned and saved
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Step 5: Importing Queue. Once you a define a Queue (Step 4) while selecting a particular component (for which
we want to upgrade support pack), we need to do 'Import queue’ to start importing/applying that particular

selected support pack (as per the standard SAP process).

Choose Support Package --> Import Queue

Jppon Pachage B M Eene  UBISSSO8  Eravironenast  Dretam  Mein

o % RNV O S o OG0 08 1 XYY AR 2 Ery RRLeA S
Sl.tppon Package M.\n.uivl - er'.l-on /.00:‘00?'6

Sl S ESEh 2R ©

w bd NGONEd WO e B aang Alast OPOOR

12324

Fllan vicws 1 ren opnens TN

' LGP AM impont Oueus
TIe Guae BAFKET 001 0 wit now GO HPDOMed BCCOrTIng 10 s(onsno
Clenasta
TO BvOD STV E400tem s, first reag BAKF Peote BIIITH  Hnowm PIODISE Wit
BUPGt ©* aCabaen in GAI® 2vY J0045 AD ADAS™
The auee

€ Triw 53871 COUODE BF e PNDOA OIS Sre CONRISIARA

To become familiar with known problems and issues, always read the note mentioned in above

screenshot.

The support package import has been started

Supeon Pacsage o1 Oon Carad  LUBIBe VW, (R .l )y Yy Hu'o

< a0 OO .\;Jnm@e
Support Package Manager - Version 7.00/0020

Wwaev 0

Gueve BAS K 00N O > Cregiopsetre 1
Owectory b
O New Bugeon P o boges Cueue 15 detrnd It e
ADOARD G gant I ais sge s Bofware Companent BAP_RAD
O enpined Digeont Paihages GAM s o
2 A BuUPpant o kages Canrwed achon Susue wnpon
<y Ovaphay J oy P2 ke loved ]

[ @ © (0nrecing 10 AMBaNe ]

Step 6: Confirming Queue:

Confirm that the queue has been imported successfully into your system. This allows you to import Support
Packages in the future. You will not be able to import Support Packages further, if you do not confirm the

queue.
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Status
Queue imported for the

Software Component: GRCPINW
SPAM status: QA0

Next action: Confym queue

[Qf’ Package level

Once Queue has been imported, SPAM status becomes YELLOW

Confirm successful import of the Support Packages into your system by choosing Support Package a Confirm.

Status
Mo gueLe has been defined
SPAM status: oCa

Checking Logs

o IMPORT LOG: It displays logs for Support Package Manager Phases that are used by transport control
program tp(transport control program). Go to-->Import log-->Queue

& sugport Package  Edt ;3;:;‘ | Extrgs Utities Envrorment System  Heb

g y g RESEAESE SR RN
Qbpect kst »
Support Package !  Imoort Logs »  Queue Shift+F8
. ) Action Log Shift+F9 Sugport Package
v
“wazsv B : SPAM/SAINT Undate
Back F3 tp System Log
Queve (2 Osplayidefre |
Drectory Status
* New Support Packages
Aborted Support Packages No quewe has been defined
Imported Support Packages SPAM status: e
Al Support Packages
Yy  Dsply | Gy Package level
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e ACTION LOG: It contains information about the actions that take place during the individual phases
(while importing the current queue).

It also includes information about the point at which a phase was stopped, as well as detailed error
information.

To display the logs for the current queue Go to-->Action log

- 2poet Package (= Qoo Extrg 38 Errr Or e Sty Y
e - ';'_v.;n,r » 2 v % m;,; ‘3’ (x-;
Qbsect kst »
Support Package ! oot Logs » /0046
Action Log Shift+F9
w8 B "
Back F3
Qs (Z__cepayicetre
Dwectory Status

o Now Support Packages
Abcrted Support Packages No queue has been defined
Imported Support Packages SPAM status oo

Al Support Packages

oy Duplay S Packaod evel

e While the support packages are being imported, logs are made into the tmp directory (path:
usr/sap/trans/tmp)

e Once the import process is completed logs can be viewed from the log directory (path:
usr/sap/trans/log)

Import SLL/TLS Certificates

In SAP, there are 2 main PSE where SSL/TLS certificates can be imported to trust an external API connection.
1. SSL Client SSL Client (Standard)

2. SSL Client SSL Client (Anonymous)

Step 1: RUN the T-code STRUST and select the SSL client SSL Client (Standard).

Step 2: Go to Change mode by clicking the Change icon, then scroll down to the bottom of the page and look for the
Import Certificate option on the right-hand side, as shown below.

Note: Based on your program and configuration, one of the above PSE will be used. To be on the safer side, we
recommend you to follow the below steps for both the above PSE one by one.
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Step 3: Select the file path and then choose F4 to select the certificate from the local system.

S pSE Edt Goto  Cetifcrte  Ergroemert  Sysem sep

Trust Manager: Display
N

¢ ) Symtaes PSE

¢ T ShC SAPCrypisiih

¢ TS5 server Standand

* TUSEL chare S5 Ot |Anorymo

» TOSEL chene Aribe

== S5 chent S5L Ot |Sardy
» [ chices_CTX_90

* Z255. chent ERP CAC

» TSR chers Pinancel Sarvices

b TISH, chers WESE Web Servics e -

» WS Securty Shanderd

» T WS Securfty Other Syatern Srery

P TS Securfty WS Security Kiwa

+ M SMIME Stardard
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Step 4: Once the file has been selected, go to the bottom of the page and click the Add to certificate button.
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Step 5: Right-click the SSL client SSL Client (Standard) and choose Distribute from the menu.
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Step 6: On the top, click the Save button, and you'll be able to see the certificates in the Certificate List.

Note: If you have multiple app servers, click on "PSE" from the menu, and then click on “Distribute” in the context
menu. This will distribute the SSL/TLS certificate across all nodes.

Q&A

What is an SSL Certificate in SAP?

An SSL (Secure Socket Layer) certificate ensures encrypted communication between SAP servers and other systems.
It prevents unauthorized access to sensitive information during data exchanges.
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Why is it Used?

*Data Encryption*: Encrypts data between clients and servers.

*Authentication*: Confirms that the entities communicating are legitimate.
*Compliance*: Ensures the SAP system meets security standards and regulations.
What is PSE (Personal Security Environment)?

The *PSE* is a digital storage in SAP that contains the system’s public and private key pairs along with the SSL
certificates. It's vital for managing your system's secure communication.

When to Import an SSL Certificate?

e After setting up a secure communication channel.
e When renewing an expired certificate.
e  When updating or configuring a new communication partner.

Where to Import SSL Certificates?

You import SSL certificates into hashtag#STRUST (Trust Manager), which manages the PSE. You’ll typically import:
- hashtag#Root certificates and hashtag#Intermediate_certificates for trusting external systems.

- *Client certificates* for your SAP system’s authentication.

SSL Client (Anonymous) vs. SSL Client (Standard)

- *SSL Client (Anonymous): This type of configuration enables the system to establish an SSL connection **without
requiring client authentication*. It is used in scenarios where the server doesn't need to authenticate the client,
providing a less secure but functional connection.

*SSL Client (Standard): Here, **both client and server authentication* are required. This ensures higher security, as
the client must provide a valid certificate during the SSL handshake. Typically, *SSL Client (Standard)* is used in more
secure environments where client identity verification is crucial.

Key SAP Notes (Snotes):

- *SAP Note 510007*: SSL for SAP Web AS ABAP.

- *SAP Note 2040649*: Configuring SSL for Web Dispatcher and ICM.

- *SAP Note 2284059*: SSL certificate troubleshooting.

*Q Important T-Codes: *

1. STRUST: Manage PSE and certificates.

2. SMICM: Configure the Internet Communication Manager (ICM) for SSL.

3. RZ10: Edit and maintain system profile parameters for SSL configurations.

Common Issues & Solutions

1. Expired SSL Certificate

*Solution: Regularly check the certificate expiry in **STRUST* and renew it before expiration.
2. Incorrect SSL Configuration

*Solution: Double-check profile parameters in **RZ10* and follow the steps in *SAP Note 510007*.
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3. SSL Handshake Failure

*Solution: Ensure the cipher suites and SSL versions are aligned between client and server. Troubleshoot with
**SMICM*.

4. Certificate Not Trusted

*Solution: Import root and intermediate certificates into **STRUST* PSE. Use *SAP Note 2040649* for guidance.

DB Refresh

Pre Activates

Export TR's list from QAS & PRD make a list of differential TR's.
Take Backup of User and Profiles

Take Backup RFC Connections

Present QAS Backup

Present PRD Backup

Post Activates
User Master Profile will be restored back
RFC Backup will be taken and restored back

Differential TR’s Importing: TR’s which are there in QAS and not yet imported in to PRD will be reimported in
to QAS back

Delete all Jobs in QAS
*Please recheck RFC, SSL

Stop SAP Application

Login in to SAP HANA STUDIO and Keep Recover Tenant Database to QAS server.
Start SAP Application

Slicense apply SAP license

Stop Background Jobs.

Stop SMTP

Delete Backup Schedule

STMS Configuration

NN AW
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